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Chapter One

The Easy Come Bar

he Easy Come bar wasn't the favorite spot of the

I thousands of Gls who took their R&R in Bangkok

in 1969. Most Viet vets who spent time in

Thailand will remember such places as the Hollywood, Thai
Heaven, the Miami, the Green Dragon, and the California.

The Easv Come sat by itself, almost at the end of New
Phetburi Road. For a GI bar in the R&R vyears, it was a small
place, just a bar with six stools and four booths along one wall.
I walked into the place one afternoon looking for possible
spouts—the water taps of information in the business of for-
cign intelligence collection. | was working for one of a dozen
different agencies in the alphabet soup of spies and diplomarts
that stalked the streets of Bangkok while war raged a few hun-
dred miles to the east.

I sat in a booth, ordered a beer, and pretended for the
moment that I didn’t understand a word of Thai as three pret-
ty girls slid into the booth with me, one beside me and two on
the seat across from me. 1 fended off questions about where |
was from and how many hours I had been in Bangkok while |
slowly sipped a Singha beer. As the girls chauered on, 1
looked the place over while | listened to what they were
telling each other whenever they spoke their own language.




I also rook a good look at the Mamasan—the woman who
managed the girls and ook the moncy when & Customer
de u_-i_a:lq:-d o buy a gl out for the evening. A 1all, premy
Eurasian woman in her early thirties, the Mamasan sat behind
the bar. warching with dark Lrown cyes everything that hap-
pened around her. . s

‘The Mamasan caught me looking at her and she smiled. T
decided instantly that I was going 10 du my off-dury drinking
in the Easy Come until 1 got 1o know her a whale lot better.
I've alw a‘.'-';i had a thing for smart, compeTent, SIIONE, gond-
lnoking women. 1 lefr the girls sirting in the booth and walked
aver to the bar, carrving my bottle of Singha.

She looked up and focused on me as I asked her what her
TR Wik,

“anmic, with no last name,” she rold me and went back
to working on the account boak. .

It ook another four visits belore she started talking
cnough o tell me her father had been 3 Dutchman who b
lived in Thailand. Fle had tzken Connie’s Thai morher as his
wife u few months before the Japanese captured and 1:_.il!cri
him during World War 1T. She had grown up poor ;:.nr_' n_.-lrlﬂrnf-:]
she had opened the bar with money won m the That lottery.

I told her thar 1 was a bright young American sociologist
working with the Defense Advanced Research Projects

spency ([JARPAY and was trying to discover how the "Tha
Aéu‘t:ﬁﬂmnr. could win the hearts and minds of its rural popu-
lation before the Commies took over.

Mavhe it was my SUspicious naturd, mavbe it was because
[ was :rla_.;ng rar learn everything possible about ‘_I_:.c Py b_:m-
ness, but the more afternoons and evenmes | sat in the Easy
Come, sipping on 4 beer in & back booth and watching the
parade of ;15 on R&R and how well the girls hil'l_ljl-:‘.d them,
the more whar started as a £iny suspicion burning in the back
of my mind hecame an open flame.

Counterintelligence wasn't my gamc in those days, s0
when I couldnt fight off the suspicion anymaore, 1 ook a lieu-

Fd
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tepant colonel working :‘-.!i_-:Tf:-"-_f Assistance Command,
Thailand {MACTHAIL wicth one of the military intelligence
services into the Easy Come for a beer one afternoon.

At first, George concluded there was no way Conmie
might be what | was afraid she was. Then, a conple of wecks
later, an excired George walked into my office and told me
he'd spotted Conme sitning with a group of Amer ican officers
and their wives in the officers club ar the Chao Prava hotel.
Wondering what an B&R bar Mamasan was doing mixing
with the Amcrican military €lite, George asked one of those
officers about the beauriful Thai woman and leamed that
{(lonnie was a good friend of several milicary wives whom she
had met in one of the Christian churches in Bangkok. None
of the officers’ wives appeared to have any idea that Connic
was a suecessful R&R madam on New Phetbun Road.

The new information made George as suspicious ahout
whar Connie reallv was as | had been. Becavse he didn't think
it wise thar he go back intoe the Easy Come. he asked me to
keep dropping inon Connie and playing the dumb government
civilian hr_.r:.irl_g fior an “|||_‘:-|:|$5||':I|I: lowe. That was fine with me,
and after a while Connie and 1 got 1o be very good fnends—ro
the point where | learned char while all those Amencan wives
thought Connie was 2 devout Christian, 2 large bronze stame of
Buddha sat on a pedestal in one comer of her bedroom.

To this day George can't prove that Connic was doing
what we both decided she had 1o be doing, but she was prob-
ibly nne of the most clever intelligence case officers who ever
wirhed the husinsss.

Creorge never was sure for whom she was workang, cither.
I1 could have been the Russians, Red Chinese, or Morth
Kureans, of she might even have been an independent intel-

scnce entreprencuf. But whoever she served, rhe gobs of
information Connie’s gills squeczed, fondled, and drew out of
the parade of Gls who wandered into the Easy Come almost
certainly wene scraight to Hanos.

The dozen girls who worked in the Easy Come at any one

THE Easy ComEe BaRr 3




aime were all a bit pretner, a lor more enrhusiastic at love-
making, and 2 whole lot smarrer than the average girl just off
the farm servicing Gls in the other places along the Phetbun
strip. Connie’s girls all spoke English, although sometimes
heavily accented, but always well enough to ask questions and
listen carefully while a guy fresh from a gond orgasm bragged
about whar a great soldier he was.

The Easy Come girls were great actors who could sell an
ilusion of love as quickly as Houdini could shp out of hand-
cuffs. Most of the time, 4 grunt wha spent a nighe with one of
Connie’s girls didnt go looking for love anywhere else fof the
remaining days of his R&R. If he did wanr a change of vagi-
nas. he went back to the Easy Come 1o find it. Ar least onee a
week. some soldier left town in desperate love with one of the
Easy Come girls. Many of them kept writing the girl for
weeks and months after their R&R. A few signed up for an
exrra tour in "Nam just so they could get 2 30-day leave and
take it in Bangkok in the arms of one of Connie’s girls.

It wasn't just vers from Vietnam who found the Easy
Come. There were 40,000 U.S. airmen stationed in Thailand
during those ycars, and a couple of thousand members of the
ather armed services worked out of the Juint United States
Milizary Assistance Group (JUSMAG) and MACTHAIL com-
pound Jocated near the ULS. Embassy on Wircless Road. Must
of them considered a visit to the R&R bars the worst kind of
slumming, but if they happened o stumble inte the Easy
Come, Connie made sure they found something 2 httle extra
special thut brought them back rime and again. [ know of four
different girls from the Easy Come who married Banghkok-
based Gls during the vears | rracked events in the har, and at
lwast half 2 dozen more who did rour-long shack-ups with U5
military personnel. Every time a girl left to take up a full-ume
love siruation, Connie would find another who fit the special
personality of the Easy Come girls.

Probably 99 percent of the grunts who found the Easy
Come didn't have much worth knowing locked up in ther
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ronad-driven braing. But it was a dirt-cheap spy network with
the 1.8, GIs paving for most of the cost out of the money they
had saved for months before getting 2 seat on an R&R flight.
Connie was lcarning deeails about unit 3172 and location, patrol
aperational technigues, ambush mechods, wnit morale prob-
lems, pending troop movements, beach defenses, river patrol
routes, G black market sctivities, and damn near anything
else a GT might know about how America was fighting the war
in Y icinam.

As for the guys starioned in Thailand, every secret known
in the JUSMAG compound, including planned bombing tar-
pers in Laos, was at risk any ome a soldier siepped into the
Easy Come

Connie had that knack for spotting a potential payoff that
makes 1 case officer a master of the rade. Once in a while,
one of the R&R customers would let it slip that he was work-
ing someplace important, like maybe the Military Assistance
Command, Viernam (MACVY) compound in Saigon or
brigade headguarters up normh. Marks like thar wene back to
Vietnam and would soon thercafier meer a little Victnamese
wonch girl, or maybe even a European female employee with
wome international aid organizadon who seemed 1o know
insrinctively just exactly what the voung man liked when it
came o loving. Mone of the Amencans had any reason to sus-
pect that their sudden good luck in Saigon was directly nied to
their R&R and rhe girls they left behind in Thailand.

Occasionally, someons would spill something big. George
was sure that one of Connie's customers let slip the wrong bic
of information back in Ssigon to a French secrecary working
for a wrading company, which resulted in a sapper artack that
killed an Army of Vietnam (ARVIN) rwo-star general m an
explosion in a Saigon restavrant. 11 always be convinced chat
: was another of Connie’s customers who blew the informa-
ticn about the surprise attack into Cambedia that allowed the
Vietcong command structure to disappear before the toops
o1 [0 the rarget
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Connie wasn't just working the R&R trade enher. Plaving
her second role as the devour Christian Furasian, she was
duing all sorts of friendly things to help the L'.S._mili:an' and
embassy wives she met at church on Sunday survive the cxpa-
triate life in Bangkok. She amanged up-country !:ri[:us to old
temples, ser up cultural nights where the .i-lzn.v:-n!;am -::quld
watch Thai dancing, and even organized 2 Thai-Amencan
Buddhist study group. .

She also helped the American ladics find houschold help.
The Thai women whom Connie sent around [0 Work as coaks,
maids, and baby-sitrers weren't quite as young and prerry as the
girls sitting at the bar in the Easy Come, but they were bnghr,
they spoke passable English, they worked hard, they treated
the faramy (American or Evropean) kids with lors of love, :“II"-:.‘J
they didn't steal, Although none of the wives ever figured it
uu:._- or perhaps didn't want w adnut it even @ themsclves,
Connic's maids were also ready and willing to give the man of
the house 2 quick taste of Thai love in the :u:war_nz.: quarters
while his wife was off stedving Thai culrure with Connie.

George's military spooks never told the Thai government
whar they were sure Connie was doing. They -::Iir!n':z ISSUC ANy
warnings to the oops or warn the gaggle of military ;,!nd
embassy wives that their house servants were pro hably spying
for the Communiscs.

Smar intellipence officers don't arrest, murder, or destroy
the public image of good spies. They either use them or new-
tralize them, bur they always rry nof o let the spres know tJ_n:.“g'
have been made. In the spy game, the devil you know 15 a4
thousand times beteer than the devil you don’t know. Deestroy
a spy ring you know about and a new spy NNg you know noth-
ing about will soon be warching you.

* Afrer T alerted George about my suspicions of Connie and
the Fasy Come, he set up a secrion in his own organizalion
that did nothing bur monitor Connie and her activinies. For
the next two vears, every Gl who wandered into the Easy
Come was photographed and identificd by someone working
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for George. Those who were nothing bur mud gronts wenrt
back to "MNam, fought the war, and hived or died without ever
suspecting how close they had come w a4 major spy fing,
Those who did have access to informarion of porential incelli-
gence value went back 1o Vietnam to find that new duties
awaircd them cthar kepr their hands off classificd documents
and their zsses much closer to real combat.

The same thing happenced with the Bangkok officers’
wives and their husbands who stepped inoo Connie’s web. Most
of them were never wobd the trurh abour Conmie, “The wives kepr
going on up-country trips and sitting through cultural education
classes while their housemands tavght therr husbands the subtlc
differences beoween Asian and Amercan feminine anatomy.

A few pguys did ger sudden uansfers, ike one U5, Air
Force embassy attaché [ personally knew who suddenly
found himsclf flving combar missions our of Ubon while his
familv went back to the States.

Connie kept collecting a lor of informanon, some of it
probably useful e those whe received her prodoce, What clsc
was happening was thar George’s countenineelligence group
starting fecding Connie’s girls bits and pieces of false infor-
mation. Some of the guvs fltenng into the Easy Come or
encouraging their wives w take one of Connie’s up-country
trips koew exsctly what they were doing—participanng in
what eventually became the single most effective disinforma-
ton campaign we had going in Sourheast Asia uneil the time
we pulled out of "MNam.

For example, a rumor once suddenly flashed through the
MMACTHAL compound thar entire companics in | Corps were
pnahle o chimb out of bed because of 2 new and virulent
mutation of penicillin-resistant gonorrhea spreading through
the troops. Within days, the officers’ wives were all walking
abour it as they ok one of Connic’s up-country trips. A week
larer, a Viercong battalion launched a senes of surpnse attacks
in | Corps expecting ro carch sick rroops not fir for comhbat.
They died on the wire in droves.
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Ohn another occasion, ong of the 115 Army’s best snipers
and his sporter ok an R&R ar the same time in Bangkok and
went srraight from their hotel to the Easy Come. Five days
later, un the lzst night of a glorious ome. the two of them got
skunk drunk with two of Connie’s girls and started talking o
cach other abour their plans for wmking out a key North
Vietnamese barcalion commander.

If the two men had really done what they talked about
doing that night in Bangkok, they would have walked straighr
into an ambush. Inscead, B-5Zs carpet-bumbed the area,
churning into hamburger two companics of the crack northern
rroops committed o the ambush.

This was an especially successful countenntelligence
operation hecause George doubled Connie's entire spy ring
withoutr making any dircer contact with a single member of
the enemy nerwork, 2 real coup in the intelligence game.
While it is almost impossible to estimate the actual impact of
the clever use of human rcsources inm any Spy operation,
Connie unknowingly passed on enough false information that
she probably did more for the US. war effor than many of the
intelligence case officers working on our side.

Like all pood things, it didnt last forever. Evenrually,
some peneral in Hanoi must have begun 1o suspect that the
information supplicd by Connie’s spy nng was no longer as
valuable as it had unce been and that much of it not only
proved w be inaccurate but it somerimes backfired. The more
that happened, the less they could trust any informatien she
produced for them.
 Inlate 1971, | left Bangkok for a tour in another part of the
world, The last dme 1 dropped by 1o see Connie, she looked
nervous. almost like she was frightened about something. 1 had
gone in the Easy Comne for a last good-bye and to tell her a
cover story that | was quitting my government contract job and
going home to get a law degree. Weeks before that, she had
started hinting rhac maybe we should gee a lot fricndlier than
we already were, which was pretty damn friendly.

i R a RING OF SPIES

Just before T gor up from her bed w leave, she asked me
why I didn’t marry her and rake her with me to wherever [ was
going. It was a scrious offer, and T mighr have taken her up on
it if there hadn't been a wall of Lies between ns that neither of
us could ever break down.

| saw Connie once more in 1984 when [ spotted her in a
shopping center in Cryseal Ciry, Virginia, just a few miles from
the Fentagon. She was hanging onto the sleeve of 2 guy 1 rec-
ognized as someone who had been assigned to MACTHAL
back m the war years as an army major in the civilian contrace
officc. Two kids juse shor of their teens were mgoing along
behind Mama and Daddy ss they looked at new refrigeracors.

It’s not hard to figure out how Connie ended up in the
United 9'-"-7!2‘1; martied with children, Georee’s COUNEEFESPI-
onage opcration was 5o highly classified that Connic's name
Would have never been put into any visa lookout files, nor the
lwokour files of uther agencies. The zuy she marmied had no
ilea what his wife had done during the war vears or how his

Bwn government was using her wirthowr her knowing ic.

A5 | stoud watching her thar day in Cryseal Ciry, 1 envied

ghe guy just a bir. Then she turned and saw me standing
ftherc. She recognized me, bur she neither smiled nor
plrowned. The man said something, and she rumed, gave him
W big smile, reached up, and kissed him on the cheek. When
Behe finished the kiss, she tumed and looked hack ar me for
st a second, making sure | had seen the kiss. Then she
Murned and walked away, her arm locked with the arm of her
Amencan husband, 2 Norman Rockwell picture of the perfect
s s-cultural marriage.
. Like all good ntelligence case officers, Connic could
Build a great illusion and make it seem so real that it really
®as. The son of a bitch looked as happy 25 anv married man
I've cver seen who was taking the family on a shupping trip.
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Chapter Two

Spying Has
One Purpose

nowing the encmy’s defense plans, the secrets of
4 NCw weapon system. or the menral state of g
political leader can cost or save thousands of
lives, depending on who has the knowledge and how they
Put it to use,

Gond'spies can keep a government our of war. and LLCOm-
PELCNT spies ¢in get 3 government infg g war that can't be
Won. Governments don't juse Spy on enemics threatening war.
H'he Cold War is over, but both the CIA and the KGB are sl
M business, and the intelligence case officers of dozens of dif-
fercne conntries recruit and rug rings of spies trving o uncov-
B tradc secrers, political plots, and military plans, as well as
fhe plans of terrorist groups scattered around the world.

Governments also spy on their own citizens. The FBI trics
88 intiltrate the Mafia and dozens of other organized criminel

peups, and the IRS not only collects and examines the Fnan-
Bl documents of most major corporarions as well as millions
B privarc citizens, but also actively recruits and pavs snitches
lling to rar on their fricnds and emplovers for profit.
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'S NOT JUST GOVERNMENTS
THAT HAVE REASON TO SPY

Almost all of us will ar some nime know something that
will give us an advanrage over someone else. Just as likely, we
will sooner or later lose something dear and important o us
hecause someone clse found our something we thought only
Every one of us $pics on someone else at one

we knew abont

time ar another.

« A mother may listen in on a reenage son's call to a girl-
fricnd, hoping she will learn that the girl 15 notr pregnant.

« A man will drive by a girifriend’s house to make sure she
rcally is home wich a cold.

o A wife will carcfully examine the dirty clothes her husband
brought hack from a trip out of town, looking for signs of
lipstick or strands of blond hair.

+ Anemplovee will sneak a look in the boss” file cabinet, try-
ing ro find aur who will get the next promotion.

+ A father will cheek our his daughrer’s boyfriend with 2
credic bureaw

ALMOST ANYONE CAN HAVE A
GOOD REASON TO RECRUIT SPIES

We can all face a situation in which somecone has informa-
tion we st have in order to survive or live well, and the only
way we can get it is 1o steal it Yer, most actions involved in
stealing informatinn—hurglary, phene mpping, and bribery—
are illegal acts with heavy punishments.

The safest way to steal information 15 1o recrnic someone
whae has access o the informanon who can steal it Tor us with
little msk. ITere are just a few examples of how ordinary peo-
ple might rcomin someone oo spy on someone else,

» A professional gambler wanes an extra edge so he can ber the
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odds thar others ser. e recruits as spies trainers, assistant
coaches, secrerarics, bus dnvers, office managers, and even
custedians and janitors who work for professional and college
sports teams. His recruited spies provide bits and pieces of
information on team morale, injunies, persosality clashes,
'-z-f'-'l,'-_f ahuse, T-'i'l.iI:'JJ.I'I_Eh pr'.ﬂ'_':i.'.':ﬁ., and Ay ather in'l'-nrrr.:!_“.j:_. thze
might have an impacr on the sutcome of a zame.

® The Amencan Cancer Sociery recently discovered its pri-
vate papers, dating ro Ocrober 1979, in Philip Morris docu-
ments unveiled by ke Newr Yord Trmes and accusced the
tobacce industry of spying un the socicry in the 1970s o
learn how it planned m address the idea of safer cigarettes.

# lom White is 3 successful lawyer who has spies working
for him in three of the major insurance companies that
handle many of the claims of injured parties Tom repre-
sents in court. As a resule of the insider knowledge his
spies provide, Tom almost never goes o court, When he
does, he wins because he knows the strenzchs and weak-
nesscs of the other side’s case,

® [dan Cocker has made several million bucks in the srock
marker psing insider informanon he collects from o half-

dozen spigs working in major investment firms

WHAT GOVERNMENT
SECRETS SHOULD YOU KNOWF

wmencans don't just have good reasons for spying on each
@Ehcr. Just as an INTUSIVE SOVErNMENT Spics on its own cit-
#ens, so cirizens often have good reason to spy on their gov-
@inment. The Mafia has been duing it for years.

Various action groups across the political spectrum, rang-
g from leftist radgi-_'alk: ErYing lo l_::::::-tn'.'i:r E:|.—'!|_PL'|_‘-'-'1:'!'IZ J'.r';ii;
Mons in Larin America to the new citizen militia groups wor-
fed about the Bureau of Alcohol, Tobaceo and Firearms, are
EpYIng on govermment dgencies.

Persons who are called investigative reporters are often
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intelligence opCratives IHying to recruit government employ-
ce3 a5 spies 5o they can make money and fame by revezhng
the povernment’s dirty secrers 1n headline stories.

Manv of vour fellow citizens as well a5 ciuzens in other
countries have been spyving on government officials for a lomg
ume. For instance

Mo one knows how many real estate speculators around
the country have mapped into the secrer planning meetings
of county commissioners, srare highway deparements, and

ciry and planning commassions.

«  Anv executive officer of anv big corporation who isn’t col-
lecring daily informaton from a ring of spics working in the
federsl sgencies that contrel and regulate every aspect of

his business could be heading down a fast track o failure.

» One of the uniold secrers of the business of lobbving
Congress and stace legislatures 15 thar many lobbyists are
more interested in incelligence than vote buving. U5, con-
gressmen and senators would be homified if they knew how
many penple on their staffs are regulaly passing informa-
tion on to people represcnring businesses and industrics
that chey are targenng for more rESINCHVE fCZulation.

= Emplovees of the IRS, the Security Exchange Com-
mission, the Patent Office, the Food and Dmug Admin-
istracion, the Federal Trade Commission. the Office of
Safety and Health Adminiscration, and on through the
alphabet soup of bureaucracy all have wns of commercial
informarion thar thev are supposed 0 keep secret. Yer
cach of those agencies has hundreds of unhappy, angry. in-
debr employees who can be recruited 0 provide such con-
fidential information,

= A recent Associared Press report described how the Cali
drug cartel has been spving on op government officials in
Colomhia. The operation gathered intelligence thar when
leaked to the press embarrassed the Colombian president
and threatened the stabnlity of the government.
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WHO IS SPYING ON YOU?

Even if vou hive a life in which vou can’t imagine that you
Would ever have to spy on someone elss, you may be the sub-
ject of someone else’s spying, If vou are the leader in 2 com-
pentive indostry, ever geo involved in politics, take a public
Position on any divisive 1ssue, or have a nice home and posi-
Bon in vour community and people ¢ovy you, vou Know
fomething thar someone ¢lse can use agsinst you—if he can
find out what it is. It may be a manufacturing rechnique o
Process, 4 spoecidl recipe used in a restaurant you own, a8 guard-
Bt list of clients, an idea for a new invention, your credit card
mnd PN numbers, a secret love affair, a past vou've overcome,
B bit of extra income you don't report on vour IRS form, or a
$ice that vou keep hidden from the world.

If you want to protect your own sccrcrs, vou must know
Bow successful spics operate so that vou have some chance at
gpotting the person who yvou think is a loyal friend, a lover, a
Busted emplovee, or a harmicss, casval acquaintance, but
Who, in fact, 15 out to steal your secrers and give them o the
person who will use chem o do vou the most harm.

Prorecting voursell from those who would steal your
@ecrets s as much a part of a personal defense strategy as arm-
Mg vourself and guarding vour fence lines.

tofore we go any further, a note on semantics is in order.
B an cffort at brevicy and clarity, T will use the pronouns &e
B 4 as nongender specific, rather than using the more
Wk ward phrases &e or she or ix or fer. This does not mean that
#emzles do not make excellent spics and case agents. In fact,
pomc of the most dangerous spies and effecoive spy masters
Bave been female, as the examples throughour this book
Bmakc abundanchy clear,
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Chapter Three

—

‘I'he Basic
Principles of Spying

Ahere are several different ways to steal seorets. Among
e most effective of these means are the following three:

Cservation gnd Swroesflgnee: A s Py sncaking into the
ghemy camp to count the sick and wounded, or hiding in the
glosct while athers talk outside the door, is engaging in obser-
wation and surveillance. Modem coverr surveillance includes
eing satellite phorography, planting secret microphones,
Wicrcepting relephone calls, surreptitiously reading mail, and
any nrher techniques.

I ie many rechnical advances in radar, sonar, spy satellites,
tong-distance and high-altioude photography, high-tech elecrron
i inrercepls, laser and parabolic mike audio collection, minia-
furized microphones and video cameras, elecrronic signal incer-
pepcions, and computer-hased deciphering of encrypred mes-
Mges are all designed o improve methods of covert observation
and surveillancs. Modern nartional intelligence agencies spend

the greal majoricy of their budgets on high-tech surveillance.

Theft amd Burglary: This is a frequent plot in SPY Mmovies
and spy literature. The hero burglarizes an embassy, cracks
the safc, wkes picoure of the secret documents, and then
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sneaks away with no one the wiser, Diespite their popularicy
with authors of spy stories, burglary and rhefr are seldom used
in the real world of spying, They are too high risk with o lit-
tle chance of success. It was such an arrempt at burglary rhar
eventually broughe down President Richard Nixon.

Lie Imsade Spy: This means using 3 human being who has
direer acoess to valuable secrer knowledeze to steal that knowl-
cdge. Some examples are the confidential informant in a drug
gang who 13 under the control of DEA agents, the FBI plant
driving a group of bombers around town while they plan o
blow up the World Trade Center, the Soviet colonel passing
on KGB seerers o a CIA contact, the 1S, Marine embassy
guard cnlrapped into spying by 4 pretty gid he met inoa
Moscow cafe, or Aldrich (Rick) Ames, the CIA officer who
made millions passing secrers ro the Soviets while he drew his
LL5. government paycheck. This is whar intelligence officers
are talking about when thev use the word HUMINT when
discussing intelligence collecting activiries, (HUMINT
stands for human intelligence, thar is, intelligence collected
by a human being racher than by captunng an clectronic sig-
nal or taking picrures from a sacellice.)

[espire the fact that human spics still operare in much
the same way they have for the lust several hundred vears, the
s$pry can often obtain information and intelligence that cannot
be discovered by other means. The inside spy not only can
gain access to documents and plans locked up in safes, he can
provide information on what people are ralking abour in pri-
vare, the personalicy strengrhs and weaknesses of Enemy
leaders, internal swrife within an enemy organization, and che
espronage techniques the enemy is vsing to seeal secrets,

Sometimes the human spy can be an incredibly ch eap source
of intelligence, even though the product is extremely valuable.
Such a spy may not even know that he is providing information o
the enemy. That was the casc with all those guys on R&R who
walked into the Easy Come in Bangkok.
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SPIES CAN DO MORE
THAN JUST STEAL SECRETS

Once an intelligence officer recruirs a spy inside an enemy
mp, he has someone 2t his command who is not onky able to
al secrets but who can also ENEage in 8 vancty of covert
tions thar will cause the enemy problems. A SpY Inside an
Sy camp can engage in sabotage and spread rumors and
8 that mislead the enemy and may even destrov the reputa-
s of lcaders. The tempeartion to use spies for more chan
aling secrets is 1 problem every national intelligence agency
3. Every intelligence agency and those who hire the inrel-
nee officers must always balance the demand for intelli-
Bce against the demands for using a2 spy for coven action.
Whereas this book will focus on the recrujtment of sples
ith the intention of stealing secrers, anvone can use the
me methods 1o recruie a spy who will destroy property, lose
fes, cell lics, spread rumors, play direy tricks thar demoral-
the cnemy, and engage in other destrucrive activities,
80, 4 spy who has been stealing secrers can often be redi-
£ted inte saborage,

SPY RECRUITMENT FACTS

Pick up any catalog of books on espio nage and INvesLiga-
N techogues and you will find lots of titles explaining
W to search through public records. even more tites
scribing surveillance rechniques as well as the high-tech
juipment avallable for surveillance and how to use it
W here ars also lots of hooks telling a potential spy how 1o
;p-u k locks and open safes. You can Jearn how to make bom b=

t dozens of different kinds of gadgets and tools thar can be
ped for sabotage, how o tail 3 suspect, how w SPOL SHmeone
iling vou, and how to use compurer ENCTYPIION PrOgrams o
i can s¢nd messages that no one except the person vou
hd them o can read.
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In all these instrucrions on how o spyv. vou will find
almost nothing explaining how o recruic a Sy whe will re [OTE
secret information from inside the CNCmY's camye.

The secrets of how to recruit spies are clossby guarded by
_Ih-:lsu. who have learncd how to use them. Such H'nw:mnv_'n.t
inteiligence agencies as the ClA. KGR, British MI6. and the
Mussad go to incredible effores to ensure thar their merhods of
recruiting spics are not exposed t public view Anvone who
works for any of those agencies must sign a conrract aig;rc:::ju;_: tn
never reveal the spyeraft sccrets learned while working as an
mtelligence collecror,

The intelligence agencies of powerful world governments
don’t kecp these rrade secrers o themselves, The secrets of
SpY recruitment are anvrhing but secret berween BEENCICS,
T'he KGB knows evervihing the C1A knows about the differ-
ENT Ways to recruil a spy. Nothing in this book is going to e
r_hf: KGE, Mossad, PLO, Mafia, drug careels, or even the intel-
lipence services of such countries as Peru, Bohivia, Cuba, and
Uganda anything thev don't already know.

Government intelligence agencies kecp their recruiting
eechnigues hidden from the public because they don’t w.mar
the general population knowing how they recruit and use
spics, This secrecy serves rwo purposes, First, it makes it easv
for guvernment sgencics to recruir ordinary citizens as sp'n.-;:
because such peaple don’t spot the waming signals that they
are being recruited. Second, the secrecy I‘LElFIEIiI. government
cnsure that its citizens don’t stare spying on it and finding out
just how incompetent, and sometimes eriminal, it can be.

A SPY IS ALWAYS A TRAITOR

A spy steals information from people who trust him and
to whom he owes loyalty and then gives or sells that valuable
informanion to their enemies. Most people don't want to
become traitors, and, just as important, those who would
willingly become traitors are almost never in pusitions where
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hey have access o secrel information that an cnemy might
ant o sccal. Therefore, the incelligence collector must
Wecruit spies who will do his work in such & way that 1) the
eruits don't realize thar chey are spies, 2) he fools them
pto thinking they are not really doing anything so temble,
@ 31 he traps them in a sitwacion in which they have no
iehoice bur o give the enemy intelligence officer the infor-
mation he demands.

This is the primary craft of the intelligence collector who

bmust rely on hurman resources—the art of convincing people
1o commit treason against their counoy, cheir employer, ther
Spolitical associates, their friends, and even their loved ones.
. Once a citizen understands the means of convincing peo-
ple to spy on those who trust them, he has the wols he can use
to learn the sccrers of an intrusive government, the big corpo-
pation, the labor union, law [irms, a criminal organizarion, or
any orther powerful group that wants to control his life and
take his money and wealth, Just like the armed citizen is the
primary defense against both the criminal and an unjust gov-
ernment, s0 100 is the citizen who knows and understands the
craft of recruiting spies prepared to defend lumsell against the
cniminal as well a3 2 government intent on hmiting the free-
doms of its own citizens,

Faliticians and bureawcrats don’t want vou to lcarn the
secrets of spying for the same reasons they don't want yvou to
keep your arms or vour right to self-defense. The craft of spy-
ing can be as imporant a weapon in the defense of your free-
dom as any you can load and lock.

Despire the secrecy under which they are buned, the
principles and secrers of spying are relatively simple to leamn
and practice. Anyone whoe wants o discover informarion
someone else is holding can recroir and organize a nng of
spies and put them to work ferreting out the required infor-
mation. It need not be thar expensive: a successful imtelh-
gence-collection operation may consist of as lew as two or
thres people.
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Chapiler Four

Who Is a Spy
and Who Is Not

o emplovees of the CLA, KGB, MI6, Moszad, or

any other internarional spy agency consider

themselves spies. They will insist thar they are
loval employees of their government, whose job it 15 to recruit
gpics. Ofren they work in the embassics of their counory and
are identified as diplomars or other government emplovees,
Somectimes they work undercover as businessmen, journalists,
students, or tourists, and sometimes they sneak into the coun-
try as tlesals, that is, someone prerending o be a national or a
leral resident of the target country,

Regardless of what cover they work under, they not only
don't consider themselves to be spics, they almost always hold
in concempt the people they recruit as spies and consider
them o be low-life trantors to their own country and culture,

Intelligence officers who recruit and run spics o spy for
them are called carr officers, or case agents. The spy, or the
agend. a5 he 1s called in more polite alk, is the traitor who
sclls o gives away secrets he has been entrusted wo Kecp
safe. T'his book cxplains how the case officer does his work
and how any ordinary citizen can practice the same skills in
the private collection of inrclligenee. The case officer is the
keyseone of all HUMINT intelligence-collection  operas
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nons. Every ring of spies has a case officer who recruited
each spy and who controls and manages the activities of
each link in the ning.

THE ATTRIBUTES OF A CASE OFFICER

In his book The Craft of Intelfigence, Allen Dulles listed the
personal attributes of a good case oflicer as someone who [~
ses5ess the following chamcreristios:

* 15 perceprive abour people

= works with others under difficult conditions

* i3 able to distinguish between fact and fiction

= s :al:-l-:. to distinguish berween the essentials and the non-
cssentials

*  POSSESSCs INGuisitivensss

* pay¥s attennon to decail

= has good orzl communication skills

* knows when to keep his mouth shut

* underscands other points of view, and

LI I":igh_l? motivated and does not depend on public
reCognition

Dulles zlso claimed char he preferred to recruit the zood,
honest citizen and train him o be an intellizence officer
rat_h-:r than to seek out people who are naturally devious, con-
spiratofial, or wily.

If Dulles actually believed thar, it explains why 115, intel-
ligence has so often failed, especially in the recruitment of
heman resources. “Bov Scours™ who respect and obey the
rules of honesty, rustworthiness, lovalry, and friendship don't
do 'wf_ll as case officers, who necessarily have to be devious,
conspiratorial, and dishonesr.

. My expericnce with U.S. coven mtelligence officers who
'EJII’] produce good intelligence by recruiting spies successfully
15 that they were indeed naturally devious and that they rook
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o the career they chose hke wolves to the hunt. They con-
sidercd the abilicy to deceive 1o be a major part of a game they
enjoved plaving, and they developed grear pnide in chewr abil-

ities to deceive,
DIFFERENT WAYS TO FIND A SPY

The person who wants to recruit and manage a ning of
gpics has scveral differcnr types of personalitics he mighr
recruit to do the dircy work of spying. Each different tvpe
becomes a spy for a varicry of different reasons and cmotion-
gl manvanons.

The Inadvertent Spy

These are people like all those Gls who walked into the
Easy Come while on R&R in Bangkok. They don't deliberate-
Iv become spics, bur instead give away secrers withour know-
ing what they are duing, They are men and women with loose
lips, bad judgment, and careless secuncoy armmdes, who talk
business with colleagues in bars and restavrants and who brag
ahout cheir work o their lovers, their friends, and sometimes to
perfcet strangers. They are the sources of informarion thar
intelligence officers like most of all. They cost hittle or nothing,
ro culrivare, and they present few nisks o the case officer.

For the private cinzen who is uving o get information on a
compettor, 2 local povernment apency, 3 businessman with
whom he is having a dispure, or a bad neighbor or personal
enemy, the imadvertent spy can often be the only source one

ceds o eulivare. The wick is oo figure out how w get such a
person talking abowr what he knows without letting him gucss
that he is making a big miscake thar may cost dearky

The Defector as a Spy
Much of the intcligence informartion thar the United
Srates collected from human resources dunng the Cold War
came from people who fled the Sovier Unien or one of the
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other communist countries. Most were anxious to share agy

Secrers they brought out with them in exchange for new iden-

fues and a chance o live in suburban America, Alchough
mos _::fu::c:u:s flecing the communist paradises had lictle or ?m

intelligence informarion, occasionally a defecror would -:-;.nr;-n:
.frnrn Lf".:i_‘ KGB, the Sovier military, or some IMPOITANE M-
ISty Flh.E: didn’t happen all thar often, howcver, h-:r_'au'-:c
though life in the Sovict Union was hard and 'r.-r*.;mi th{l‘il:.
whao fa_l-:“:t-csr'ul!y built careers in the government hur:a.t:cm;“;
or military command structure enjoyed a living standard fur
above that of most citizens, : :
~ When defections from the epper ranks did oceur, the
mt-:ll.!'gcncc usually had value for 3 limired ame. The ‘_-izwi:[
security Appararys, knowing that the defecror had fled rn. the
West, wuyld immediately initiate a damage-conrol np-::mt:in-n
by -:h;ﬂ_-l,-:_rlrt_a; code boolks, withdrawing case agents and spics
rh_r_d:’f-tn::c:-r might know about, and SOMELIMEs Sven moving
entical plants and weapons locarions. i
_ A good case officer can Choourige someone o defecr by
using many of the same techniques used o recruic Hpii_"ﬁ.
However, it makes much more SENSE Lo Tecruit a spy n:i-e-:m l-u.
chiourage someone to defect. A spy will continue o provide
mntclligence for many vears: a defector s a one-time intelli-
EENCe S0Unce.

1 High-ranking Soviet defectors would SOMELMEs Contact
Western intelligence officers prior o their defection and
attempt (o make a deal for resettlement in reurn for inrelh-
gence information. When that happened, Western intelli-
Eence !’.Iﬁ-]-:..‘fﬁ would try to wlk the potential defector lira‘-u
femaining in place for a few months or vears and sServing at-a
spy. There is no evidence chat many porcntial dcf;rn.:n:
bought into such a deal. ’ .

. Ihe Soviers benefited from very few defectors from the
'L.‘-e:s:::r__f;t_nl-c 5. In most cases in which Wesrern citizens with ineel-
hgence Imr-:-m:a:inn defected, they were long-time spies :u::h s
Kim Philby, who fled to avoid capture alfter being exposed as 3 spy.
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The Walk-In Spy

People sometimes walk in and volunteer to spy. That's
whar John Walker, a 1.5, Navy petuy officer working as a
gode clerk, did when he walked into the Sovier Embassy in
Washingron, DVC., carrving with him a collection of stolen
documents as evidence of what he could provide. Walker
was motivated purcly by a desire to make money, and he
gventually proved to be one of the most valuable spics the
KRB ever ran

CIA agent Rick Ames did the same thing, althowgh he
ghidn’t have to walk into the Soviet Embassy. Iis job put him
directly in contact with Sovier intelligence officers, and all he
had to do was drop a few hints that he was looking for new
sources of income. Ames did his native country ¢ven more
damapge than Walker.

One reason why so few Americans ever defected o the
Sovicls 15 that the Amencan who was willing o sell out his
country could hve very well by staving in place for vears, enjoy-
ing rhe advantages all of us i this country cnjoy, plus the extra
luxunes paid for with the money they earmed as traicors.

Despire rthe fact thar walk-ins can be very valuable, mosr
covert intelligence agencics don't trust them. There is always
the suspicion thar the walk-in might be a plant (rhar is, a
deliberate attempt by the cnemy o spread disinformation and
fake intelligence) or a total fraud—someone trving to sell
intelligence he doesn't have and can't ger.

Evervone knows that the CIA, KGB, MI6, and every
other incelligence agency around the world will pay good

nonay Tor secrer intelligence. A surprising number of people
think they can cash i on that by pretending to have access to
secrcrs when they don't. Somerimes fravdulent walk-ins are
psvchotics whoe believe they are getting secret information
from psychic vibraoons, forcign spaceships, or a tooth filling
that picks up radio waves from distant countries. More often.,
the frauds are deliberate crooks hoping 1o make an casy buck.
If they alse happen to hold real government jobs, they may
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actually collect money for a while before thev are found cut.

. The stories char such frauds vy to sell as intellizence
nformation often follow the headlines. For vears after [}Tu fall
of Viemmam, every UL5. Embassy in Southeast Asia SAW a ST
of people walking in and clilming rhey had intelligence on
U.S. (31 still missing in action. The more clever frauds would
tell complicated seorics, carry detailed maps, and sometimes
even photos of supposed prisoners who were still alive. All of
those frauds shared one common chread- they claimed thar
II_u: re was une picce stll missing, but thar they -;Zl.'li.:lll] find that
prece if they enly had a bit of monev—say, a million dollars or
so—rto pay off the right prison guard, Viemnamese milizary offi-
cet, local merchant, or other souree. X

S0 many walk-ins do indeed prove to be cither frauds or
persons deliberately attempring to spread disinformation that
i easy 1o understand why incelligence officers have been
known to dismiss legitimare walk-ins as frands,

Une of the most productive spics the CLA ever ran inside
the Soviet Union was Oleg Viadimiravich Penkovsky, a highly
r:-lfa-:::_d_ Savigt military officer who was apparently marivated by
a policical conviction char he was preventing a disastrous world
war by passing un secret defense information o the West Yer
:hFr first rime Penkovsky approached the Americans, the ClA
rejected lus offer to spy because it was convineed thar he Wias 3
Sovict planr rying 1o spread disinformation, I was only afrer
British M6 ook up Penkovsky’s offer and starred -.-:fiﬁ':ing
whar he was providing that the Amenicans redlized they “had
m_rld': 4 senous mistake in not grabbing him the figee time he
tried o volunteer. Penkovsky provided a huge amount of infor-
marion for the next several years. Eventually the KGE caught
on, probably because of their own mtelligence penctrations of
the CIA and British intelligence, and Penkovsky was arrested,
trned, and execured.

Walk-ins don’t happen just ar the international policical
level Just abour anvone with a grudge against a commercial
tompany, government agency, or political orguanization with
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which he works can decide to wske revenge by ralking 1o

- someone willing o pay good moncy for pood information.

The FPlanted Spy

One way for an intelligence agency to get 2 spy in the right
place 13 10 have somcone seek employment with the govern-
ment, business, or agency thar the intellipence officer wants to
spy o, This is called fmsertron, placemenz, or going undercover.
This should not be confused with the 2eped case officer, who
1% 4 case officer who sneaks into 2 country with a false idenrity
with the intention of recruiting spics once he is there.

Although it 15 2 popular fiction plor, national spv agencics
glmost never atrempr o plant one of their own emplovees
inzide 4 foreign government. The CIA would nor, for exam-
ple, artempt o infilerare a trained CLA intelligence officer into
Cuba with the expectation that he would seck employment
with the Cuban Miniscry of Defense by using a false identity.
The rizks of such an operation are too prest, and the difficul-
tics of establishing a credible cover are almost insurmount-
able. Even if the cffort sscceeded, the spy might have to
remain in place for years, living a constant lie, before he ever
won the promotions necessary ro give him access to secrets
thar would be worth stealing. Also, there i1s always a chance

that as the person stayved in place, he would make fricnds and
evenmally grow so close o those with whom he worked that
he would refuse w spy, or worse, thar he would become 3 down-

ble agent.
Such law enforcement agencies as the DEA and the FBI

will sometimes insert a spy inco some criminal organizarion.
\lthough a police officer mav go undercover, it will almost
alwauys be for a short period of ome, generally no more than a
tew days. Instead, police agencies will usually try to plant a
spy inside a criminal organization by making a deal with a
cniminal they have caught, promising him a lesser sentence if
he can produce evidence on a suspected ciminal organization
bv working as 2 member of the gang,
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It is almost always easier to recruit someone who is
already in place than ic is o insert 2 spy as 4 new employee.
Anyone intending to engage in a bit of domestic spying
should first attempt to recruit a spy in place and should only
consider the possibility of planting 2 spy when recruicment
cfforts have proved 1o be impractical or impaossible,

The Recruited Spy

If an inelligence officer can find no one with lnose lips
nof anyone wants o defect o his side, and he knows thar
planting a spy is unlikely to work, then his only QpTion is to
recruit someone who is already working for the governmenr
agency, business, or political organization he wants o spy on.
Such a2 person will prubably have oo intention of SPVITIE on
those who trust him and would immediarely PEjECT AN UNSU-
licited offer thar he spy for money. Therefore, the case officer
will have o figure out 2 way o trick, bribe, or blackmail such
a person nto agreeing to become a spy.

The Doubled Spy

The final way to find a spv is 1o carch someone SpPYINg on
you. As we learned in the first chaprer, most spies aren’t shot
when they are caught; they are doubled. Either they are used
without knowing they are being used—like what happened o
Connic and her girls—or they are forced to cooperare. These
who catch the spy give him a choice of either being shoe,
spending 3 major portion of his life in prison, or working for
the people he has been spying on while pretending (o still be
leyal to those who recruiced him as a spy.

Generally, like in Connie’s case, doubled spies are used to
pass fuke inrclligence to the enemy, hopefully mtelligence
that will convince the enemy that one is stronger, beter pre-
pared militarily, and readier 1o fight than the cnemy previous-
ly estimared. Doubled spies can also provide information on
the enemy’s intclligence methods. They can explain how
they were recruited, how they made drops, how they were
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handled, who their handlers were, and all the other details of
running spies. The spy who 15 caughr, and then doubled, will
also have o come clean abour what damage he has already
done. [e will have o provide all the derails on what Kind of
imntelligence information he passed on to the people he was
spving for.

T'his kind of information is so imporcane that even when a
spy can't be doubled, it still pays to pet him to talk. That's
why intelligence agencies are always .wiHing o plca bargain
when they carch one of their own spying for the enemy.

DIFFERENT KINDS OF AGENTS
RECRUITED BY CASE OFFICERS

Depending on the cype of intelligence operarion he is
rnming, a good case officer mav recruit three different tvpes
of agents: primary, access, and suppore. All of them will he
craicors in thar they will be working for the cremy while pre-
tending to remain loyal to their country, employer, political
group, or family.

A primary ageni 15 someone who s working in a position in
g povernment, military force, or political group where he has
direct access o secret documents, the conversations of scnior
ollcers, o, better sull, someone who directly participates in
policy-making or operational acoivities.

A primary agent can also be a mistress, secretary, driver,
messenger, or anvond ¢lse who has access to documents, com-
rmunications, and personnel who deal with sceret information,
‘The girds at the Easy Come were working s primary agents
for Connie, their case officer.

An goeess agens 15 a recruit whe doees not have any direct
access o useful intelligence or any personal relation re such
people, bur who may know someone who does. An access
agent may also have access to places where porential primary
agents work or plav. The access agent can then report on peo-
ple who might be recruited as pnmary agents and help
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arrange for the case officer to make an approach. An access
geent may even do some recruiting under the cluse supervi-
sion of the case officer.

Acvcess agents can also be used w place hidden micro-
phones, cameras, and other rechnical survgillance devices,
For example, a case officer might recruit a janitor working in
an cmbassy and have him plant a microphone in the ambas-
sador'’s office while cleaning it cut.

A sifepord ggerd 15 also recruired by 3 case officer, who will
usually have a number of these agents. A support agenr per-
forms services lor the case officer such as doing surveillance
dury, managing safe houses, clipping news stories, renring
cars, making snd picking up drops, purchasing supphies, and
so on. Often rthey are openly emploved by governmenr inrel-
hgence agencies and report o0 work at the case officer™
embassy. Most case officers will employ more supporr agents
than actual spics. The same basic rechniques are wvsed for
recruiting each kind of agent.

A ring of spics is not a spors team in which cach player
krrows how he relates to every other plaver on the team. In most
cases, the spies in a ring of spies won't know who the other spies
are. Thev operare under the securiry principle of companmen-
ralization, which requires that each player in a spy ning be given
only thar informarion thar he needs o know 1o do his job,

The reasons for this are cbviouws, First, if one spy 15 iden-
rified {compromised), the enemy cannot use him o idenofy
other spics or verify thar they exist. Indeed, the best scenario
is one in which the captured spy believes he is the only per-
son spying on the operarion. Second, the case officer can use
each une of his spies to verily information collected from his
ather spies.

An intelligence agency like the CLA can achieve even
more effective compartmentalization by using different case
officers o recruit and run different spies working within the
sAMe [arget Organization.

Sometimes i1 15 necessary 1o have two or monre recruited
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spies working together im what 15 wswally called a cell. The
primary agent might be reporting 1o an access agent o pass on
the information to the case officer, while also depending on a
scrvice agenrt o develop exposed camera film. The Soviers
made very effective use of such a cell structure in the early
vears of the Cold War, Whattaker Chambers and Alger Hiss
were members of one such cell within the U5, Department of
State. Many mnelligence experns beheve that other such cells
existed but were never discovered. Because of Soviet com-
partmentalization, Chambers had no informanon on the exis-
rence of such cells.

Even though the spies or the cells of spies will not know
ahour cach other, the case officer must manage sach indiid-
ual in the nng so that the work of each spy complements the
work of the others.

WHAT THE GOVERNMENT CAN DO,
ANYONE CAN DO

Anvone who knows the rechniques rthat case officers
working for the ClA, KGB, M16, and Mossad use to recruit
spics can use those same techniques to operate an intelh-
pence-collection operation against any busingss, government
agency, political organization, or individual.

= Dirst, you must determine what information it 18 thar you
miust have, who probably has it, and who has access w
those who have the informarcion,

#  Second, you must detcomnne what the best way of pettinge that
informarion is, what it will cost oo ger such informarion, whar the
chances are of geming caupght in the process, and what difference
having the informanon might make in success or failure.

s Third, you must make a plan for petung the informartion
and then implement that plan.

» Fourth, if vou are successiul, vou must determine whether
ar nor the stolen informacion 15 orue.
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= Finallv, after concluding that the informanon is valid, you o7
must gcl on if, even if you must change your mind about f:-'}r?ﬁfﬁf‘ e

reality (the truth of the simation, regardless of whether 1t
is what you want to hear, or nor).

['he Makin
f a Trai .
of a lraitor

Just as the Mossad is much smaller than the KGB, the pri-
vate citizen working as a privare intelligence officer can down-
size his effort to meer the imitations of his needs, budger, and
rime. Just one person may fill all the intelligence functions
involved in & lawsuit, a small-business labar problem, a dis-
pute with some local tax or licensing official, or an argument
with a neighbar over a fence line, neighborhood nuisance, or
bit of vandalism,

Even so, the private cinzen who sets our to recnunt and run
a ring of spies sull faces the same problem ::p:nfmmjng every
mtelligence case officer: how does he convinee someond 10
urn traitor and swart spying on people who trust him?

hy would anyone turn traitor? How does an

intelligence case officer make it happen? T here

arc only four hasic wavs o get someone to do
what you want them w do: 1) offer murual cooperation 1w
reach a commaon goal, 2) sugmesr a bargained exchange, 3) use
frawd, and 4) wse force.

= Mutwal cooperation vocurs when two or more people want
the same thing and agree 1o work together to achieve rhar
goal. A whole rown turns out to fight a fire and save the
tewn. A man and 2 woman marry and raise children togeth-
er. A band of revolurionaries risk life, limb, and forune
because they all want 2 new form of government.

» The hergamed exchange is the basis of the free marker. It is
how we get strangers to do something we want or give us
something we need. We do it by agrecing w give them
something we have that chey want. As Adam Smith point-
ed ouit, the baker cares not o whit for my happiness, but he
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supplics me with bread in return for the money T pay him,

* Frosd occurs when one persun convinces -;.-r-mthr:-r per-
son to do something with a false promise thar he will ger
something he wants in return. A politician promiscs the
vater good government and low waxes when he inrends
to ust government for his own cnrichment and CApects
(0 raise raxes to make thar possible. A eelevision evan-
gelist promiscs etermal life and the love of God o al]
who will send him money, even though he knows he
cannot guaraniee either. Whar we call manipulation js
almost always fraud. We manipulare someone into doing
our bidding by convincing him thar he will get some
reward that we can’t deliver, -

*  With fore, we threaten winjure, kill, or physically resrain
somenng unless he does exactly what we urf'ant h.irn o do.
ITis life or his money! Pay his raxes or g0 to jail! Sign the
rrcaty or go to war!

. Gi:'[::n- this process of winning cooperation takes place
with little or no chought. Two men agree w0 go fishing and
help cach other through the day because they both want o
catch as many fish as possible, or maybe th:y,: just wanr the
p!ﬂa_-mr-: of each other’s company. We walk into the drugstore,
!:m:k Up a package of razor blades, snd ke it to the cash reg-
1srer to pay lor it We drive the speed limit hat is posted and
pay our taxes withvut complaint.

Sometimes, someone must first eonvinee us thar I is in
our own best interest to participate in a deal by selling us on
tllac. benefits we will receive by using = certain kind of SO,
Eiving to a chariey, or enlisting to fight in a war, Salesmanship
thus I!:x:n::um:ﬁ an ineegral part of the equation. A good sales
_[mh”'qu: can be merely cducational, bur most olten it
|:r.|-:.'|LIl?|-E'3 4 large dose of fraud and manipulation.

TJI:{: person who wants to recruir a spy must convince the
potential recruir that it is in his own best interest 1o SpV on
those who trust him. )
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The Spy Who Bcelicves in the Cause
The easiest spy to recruit 1s one who wants what he thinks
iz spving will produce. Julivs and Edhyl Resenberg and Kim
Fhilby became Soviet spies because they wanted a Socialist
orld, and they thought that spying for the Suvviets was the
hest way 1o get it Sovier ciizens somenmes became spies for
the United States because they saw the failures of commu-
1#mn within their own sociery and the human misery it pro-
Mluced, or they feared that the Soviet leaders were nsking a
Sdisastrous nuclear war
Usually, when someone 1s dnven to wreason by ideology,
he still loves his counory but believes that the country's lead-
bers have failed the nation and are leading the sociery down
the foad 10 ruin, Such people ratonalize weason by insisting
that they are not betraying their nanon, their birthnght, or
their culture, bur instead arc opposing the ovil people who
have taken control of the government.
Plaving on this namral human rendency, ULS. intelligence
officers assigned to recruit Soviet agents would never say any
thing ncgative abont Russia, the culmure, or the people, but
would instead wry o separate the Communist Parmy apparatus
from the Russian nation. They acted toward their recruits as
though they were not recrpiting traitors, bur rather pamors
willing to risk all by opposing the criminals whoe had wken
control of the Motherland.

Spies [or Pay

“rive me the secrets [ want o know and I'll make vou a
rich man.” Many spics do ot for the money, Ths s the easicst
morivarion to understand and, indeed, to put to use. We don't
like to admat it, bur greed doves every human being, Almost
evervone has a price, and once an intelligence officer knows
the price of any individual, the process of recroiting 15
reduced to bargaiming the exchange: how much will it cost me
for cach secrer you steal?

Tradirionally, intelligence officers, especially those who
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have previously worked with true believers, have distrusted
the spy motivated by greed. A greedy person is often difficulr
te control and manipulate because his loyalties only extend o
the next higher offer for his services. Yet in the modem world,
money has plaved an incrcasingly impormant role in the
recruitment of spies. This has been especially true in the
recruitment of Americans willing to spy for the “*Communist
bloc™ countrics. Aldrich Ames, John Walker, and FBI agent
Richard Miller were all in 1t for the monev.

Once the KGB and irs allies learned how easy it was
buy some Americans, their recruitment efforts in the last vears
of the Cold War focused increasingly on those mosrt likely o
be enticed by fimancial reward—young, low-paid personnel
such as code clerks, secretanies, and similar government
employees, who did not belong to the privileged class of the
upper-echelon burcancrar.

Crass spies willing 1o turn trairtor for a profit are casy o
recriir, once chey have been identified. They are often walk-
in%. ln other cascs, a potential recruir may be initially hesitanc
to turn traitor for morey, and the case officer will first have o
do a s¢lling job. Like any good salesman, he will have m psy-
chologically manipulate the prospect to overcome: initial resis-
rance to the idea of selling out for money.

WHAT 10O DO WHEN YOU CAN'T FIND A
TRUE BELIEVER OR A GREEDY BASTARD

Most of the ome, an intelhzence case officer 15 not poing
to find cither a wue belicver or someone anxious o make
money who has aceess wo the scorers the case officer wants,
Mosr people belicve in the cause or the company for which
they work. They not only believe in it, they think of them-
sclves as the kind of people who cannot be bought, no matter
how much money might be offered.

iR RumsicG a BING OF SFIES

Convincing a Recruit That He Is Doing the Right Thing

This means that che case officer will have to wse feaud and
manipulation in order 1o recruin the grear majonty of spies
who have access o the wanted secrets. The case officer must
make the potential recruit believe that s own personal incer-
ests will be best served if he becomes a mmaitor.

One way to do this 15 to convinee the recrunt thar the casc
officer is actually on his side; thar is, thar they both share the
same ideals and goals. Another way is to manipulate the recmir
inte belicving thar by spying, he will eam rewards chat are
righefully his and, therefore, justify his turning traitor.

To do this the case officer uses the same rechniques a good
salesman vses oo convinee somenne to buy an mswrance policy
that doesn't make good cconomic scnse or a car much too
cxpensive for his budger. In the case of the car, the salesman
might first suggest that the customer really deserves such a
fancy piece of iron and then manipulate him inte concluding
that he can handle the payments.

In convincing a potential recruit w spy, the ase officer,
ke the car salesman, must play m the warget’s emotional
needs, preed, and fears. The cmotional needs can be based in
ideology or personal desires, which can mclode revenge,
anper, wealism, loneliness, or recogniton by someone, sven
an enemy.

Anger

A common emotion that motivates many & person 10 0
traitor 15 anger at how his government, employer, or associates
have treated him. The potential traivor may feel cheared
because he has been passed over for promotion, unjustly
accused of something, or simply ignored. The anger may be
dirccred against either an individual, perhaps a supervisor, of
the entire systern. Other emotions that may inspire someone
L TUFA Traitor can range from despair or depression 1o a sim-
ple desire to be loved and appreciared,

There are always people who believe that their leaders arc
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misgurded and mmcomperent or that they are unappreciared by
bosses and co-workers and have been eared unfuirly, causing
them to lose their faith in the goals of the organization, but
they don’t know whar o do next. However, even though the
subject may have lots of anger bubbling up inside him. he will
probably not be chinking about wrming traitor when first
approached by a case officer. It is up o the recruiter o figure
out how o manipulate that anger or other emotion in a way
thar will convince the subject that orning traitor is the besc
way to get his revenge of make the world right again,

Sex

Sexual desire is an emodion on which mtelligence case
officers ofren play, Sometimes the potential recruit is deliber-
atcly baited with a potennial lover. Once love breaks out, the
case officer can make it appear that the lover is in senous wrou-
ble, which can only be resolved if the rarget turns traitor. This
was the case with UL5, Marine Clavton Lonerree, who was a
security guard in the Soviet Union in the 1980s and was
caught spying for sex, conre-martialed, and imprisoned.

Fear

Fear is another powerful force that can be used o manip-
ulate people into doing what they don't want to do. Case offi-
cers can blackmail some people into spying. “Dlo me this
favor, and T won't rell that you are 2 homosexual.™ Intellizence
agencics are especially interested in potential recruies with
such secrer vices as drog addiction, sexusl perversion, a gam-
bling habit, or any past history they would prefer not be
exposed. Also, once a person has been recruited by manipu-
laring either his emotions or his greed, the case officer may
use blackmail 25 a means of cnsuring that the traitor remains
loyal to his new master.

Using Foree as Persuasion
People can be forced w spy. Its a technigue that law
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enlorcement agencies use all the time. They arrest a low-level
drug dealer, prostirure, bookie, or some other petty criminal,
then they threaten to put him in jail for many years unless he
AEICCs [0 SPY ON MOrE Important crininals.

The Gestapo, the KGEB, and other police intelligence agences
often used the threat of violence o recruit spies, if not by direcr
threars o the porential spy then his familv: “Remember, vou have
g wife and a child stll iving in the old country,”

Criminal organizarions in the Unired States and other
countries also use threats of violence to recruit spics. Often
the threar will be sweerened with some kind of financial
reward. It’s what the Mafia calls “an offer vou cant refuse.”

Although sech threars do work with criminals and some-
times with people who have family living in police states, they
scldom suceced in the international spy game or in cases of
private spyving. You can never predict how someone clse will
respond oo the threar of violence, but many will choose to fight
back. They will go to the police or their sccurity officer. The
risks of exposure for threarening violence are simply too great.

‘The smart cas¢ oflicer who necds a spy. and who can’t find
someone willing to sell out for payment, very probably wonT
cven consider the idea of rhrearening o commit vinlence.
Instead, he will look for someone he can manipulare into spy-
ing bv plaving on his emotions to the point where the target
slips into spying withour realizing whar is happening.

REAL LIFE IS ALWAYS COMPLICATED

Most successful recruitments involve a combination of
inducements and threars, which play on several different
motives thar might be driving the person tanreted for recrpir-
ment. The porenrial recruit could be a closer homosexual who
recently lost a promotion for reasons that had nothing o do
with his sexual choices, who is deep in debr, and who just had
a long-time lover drop him.

The clever case officer will use zach of these emotional
distresses to manipulate the target into tuming traiton He
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might first find 2 new lover for the rarger, have the lover help
build the hate toward the company that refused to promoce
the target, add a touch of blackmail, and then throw in an offer
of easy money o clinch the deal.

LEARNING TIHROUGII CASE STUDIES

Most government mtelligence-collection agencies use the
case-study methodology in training programs for their case
officers. Lake most of the case studics in this book, the follow-
ing case i5 taken from a real-life simation, bur background
information und names have been changed for all the usual
reasoms. 1 he senous student who 15 oying o learn the arr and
science of spving should not spend a ot of time attemptng o
figure out whether any case study is the real story behind the
headlines, bur instéad should look fosr what the example teach-
es about espionage.

Enowing How the Game 1s Plaved
Doesn’t Make Someone Immune

Ted Brennan joined the CIA nght out of college i the
early 19605, convinced chat he was mking up a macho career
thar would be exciting and rewardmg ar the same ume he
helped protect Amenca from the communiste conspiracy.
Things went well ar first, bur over the years he became
increasingly disillusioned with the nitry-gritty deception that
makes up the daily grind of the intelligence case officer work-
ing in a foreign country. The promaotions didn't come as fast as
he expected, and he had several personality clashes with
senior officers whom he considered incomperent dolts anx-
1ous [0 report whatever the national political leadership wane-
ed o hear, no marcer what the truch might be,

The job also took a toll on his personal life. s wife,
Millie, grew wred of the preblems and isolation of living in
foreign countries and frequently fought with him over the
long hours of unpaid overtime that Ted pur in. Evenrtoally
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they divorced, and Millie wok the children back home to
Indiana. Ted found himself paying alimony and child support
for three children he almost never saw while his ex-wife went
back o college, Ted was left with no money for the simple
luxuries bachelor men are supposed tw enjov. When a murual-
fund investment he had purchased on the advice of a 1S,
businessman mrned sour, he added to his list of miscries an
anger at the entire American corporate workd.

Then, while on an assignment in Buenos Aires, he mer
Linda, a Peruvian who was working in Buenos Aires with an
international nengovernmental charitable organization. Linda
brought some excitement back into Ted's life, not just on a
sexual plane, but intellectually as well. While Ted had gone
through college as a jock with little interest in politcal theo-
rv, Landa intreduced him to books on internacional politics
and a world of ideas they discussed with a collection of
Argentine and expatriate intellectuals living in Buenos Aires.

Totally disenchanted with his carcer and anxious o marry
Linda, Ted began looking for new employment outside of gov-
ernment, He discovered that such oppormunitics were pracei-
vally nonexistent for disenchanted CLA case officer in midca-
reer. Feeling wrapped and frustrated by the system, Ted found
himself mncreasingly fascinared with rhe socialist philosophy
that Linda and her friends argued as solutions for everything
Ted saw going wrong with his personal picce of the word,

The one thing going nght was that Linda held a U8, immi-
grant green card and would soon be eligible o apply for U.S.
ciltzenship, a necessary step before Ted could marry her and
still keep his secunity clearance, Three weeks before she was o
take that step, a man handed Ted an envelope on a busy street
in Buenos Aires, then jumped inte a waiting car and sped away.
Ted opened the envelope o find documentary evidence that
Linda, while a szudent in Peru, had belonged to a Peruvian
political group associated with the Sendero Luminoso or
“Shining Path,” the Maoist narcoterrorist insurgency in Peru
with deep rics to the coca trade and a long history of graphic

THE MARmNG OF A TRAITOR 43




terronsm. The package contained no mMessages of any threat of
blackmail, but Ted was sure that would SOCHN Come,

Ted assumed thar whoever had passed on the information
intended ro blackmail him, probably in an effort to enlist him
as 3 spy. Nevertheless, instead of immediately going to his
security officer, he told Linda about the package. She admic-
ted that she had helonged o the political organization for a
short period of tme several vears carlier but insisted that she
had dropped vut once she discovered the connection o the
violent Sendero Luminoso,

Although Ted believed Linda’s claims of innocence of any
intentional involvement with violent revolutionary activities,
he also knew thar if the CIA securnity personnel learned of the
informarion, they would never approve of his marmriage to a
person with such a history. Indeed, even continuing to date
Linda would be a serious bresch of secunty that would cose
Ted his security clearance. Ted also worned thar his own
security people might have passed him the documentarion as
some Kind of rest to see if he would handle the revelations
according ro regularion.

Linda tearfully announced that che only course of action
was for them o immediately stop seeing each orther. She
insisted that Ted should go straight o his security officer,
report the incident, and give the embassy the evidence of
Linda’s past political activiries. Thar would save Ted's carcer,
but the expusure of Linda’s past political indiscretions would
cost Linda her job and make her ineligible for 11.8, citizen-
ship. Unemployed and vnable to travel ro the United Stares,
she would have no choice bur to return to Peru where she
might face charges of sedition by the Peruvian EOVernment,

Ted angnly replied that he would instead resign immedi-
ately, They could then ger married as soon as possible and
Flart aver in some other counery, Linda ponted out char nei-
ther would have a job or any prospects for finding employ-
ment. Linda would still have w go back to Lima, and it would
take months or even vears for Ted o find some kind of work
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thar would allow him to support Linda in a counory other chan
the [niced Starcs. o

As they discussed the problem through the night with time
out for a couple of intense sessions of lovemaking, Ted h-_ﬂ-l'.“.'.ll'l'l{!
more and more vociferous in his disdain for his career with ?h:
government. He repeatedly insizeed rhar he would do an‘_l.rrJ‘Emg
to protect their love and keep Linda safe from harm. hcar
dawn, Linda tearfully proposed one possible soluton, provided
Ted really was convinced that the CIA was not the protector of
frecdorm that Ted had once thoughr it to be. Ted agreed imme-
diately to meet with “a friend™ that Linda had met through her
charity work who “might” be able o help. )

Ted knew exactly what he was doing when Linda's friend
turned vut to be a known KGB agent working out of the local
Sovier Embassy. The KGB officer cheerfully admitted to Ted
that it had been his side that had slipped him the documen-
tation. He assured Ted that CLA security officers knew noth-
mng about Linda’s past and that they would noc ﬁn:_:l 1}}][.,_
repardless of whar Ted might decide 1o do. However, if Ted
'.'!|‘;-:'|51;‘. 0 cooperate with the KGEB, then Ted and I.I.Tldﬂ: :rr_ughl:
live a very happy and well-rewarded life, one m which neither
would have 1o keep secrets hidden from the other, as Linda
had been forced to do because of her fear thar she would lose
Ted if he knew abour her past.

Alrcady convinced that socialism was the hope of the
future, Ted compared himself o the German who opposed
Hitler and the Nams but not the Gemman hu:mnl:-]al'ld,lﬂ.'l.'ld he
agreed wo the KGB man’s proposal oo make a deal in which Tcu:l
would be well paid for information he would pass tu.tju:. K:B.

led might have gone on to become another Rick r"l..:_m:ﬂ,
working his way into promotions that would have made him a
valuable mole for the Soviets. But Ted's bad luck held, and for
once the CIAS counterespionage system worked like it was
supposed 1o, A year after he started spying, an alert polygraph
technician decided Ted was Iving during his regularly sched-
uled polygraph session. At asbout the same ome, one of Ted's
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colleagues in Peru successfully recruited a spy inside the
Sendero Luminoso, and Tinda’s name umed up in some of
his reporting. CLA security officers put Ted under close sur-
veillance and soon arranged a rrip back to the United States
for what Ted was told would be a training assignment. Once
they had Ted and Linda back in the States, the CIA counter-
intelligence officers planned to arrest Ted and Linda and
charge them with spying,

Two mghts before Ted and Linda were scheduled o fly wo
Washingron, acither of them spparently aware that they were
under suspicion, a uck slhimmed inte their vehicle while
they were donving home from an embassy cockeail parrv. The
dniver of the stolen truck fled the scene and was never appre-
hended. Linda was Killed instantly. Ted survived for chres
days of interrogacion in a dmg-fogged, semiconscious state.

The CIA damage repont concluded that Ted had not been
spving for the KGB long enough w pass on anyvthing more
than ractical intelligence informartion. The same report also
concluded that Linda had been working with the KGB from
the very beginning, thar Ted had been identified by KGB
inrelligence officers as a potennal recruit, and thae Linda had
been specifically charged with the recruitment of ‘lTed. Ir's
passible thar the KGB somehow learmned that Ted was under
suspicion and arranged the auto accident to prevent the pub-
lic exposure of Ted as a Sovier spy, perhaps in order to protect
a more important mole already working for the Soviers inside
the ClA—no doubt the same person who alerned the KGB
that CTA security was on to ‘Ted. It’s also possible chae it was
nothing but a drunk dnver causing an accident.

Even when he was disenchanted and discouraged about
his carcer in the C1A, Ted Brennan never considerced the pos-
sihilicy of turning rraitor until the night Linda suggested that
might be the only way they could stay togerher, If the KGB
had not deliberately ser our ro recruit him, Ted probably
would have eventually guit the CIA and taken up a new
career. It’s possible that he might have wurned renegade like
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Philip Agee, who also decided that socialism was the hope of
the new world and who wrote faside the Compamy: CFTA Diary,
an exposé in which he named numerous CLA officers working
in Laun America. But it is just as likely that Ted would have
faded into the night and spenr the rest of his life just as
unhappy with a carcer in business or the internarional charity
industry as he had heen wich intcllizsence.

Long before that night when Linda suggested a way for
them to be wgether, KGB intelligence officers had devel-
oped an elaborare plan that played on the character weak-
nesses they had wdentified in Ted, Linda had probably heen
on the KGB payroll us an access agent for years and may have
been the person who first identified Ted as a potental
recruit. No doubr she received considerable rraining on how
ro manipulate a man like Ted, and as she led him from casu-
al frendship 1o a scrious romance, a KGB case officer closc-
v monitored her progress.

Une might ask why a woman like Linda would agree o
play the seducer of a2 man she neither liked nor respected,
evin to the point of marrying him and perhaps beaning his chil-
dren. The answer might be found in the general plight of intel-
higent but poor women bom in any third-world country. The
KGB offered a young female university student a way our of
poverty, 4 chancs (o enjoy an Amerncan life-srvle, and the emo-
rional reward of believing she was on the Aght side of history.
Linda’s scory 15 as old as that of Delilah. She may even have
eventually convinced herself thar she rruly loved Ted.

Intelligence case officers consider recruitments like Ted
Brennan the cpitome of success in the inclligence game,
cspecially since such people already know the way the game
15 played. As Victor Ostrovsky, the ex-Mossad case officer,
explained, “The idea of recruitment is like rolling a rock
down a hill . . . you take somebody and getr him gradually o
do something illegal or immoral. You push him down the hill.
We didn't blackmail people. We didn't have o, We manipu-
lared them.”
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Employing techniques like those used on Ted is consid-
ercd the best possible way to ger a spy in the nighr place ut the
right rime. Such recruitmenes allow the intelligence officer to
focus on the specific agency or inswallation where the besr
information can be found and then to identify SOMEUne
already in place who mighr be approached and recruited.

_ Rf&:rruiting sumcone who is in the right place ar the right
tme is is the preferred method of obraining spies, bur in the
real world it is not always possible, Indeed, most EOVernment
securicy and counterintelligence agencies are well aware of
how spies are recruited and spend a lot of time and effort edu-
cating people with security clearances ahout the merthods
used by orher intelligence agencies, as well as watching for
hostile recruitment efforrs.

On the other hand, the general public is, for the most par,
ignorant of the methods used by case ALENLS [0 fECTUTE SPHCS.
Therclore, the citizen who sets our to recruic spies working for
a business comperitos, union organization. citzen’s political
SCTION EROUP, OF SVEN goVErmment agency thar would normally
m:ur_l:::: the target of a foreign incellizence effort will find much
CASIET CITECts.
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Chapter Six

‘The Art of Deception

“By Wy of Deceprion Thon Skalt Do Wer®
—Moro of the Mossad

ecruiting spies is all about deceprion. The person
R whao spies on his councry, emplover, friend, or lover
cngages m a constant deception, pretending o he

something he is nor—a loyal, honest, tastworthy individual.

The deceprion docsnt end or even begin with the spy try-
ing to stesl secrets. The spy may be as thoroughly deceived
by the person who recruited him a5 the victim of the =py 1s
deceived by the spy.

The spy. the case officer who recruited him, and the case
officer’s employer may be deceived by the intended vietim
who 15 dehiberately supplying false informanon thar will lead
the enemy into a deadly rap.

The person who wins the game of spying will be the per-
sun who 15 best ar deceiving others while at the same time
neing brutally frank with himself in order o avoid seclf-
Jdeception. Those who practice self-deception will be the
biggest losers of all.
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ENCOURAGING SELF-DECEPTION:
THE KEY TO RECRUITING SPIES

Evervone wants o rhink that he is a good person, doing
whatever it is he does for the noblest of ideals. Some of the
most notorious reaitors in historv—Benedier Arnold, Simon
Grirry, Vidkun Quisling, Tokvo Rosc, and the Rosenbergs—all
thought they were doing noble things. Others, such as the
Walker family, Rick Ames, and Richard W. Miller, knew thar
what they were doing was treason, bur they sl deceived
themselves into believing rhar they were not doing such a rer-
rible thing and thar their sins were justified by their own cir-
cumsrances and the failure of their supervisors and colleagues
1o recognize and reward their worth.

The professional intelligence case officer or anv privare
citizen who would recruit a spy muse undersrand the human
need for self-justification and be ready o offer belisvable
excuses that the recruir can vse for self-deceprion.

The successful case officer understands the human need
for love, friendship, self-respect, and honor, and he will feed
those needs as he coaxes a potential recruir into wrning trai-
tor. He also understands and plays o all the human weak-
nesses—preed, anger, envy, sexual desire, and even the fear of
God. Like a clever con artist, he will offer o sarisly the human
weaknesses while providing the self-justification char allows
rhe recruit to delude himself into believing he is not giving up
self-respect and honor.

A good mteligence case officer is someone who would
make a good con artist, the kind of person who can call an old
lady on the phone and convince her thar he is a nice person
who wants to be her fricnd; that she has jusr won a big prize,
buc thar she must first pay the “gift tax.” He will have no
remorse of pity for the victim, 2 person he considers to be a
fool, creared by God to be cheared. _

Most people must be conned into becoming spies. The case
officer may have to convince a recruit that he will be spying 0
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bring about world pesce when, in fact, the purloined informa-
tion will be wsed o win a war. Another recruit may be conned
into thinking he is giving secrets o the CTA when they will be
zoing 1o the KGH.

Those who recruit and manage spics must convince oth-
ers that they are honest, sincere fnends who are only imterest-
ed in helping the porennal recruit solve some problem in his
life or win some unexpected reward.

The case officer who intends o recruit and manage spies
must pracoice deception as an art form and a way of hife. He
must learn to convinee others he 15 something very different
fromn whar he really is. He must be able to assume a new iden-
tity, spimn tales that sound belicvable, and create an imaginary
world chat the porential recrut will accepr as realioy:

Learning to tell belicvable lics i3 not somcthing cthart
everyone can do. But anyone who wishes to engape in espi-
onage must lcarn o tell lies in a way thar makes orhers not
only believe them to be true, but to belicve them so torally
thar they will willingly stake their reputations and even their
lives on the perceived truth.

Mot all people can pull the same con. A good con always
works because it fits the personalicies of the con amise and the
“mark.” Anyone directing an inteligence-collection  operation
must recognize the differences in personalinies thar can be played
agzinst each other. A good case officer must not only be good ar
deceprion, he must also be matched to his arget and play the role
that best fits the rarget’s expectanons of whom he can st

Good deception, as practiced by the clever intelligence
case officer, must combine che skills of a ficoon wricer wath
those of an actor. The cralty deceiver must be able wo think up
a clever lic and then act out che hie as if it were realicy. He
must be sble to adopt and fit into a culture moch different
fromn his native culture and play the role as if it were his real
life. This is a skill that must be contmnually practiced. Inrel-
ligence agencics dedicare much of the training of the prospec-
tive case officer to Iving,
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How It Works in the Real World
Liet’s rake a look at an example of what we mean when we
SdY tha_[ deception is the key o reCcruiting spies.
Irvin Si_lv:rman was a British citizen working as a voung
‘tl:u reaucrat in the British Admiralry office that reviewed satel-
lite, signal, and human resource inrclligence on the Middle
Easr, Irvin was Jewish, and at onc time during his collere davs
h{_;Fhad scriously considered immigration w lsrael. He :I'ld his
:; :::tll-‘;i;ht] often talked abour this possibilicy, perhaps afrer
_ lnrin_mw no conflice in his sworn lovaley w0 the crown and
his emotional lovalty 1o Tsracl, because Britsh forcign policy
was gencrally favorable 1o Israel. Even so, Irvin was occasional-
P;- troubled when he saw inrelligence documents with informa-
tion he thoughe should be shared with the Isracli Embassy but
which carfed the reseriction that the information could not be
shared with any other government.
brv:r_a] vears after starting work for the British sovern-
ment, l:-r:m and Rachel mer Haim Hammer while att::iding a
thrut:; dinner to raise funds to suppaor reserrlement projects
in Isracl, Haim Hammer was a likable Israeli businessman
abour the same age as Irvin and Rachel, and thev soon
htra.rn: goud friends. Haim would call the Silvermans every
lime hn:: visited London. Irvin and Rachel especially :r:_j-;:w:a.:l'
lisrening to Haim's descriptions of life in Israel. .
One evening Haim complained thar while the British gov-
ernment talked a good line, the British Foreign Office often
mgh 4 less friendlv stance at the working level and sometimes
failed o pass on entical intelligence 1o the Tsraeli government
When Irvin asked Haim how a business man could know wh‘]l:
rh::l Isracli government was getting, Haim answered Lh;l:
besides his business durics, he was a representative of a pri-
vite group of Jewish citizens spread around the world '-i.-.h-::
h::lpcd Jews and Tsrael in the conrinued fight for national sur-
vival He assured the Silvermans thar he indeed would kﬁuw
whether or not the [sracl EUVEINMent was secing any specif-
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ic piece of intelligence, especially intclligence on Arab terror-
ism and Pulestinian plans for action. He then suggesred thar
Irvin might want 1o put the claim to a challenge by describing
some bit of sensicive incelligence so thar Haim could deter-
min¢ whether or not the information had been passed oo rthe
[sraeh government,

The Silvermans, fascinaced wich the new informarcion on
their friend, had lots of questions, and the three of them talked
late into the night about Israeh hopes and the continued com-
mmirment of many Arab political groups to the rotal destruction
of the Jewish nation. The more they talked, the more Irvin was
inclined o accept the challenge to test Haim's claim thae much
of the intelligence informaton Irvin saw cross his desk was not
being passcd on to the lsracli povernment. apparently because
uf anti-Jewish senument in che Bnnsh Foreign Office.

Ower the next several weeks, Ievin picked out several bits
of intelligence that crossed his desk and discussed chem with
Haim. He was horrified when Haim informed him that the
lsreeh government had not seen a couple of the reports thar did
indeed concain crinical intelligence informarion.

Anzry about the duplicity of his own government, neicher
Irvin nor his wife Rachel even considered the fact char whar
Haim next proposed would be rreason—rthat Irvin regularly
pass copres of secret messapes (o Haim, who would chen pass
them on w appropriate officers in rhe lsracli government.
Indeed. lIrvin and Rachel would have arpued that the
never named anti-lsraeh bureawcraes in the Foreign Office
were the ones commirting rreason bv refusing to support what
was supposed to be a pro-lsrach foreign policy.

In the monchs following Trvin's recrvitment, Levin and
Kachel would tell cach other in their pnivaes conversations
that Haim'’s offer to pav for the swolen informarion had
plaved no role in their decision to help Israel. Even so, the
payments quickly built a nest egg thar made it possible for
Kachel o start the next generation of Silvermans. Once the
new babv came, they found themselves increasingly depen

r
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demt on Haim's cash payments for what they had come o
consider necessities.

When Rachel expressed concern abour whar would hap-
pen if Trvin was caught stealing documents, [Haim assured
them that the lsraeh gsovernment would help them avosd
prosccution, To ease Rachel’s fears, he gave them detailed
instruction on how they should zo to the Isrzeli Embassy in
London at the first indicarion thar anvone was suspicious of
them. Flaim guaranteed that, if necessary, the lsraeh govern-
ment would smuggle the whole family our of England and
inte Israel where they would be relocated as heroes of the
Jewish nation.

Soon after Inin entered his fourth vear of spyving for
Israel, he arnved at work to discover two MIS security officers
waiting to interview him about their susprcions that Irvin was
making illegal copies of British inrelligence documents and
passing them on to a third party. Irvin demied the accusation
and then insiseed that he wanted o seek legal advice before
answering any more questions. The security officers agreed
that might be a good idea and scheduled a second meeting for
later in the day,

As soon as the countenntelligence officers left his oflice,
Irvin left the building, found a public telephone, and called
home. Hysterically, Rachel related that four uniformed police-
men and two men camrying MI5 identfication had armved at
their door carrying search warrans while Irvin was being inter-
viewed in his office. It had been pure luck that the policemen
found nothing in cheir search. The evening before, Irvin had
left a load of materials ar a drop sight for laver pickup by Haim.
Ocherwise, the policemen would have found the material that
Lrvin had been hiding in his home for che past several davs.

Convinced that his arrest was imminent, Imvin instructed
Rachel to take rheir two-vear-old daughrer and meer him on
the steps of the Israseli Embassy where they would activate
the ¢scape plan thar Haim had laid our for them so many
muonths before.
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Smiling ar each other and locking forward 1o a new life
in Isracl, the Silvermans were holding hands and Irvin was
carrying the baby as rhey approached the embassy recep-
ticnist and Trvin spoke the code phrase thar Haim had given
him to memorize.

lrvin and Rachel thus began a wour through hell. The
memaorized phrase not only brought no response from the
receptionist. the cmbassy secunity officer who finally ap-
peared oo talk to them insisted thar the embassy had no record
of Irvin performing any service for the Israeli government and
then ordered the Silvermans to immediately leave the
embassy compound.

Back at their home, livin worked the telephone while
Rachel sat helding the baby, erying not to ory herself a5 the
baby bawled. First, Irvin tried to ger through by telephone to
someonc at the [sracli Embassy who might be more sympa-
rtheric to their plight: then he tried calling the different num-
bers listed on Hammer's business cards as his home and place
of husiness in Istael, ln cach case the person who answered
identified himself as an emplovee of Mr. Hammer, explained
that Mr. Hammer wasn't in the aty and promiscd o pass a
message to him as soon as possible. Finally, in desperation,
Irvin called the emergency number in Jerosalem char Haim
had once wrtten down and handed to Irvin along wich
instrections that Irvin use the nember only in the direst of cir-
cumstances. The person who answersd on the other end
claimed to be a refrigeracor repairman who knew nothing
about whart Irvin was talking about. When Lrvin rried che other
numbers again, no one answered the phones.

Mot knowing what ¢lse to do, Irvin called a solicitor and
went back 1o the office for the scheduled second interview
with the counterintelligence officers. Irvin realized for the first
time just how much trouble he was in when one of the officers
showed Trvin and his solicitor a picture of Haim Hammer and
asked if Irvin knew the man in the picture. When Irvin hesi-
rated in answering, the examiner again asked the question. this
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time giving the picture a name, Rashid Yasin, and identifying
him as 2 suspecred Syrian intelligence agent,

All the years that Irvin thoughe he was spying for a private
Jewish organization supporting Tsracl, he was instead passing
documents tw an inellipence case officer working for a Syrian
intelligence agency.

The British government, which docsn't like admirting its
failures, opled not o prosecure the Silvermans through the
cours or make any public accusarions. (It probably would
have done su if the officers had found the secrer documents
that they had hoped ro find 2t the Silvermans’ home.)
However, livin was dismissed from government service. Trvin
and Rachel did try to immigrate to Issael, bur the British had
shared the informartien on whar Irvin had probably passed 1o
the Syrians with Israeli intcllipence, and zn Tsgieli Embassy
empluyee told Irvin char the Tsraeli government might decide
to prosccuts Invin for treason iff he ever entered lsrael.

The False Flag

The man whom the Silverman's knew as Haim Hammer
was & Syran intelligence case officer who had been using a
false flag, one of the most important tricks of the intelligence
trade used in recruiting spies. Rashid Yasin had been born in
Lsrael burt ro Arab parents. Recruited as a young man into the
Syrian security service, he had spent years perfecting che ace
that entrapped the Silvermans.

When using a false flag in espionage work, the case officer
claims to hold a nationalicy or be 2 persen whom the carget for
recruitment will expect w be friendly to the target'’s own incer-
csts. Every intelligence agency in the world uses false flag decep-
non in recruiting spies. A Chinese businessman in Singapore
thinks he's working for the Republic of China when he is really
spying for Taiwan. A student in Lima thinks he's passing docu-
ments o 4 man from the Cuban Embassy, who is actually a ClA
case officer, who was born and raised in Laredo, Texas.

Oeccasionally, intelligence case officers do identify them-
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selves truthfully o prospective recruits. There are lots of peo-
ple around the world who would love o work for _rhl:
Americans and orhers who would do the same f“f Ehl.‘..ﬂmﬂtllzr
Cubans, or Tsraelis. However, even in thosc SITHATIONS if "-F|1.Il.‘.|1
a recruiting officer flies the flag of his rue nationalicy, the ini-
rial approach will usually be made by a case officer Iwurkmg
under a false identiry of some Kind. TI_'l-:n, if something goes
wrong, the case officer cun disappear th_hﬂu[ i [race. ]

Although no one collects any STAtisTics on .T_'hm. the major-
irv of all spics think they ar¢ reporting to a dljffl:r-:m: govern-
n';cnt.. political group, or commercial cnterprise than the n:rm.:
really reading the information they steal. In most such cases,
they would have never agreed to spy for the ClA, KGR, or
whoever trapped them into spying. Without the use of lI;E-
false flag, very little spying would cver get :Ilum;. The anly
spies available for recruitment would be |:u:ni|t|r:g1 rue b:::lm---
crs and crass trzitors willing to sell our to the highest bidder,
no maticr who that mighe be. . .

The false flag scrves two purpases. First, as with the case of
Irvin Silverman, it wins the cooperation of a target who mlgl_-n:
well prefer death ro working for the n:_ul spy masrer who 1-#[
benefit from his traitorous sct. Second, it protects the case ofhl-
cer in the event the targer refuses to coopCrare and TEpUILS the
attempr to his superiors or is later caughe in the act n-f. SpYIng.

Oftentimes, spics who are captured continue o 1SS Fhm:
they were working for the organization they thought ru:ru::_:;i
them long after the false flag has been exposed as a fra |
{ The Silvermans still believe that th::'_.r_wr:[c spying for lsmac
and that the claim that Haim was a Syrian spy was 2 Mos=ad-
inspired ruse to hide their acuvities in Gr-t:a_t Enltsfm from the
Brirish. They considered themsclves as _T:w:_sh citizens whose
reputations and economic futures were sacrificed on the hat-

intelligence collection.) :
rltﬁl‘:ﬂ:‘mﬂi:a: of t%u:: gecuricy advantages of working a recnne-
ment under the cover of a fake identity, uln‘t_-l:rcs[ all case officers
clzim a false identity and carry the credentials to support that
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identicy when they approach an individual with the intent of
recruiting him as a spy.

Choosing the False Flag

Every attempt 1o recruic 2 spy is different, depending on
the personality of the spy. the organization or person to be
spicd on, and the situation under which the spy will aperate.
A key step in every recruitment is deciding what false flag
should be used or, indeed, if any false flag is necded ar all.

The false flag must be designed o fit the personality of
the person targered for recruitment and the situation in which
the recruitment takes place. The recruiting case officer
should represent himself as a person the rargee will respect,
love, or foar.

Sometimes, a false flag character can include all of those
things. For example, the recruiting case officer working for 2
women’s rights activist group approaches a devour Catholic
working in a governmenr agency thar was targered by the
group. The recroiter pretends o be a priest, perhaps a repre-
senrtative of the bishop or a papal sgency. The fuke pricst mighr
claim that the church’s interest in the agency is the resule of the
agency’s active support for international birth-control programs
using LS. funds. In fact, the private case officer hopes o gain
informarion thar can be used in a publicity campaign cnocizing
Carholic influence on public policy on birth-control issues,

Pretending to be an authority figure, preferably a feared
one, often works well, The recruiting officer might claim 1o be
a special agent of the TRS or the sware tax hoard when
approaching the employee of 2 privare company. Another ploy
15 00 claim to be @ private investigator or private contractor
working for a police or regulatory agency.

GI:? the other hand, if the subject targeted for recruit-
ment 15 someone who doesn'’t like authoricy, then a case
officer might choose the cover of being an INVestigative

reporter our 1o reveal the secrers the agency is trying o
hide from the public, .
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One successful entreprencur who collected corporate
intelligence claimed to be the inventor of an arcane technical
improvement i telecommunications equipment. He
cxplained o anyone who listened thar the invenrion had
made him so rich that he no longer had to work at a full-ume
jub, bur instead waveled around the world looking for inter-
CE[INE INVESIMENT OPPOTIINITIES.

The recruiter should not only pick a false identity chat
will appeal o the personality of the carger, bur one thar will
justify some interest in the subject of thaet imtellipence-
collecrion effort. The homely secretary of a corporate presi-
dent might get suspicious if her brand-new boyfnend, who
claimed 10 be an intenor decoragor, suddenly swans asking
about a construction project in Liberia, but not if he had told
her soon after they met char he is a civil engineer (as he walks
about the bridee he once helped construet in Ecuador),

Remember that che false flag is only one part of the store
A pretry voung blonde who meers an embassy official in Paris
rells the lonely man she 1s employed by a German industnal-
ist to look for forcign investment oppormunitics. As she and
the embassy official become lovers, he never suspects that she
is really working for the KGB. Yet both the wale of her search
for investment opportenitics and the lovemaking were part of
a carefully thought-out plan designed to recruit the diplomat
a5 @ SPY.

Deception can even be beneficial when an amempt 1o
recruit a spy fails. If the target goes straight to his secunty off-
Ctr to report an arrempr af recruiting him w be a spy, he will
also carry the rale of the false flag and thus divert attention
away from the true idencicy and intenrions of the case officer.

For example, an intelhgence officer working for a pnivate
business approaches a prospective recruit and claims o be
working for the IRS, which would pay a large reward tor cer-
tain information abowr the recruit’s employer. Instead, cthe
honest employee tells the boss about the attempt. As a resulr,
the target mav no longer be such a strong competitor becanse
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he's worried oo much about an TRS investigation into his
financial affairs.

THREE STEPS TO TELLING
BELIEVABLE LIES

Evervone lies. It is the most human of all human traits.
But some people lic better than others, and the person who
recruirs spies had berer be the best. There are chree steps to
telling belicvable lies.

1} Create a well-thoughr-out story. 2) Ser up the necessary
props to make the story appear mue. 3) Step on the stage and
perform the pare so well that those listening want o believe
the story is true,

Creatng a Good Story

Professional case officers call a cover story the lgend, Like
all good stones, a legend must have several clements.

1} Iz must contain @ lor of rrueh. Rashid Yasin/Haim Hammer
knew cverything there was o know about the operations of
various international Jewish groups. He knew how they oper-
ated, and he knew thar they often recruited Jews in place,
including such publicized instances as the Jonathan J. Pollard
case in the United States, in which a Jewish organization did
indecd recruit an American Jew, who then stole and pussed on
a collection of intelligence documents.

Keep the lying part of the story to the absolute minimum
necessary to achieve the deception. Don't add UNNECessary
detail thar will be difficult to remember and don't elaborate
when not required. When someone introduces himself as a
dector at a cockrail party, he doesn't list his qualificarions,
education, and experience. Indeed, he may be extremely
reluctant to talk about his specialoy, having oo often been
approached by strangers who want a little free medical advice.

MNevertheless, the liar must be ready 10 add additional
details if questioned by someone who is curious, or mavhe
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naturally suspicions. When challenged., the uained liar keeps
the answers to such challenges as shom and 1o the poinc as
possible, Rather than talking sbout himself, he asks questions
and tries to get others o talk abour themselves, their experi-
ences, and their thoughts. The con arast gives the impression
of listening sympatherically.

2 The frar musy be famibar otk the bacbgrousnd supporting the
ifory, He shouldnt pretend to be a brain surpeon if he doesn't
know the difference between a hemostar and hemoglobin, Rashid
Yasin knew as much abourt Isracl as anv sefrw (2 Jew born in Israel)
born and raised near Jerusalem. He also was choroughly familiar
with Jowish religrous practices, and he had practiced his decepiion
in domens of different synagogues in England. When he talked
dbout life in lsracl, he sprinkled his conversations with details
of streets, seores, markets, chearers, and holy spors thar any
resident of Isracl would recognize. He dropped names of
politicians and movie stars and talked about family days cele-
braring the Feast of the Passover.

3) The story must groe the fargel some regason fo sl o fiten
and felieve. The liec might appeal 1o che targer’s prejudices or
hiis cunosity, offer solutions to his fears and personal problems
or suggest the possibility of profic.

4) The fres im he story must be both internally and externaliy
consistent and well thoughs ont, "'he teller can’t talk ar one poine
ahour an old car he owns and then later menrion the new Ford
he dreives, In the same way, he should check weather records
hefore malking about getting caughe in the ramm on the second
Sarerday kast May.

5) (Food fies tade adfvaniape of recent eoonss. When mobs rad-
ed rhe U.S. Embassy in Taipei, Taiwan, the Sovicts soon there
afler released several documents through front organizaoons
thar claimed o be 1.5, secrer communications stolen by the
mob. Those docurments disvussed the LS. government’s inten-
rion oo abandon Chiang Kai-shelk, a mocal prevarication.

When running a deception, & case officer must plan for
every possible reaction by the targer. He must know exactly
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what he will do no marrer how the target reacrs. He idenrifies
the worst possible case scenarin, then plans cut a response for
evey objection, question, or doubt that che targer might raise.
Once he has the details planned our, he goes over them numer-
ous nmes before meeting with the target. The better he knows
the part he will play, the less likely he will make a mistake.

At the same tme, a deceiver must not get so commitred
te a story that he can not ake advantage of new developments
or incidents. A good deception plan anricipates almost every
chavtic event thar might happen. A good lie always stans with
a prepared script, but unlike the stage, the liar must be pre-
pared to rewnite the script at each poine in che elling,

Setting Up the Props

Every actor needs costumes, background scenery, props,
and people who will support his role. It's true thata good actor
can sound almost believable just by the way he reads a seripe,
bur in cspionage, almost is never zood enough. The basic
props that every case officer needs include such things as doc-
uments that support vanous idencitics; rented offices with
computers, faxes, and phoncs that will be answered as if they
were in a legirimare business office; the right kind of car to go
with the story; and the clothes, luggage, briefeases, and per-
sunal items thar fir the character being played.

The documentation that suppores the fake identity can be
as complex as a passport, 3 Social Security card, a driver’s
license, credic cards, and a complete set of supporting papers
such as graduation degrees and professional licenses. In other
situations it need not be anything more elaborare than a few
business cards and a waller with a couple of fake 1D cards.

There are a number of books on the marker detailing the
intricacies of false identittes, and the would-be case officer
should familianize himsclf with the literature and then do
whatever 15 necessary to build a eollection of identities thar fir
the personahity of the case officer and will seand up o exami-
nation. A commercial printer can print a collection of business
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cards, stationery, envelopes, and invoices with any logo and
name the customer requests. Compurers with scanners and
color prinrers make it child’s play to copy or produce letter-
heads, company 1D cards, club memberships, business licens-
es, umon cards, and jusr about any other document that will
paSS CUTEOTY INSpection.

The person who sers our to recruic a spy in the local union
will pot need the same kinds of documents that a case officer
attemnpting to cross a border with a fake passport would need.
For most privare intelligence officers, a good computer and a
color printer should suffice for producing all the documenta-
tion necded ro convinee a target that a person is really what he
claims to be.

Americans generally accept people for whar they say
they are, provided thev look the parc and spesk the lan-
guage. The only time anyone shows identification is when
he writes a check, uses a credic card, or is stopped by a traf-
fic cop. Even when someone [lashes the credentials of a
police officer, a health inspector, or an IRS agent, the target
of the investigation seldom takes the rime o examine the
badge and the 1D card closely. Documents that will pass
such scrutiny are easily faked and will do the job for most
intelligence-recritment actvitics.

The background scenery and the support actors should be
23 well-prepared as the costume and the props. Rashid
Yasin/Haim Hammer didnt just carry a fake Isracli passpom
and a driver’s license listing an address in Jerusalem; if some-
one had called at the address, a woman claiming 1o be the maid
left in charge of the house while Mr. Hammer traveled in
E ngland would have opened the doos. A call to one of the tele-
phone numbers listed on [lammer’s business card was
answered by an office secretary anxious 1o help our a possible
customer. There was even 2 propman ready to pull the curmain
closed: the refrigerator repairman on the other end of the
emergency number knew as soon as Silverman idenulicd him-
self that something had gone scriously wrong. He immediate-
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by notificd Rashid Yasin and his suppoming cast that the oper-
ation had been blown and that they should 21 disappear.

Performmg the Part

The art of deccpdon is so important to successful espi-
onage thart anvone who intends to recruir spies must study
and practice deceprion with the same dedication thar an actor
demonstrates in his chosen profession. Indeed, I've known
several very successful case officers who took part in amateur
drama productions so that they could ger practice in playing a
role with conviction. One of the reasons why Rick Ames may
have avoided detection for so long, even passing CIA poly-
graph exams, is that he studied drama in college and even
considered a career as an actor before joining the CIA

All actors are liars. They are not really in love with the
woman; they don’t really want o kill the other guv; they are
not real cops or robbers. In the same way, all successful liars
are good acrors. If they claim to be cops, they act and talk like
cops would ace. The acting is often ¢ven more imporzant o 2
good lie chan the other props.

The case officer is always on the stage when he meets
with any recruit or porential recruit. As with any actor, the
case officer may be playing more than one role as he moves
from meeting one recruic o another, He must be able o
switch roles with the case he changes shirms. He can never
allew 2 recruit to catch him out of character, in spite of the fact
that he may be running an enrire ring of spies, and cach spy
knows him as a different person.
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Chapter Seven

Exercises in
Deception and
Intelligence Collection

0 actor memorizes his lines and then speaks them

on the stage for the first oime on the mght the

play opens, Just like the actor rehearses on srage
while there 15 no andience in the theater to boo him, the per-
sum who intends o commit serious deception must first prac-
mee in sitnacions in owhich there are no personal risks,
However, unlike the actor who rehearses with other actors,
the person who wants to recroit spics should pracrice his
deceprive skills in che real world with real people.

The poal of the exercises descnbed below is o leam how
ro approach a perfect stranger, introdece yoursell with a pluosi-
bl explanation for why you want to meet him, present yourself
1z someone the stranger would want o know berrer, and then
3¢t the scene so that you meet the stranger in a situation in
which you have control. Tt must all be done while you precend
o be an enurely different character than who vou really are,

To practice doing this, approach strangers in such places
as hotel lobbies, restaurams, bars, airports, churches, mecting
ioums, librarics, grocery stores, roadside resc arcas, and any
ather public places. Initiate a conversation or set a scenc
where the stringer initiares a conversanon and then tell the
scranger a story that he believes to be true. The ulumarte goal
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of the exercise is to present vourself with 3 believable false
ideneity and then o use that identioy in 2 way rthat gets the
subject o reveal something personal, to perform some service
for YOUu, or t agrec o 4 second meeting. At the end of the
exercisc, the stranger should be convinced thar he has just
met someons whao 1s interesting, honest, and worth getting ro
know berrer.

PRACTICING DECEPTION
IN LOW-RISK SITUATIONS

Finding unsuspecting people to pracrice deception on is
an easy task in our socicty. Most Americans talk 1o strangers
every day, provided they appear to be honest citizens EOINE
about their legitimare business or engaging in a popular recre-
anon. We talk o the guy and the gal standing beside us ar a
bus stop, the person sitting next to us on a plane, the lady
wailing on us in a store, people sitming around us at 2 foothal|
game, parrons in the bar where we drink, skiers standing in
line ar the lift, and in hundreds of other situsrions, Such con-
VErsations may start with some inane comment on the weach-
er but often resule in a lot of informarion being exchanged,
especially of one party deliberately leads the conversation in
that direction,

Engaging in a harmless deceprion wirh a stranger makes it
casicr from 2 psvchological poine of view because vou don't
have to worry about heing found out and then charged with 1
crime. If a stranger you meet on an airplane accuses vou of
lying when you tell him you are a writer from some rabloid
sold ar the checkour stand in grocery stores, it cosrs vou noth-
g in grief. All vou have o do is stop the conversation and
think a bit about what made him suspect vou were Iving,

Dwun't worry about taking up a stranger’s rime. Most peo-
ple hive deadly dull lives, and they are wsually enthralled
when given a2 chance to expericnce a vicarious adventure,
They will love your wale of how you spent 10 years as a mis-
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sionary in the Amaxon, how you narrowly escaped being con-
victed of murder, or how much you expect o earn from the
siale of vour first novel.

Travel Opportunities

When traveling on a plane, train, or bus, board with sev-
eral different versions of who vou are and what vou do for a
liwving or a good time. The stonies should be worked our in
detail, and vou should have answers for any guestions the tar-
gcr might ask. Indeed, it is 2 good idea o wrire down the
details of each cover story. Stories might include a claim that
vou are ¢mployed in the movie industry, perhaps as a makeup
artist or an assistant to 4 famous director; that vou are & crimi-
nal-defense arorney with a long history of gerting people off
on technicalities; an investor who has made a fortune m a cou-
ple of swock deals, and vou now spend your ome traveling
arpund leoking for deserving people to help; a privare derec-
tive searching for evidence to clear 3 young woman falsely
accused of murder; or a ULS. diplomar on leave after an assign-
ment in some country that has been in the news,

Omnee you have your stories ready, pick a different one
each time vou start & new conversarion with a new person and
rell i as if ir were the wuth. Start each conversation by asking
vour seatmate the vsual polite quernes abour his desrinarion,
why he is going, etc. Il possible, get the other person o talk
abour himself. That's wsually easy o do. Talk abour yourself
{vour lepend) only when asked, and then somewhar reloc-
mantly. The more the person talks, the more you will learn
about him,

When you do talk about vourself, tailor your story to what
vou have already learned abour the other person. If your scat-
mnate is @ pretoy, young, sericus woman who 15 a business magor
at a small vniversivy, you mighr say that vou work for 2 famous
movie director. This could lead to gquestions about whether
she has ever taken drama lessons or appeared inany plavs. Ask
for 2 name and an address where you might contact her for a
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possible screen rest for a movie you will soon be working on in
which the director is looking for new, natural faces.

If your scatmate works for 2 large internationzl corporation,
r¢ll the diplomat-on-leave story. Talk sbour a number of busi-
ness GpPOMunLes in the country of vour assignment, which no
Amernican seems interested in.

If the scatmate tums onc o be a religious minister, dos-
cribe your experiences as a defense atomey who successfully
defends criminals you know are puilty and often commir rerri-
ble crimes afterward. Pretend to be disillusioned and looking
for a way to change your life. Throw in a few comments thar
suggest you've had some major personal problems too—per-
haps marital strife or a teenager who has run away from home,

If you are ralking to a middle-aged school teacher, pull the
dercerive story, molding it into something thar would appeal
to the teacher, perhaps that you are oying o clear a high
school principal accused of molesting a teenaged boy or
rrack down a school teacher who travels duning the summer as
a secret serial killer. If you use this last scenario, try to huild
the story so that you might use someone like the rarger as a
source. This means you will have to place the investigation
somewhere near where your searmare lives and build it ingo
soméething that mighe touch his life. Invent evidence that sug-
gests that the killer might be teaching in a school in his area
or that the tecnaged boy once went to u nearby school, Ask
advice on how you might find out what reachers do during
summer vacation. See if you can ger the target o agree w do
some investgation for you—for good payvment, of course.

Other possible identities could include a stock trader if
you meet a small businessman; a father searching for a lost
child taken by the mother 12 vears ago, if you meet some
grandmaotherdy type; a world traveler who's lived abroad for
many years, including time spent in 2 Thai jail for drug eraf-
ficking, if you sit next to a college student,

Whatever the cover, the goal should be o ger the target
interested in what vou are doing so that he might agree wo
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help if vou asked. You want the target to willingly give you has
name, address, and a relephone number where you could con-
tact him for a follow-up. The stranger mav ask for the same
information from vou; give him a false name, address, and
phone number. It works even berrer if you carry several sets
of business cards supporting each of the false idenuries you
intend 1o usc.

However the conversation goes, as soon you are alone, sic
down and wie out all the derails of how the decepuon
played our and everything vou leamed abour the targer of the
deception. Make special note of what went right and what
WEnT Wrong.

Lying in Church

Go to church in a nearby city where no one knows you. Be
friendly and police to those sitting near you, but sorc of shy.
Sooner or later, the minister or someone in the congregation
will want to talk. Explain how you haven'’t been in church for
many vears, bur thar vou had a recent religious cxpericnce
that made vou guestion wyour previous agnostic beliefs and
sent vou looking for answers. Don't volunteer i, bur have a
detailed story you can relate if asked, perhaps the death of a
child, a senons illness, or an expenence as a vicoim of crime or
a survivor of some namral disaster. Don’t make the experi-
ence something miraculous; it should be more psvchological
in nature. As you talk to vanous people in the congregaton,
lcarn as much as you can about chem: where they work, how
happy they seem to be with their lives, whar different social
cliques exist within the congreganion, and so on.

How many invitatons to socal functions, group meetings,
or privare discussion groups did you ger? Whom might you
approach if you were an insurance salesman, 8 man looking for
romance, of someone looking for a source o recrvic in the
lucal city government? Look for individual guirks and poten-
nial character weaknesses that might be exploited should you
decide to recruit someons 45 4 5py.
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Looking for Business Information

Go to a business office locared in a building thar overlooks
a busy intersection. Tell the secrerary that you are an insur-
ance investigatos looking for someone who might have seen a
fender-bender thar occurred several weeks earlier. Mention
the possibiliry of = reward thar will be paid ro anyone whao pro-
vides informanen lcading to a witness. Give as fow details
about the accident as possible in your inicial query. It's proba-
ble someone will have witnessed some kind of accident dur-
ing the previous several weeks. If that person gives the derails
first, vou can prerend that whar he saw is the accident thae vl
are investigating. (et as much personal information as possi-
ble on the people to whom yvou ralk.

If you find someone who is especially interested in the
possibility of earning a witness fee, change storics, claiming
that you arc really investigating the high rate of workman's
compensation claims filed by the company and sugeest that if
the targer can provide thar kind of information, he might
make ¢ven more money.

ADVANCED DECEPTION TRAINING

The person who intends ro engage in any serious espi-
onage activity, regardless of the warger, will wanr additonal
training in decepricn before acrually beginning an intelligence
operation. These advanced rechnigues are not innocent fun, as
the practice situations above suggested. Even when they do
not cross the line of legalicy, chey invite retaliation should the
target be able to idennfy the wrmentor. The wise person who
USCE practice exercises similar o those described below will
travel o a distant city where no one knows him, use public
phones, and make any long-distance calls by charging the cost
to one of the phone credit cards that can be purchased from
machines in supermarkets and similar places. He will be train-
ing not just in deception bur in security as well.

Because these practice deceptions require raking some
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lcgal risks, they should not be engaged in by anvone who docs
not intend to take up spy recrnitment as a profession or a per-
sonal necessity.,

Some of thess advanced rraining exercises require some
supporting false documentanon. How much 11D 15 needed and
how good it must be depends on the level of deceprion and
the sophistication of the person heing deceived. The follow-
ing exercises assume that vou will be carmving whatever docu-
mentation might be necessary to back up the deception.

(et Pohiically Active

:all on the manager of 4 local political campaign—the
more important the office, the bewer. Using a false identity,
claim to be 2 wealthy volunteer with lots of ume on vour
hands and a sudden interest in polinics. Dirop hints that there
might be quite a bit of money available—if the campaign
manager can Suggest ways o put the money into the cam-
paign fund withour vielating federal election campaign laws.
Put in several days of work at the headguarters, mesting as
many other campaign workers as possible and perhaps even
the candidate. The goal 15 to learn as much information
about the candidate's behavior as yvou can while working
with the campaign.

{Zall a Newsman

Contact a newspaper reporter and claim to be a mudlevel
sovernment official who has information on a2 major corrup-
tion scheme. {(Use the current political situation 1o come up
wirth a scenario that will make the reporter think he may have
the next potential “Deep Throat” on the hook.) Describe the
story in detail, providing “evidence”™ to convinee vour listen-
er. Sugpest a secret meeting in which he will conerol the secu-
ricy scene. Ask how much the newspaper reporter will pay for
the full package of evidence vou have.
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A Hotel Visit

Check into a hotel with a fake identity, pay cash, and ralk
to 4 many people as possible in the lobby, at the desk, in the
dining room, everywhere vou can. Tell them all the sume tall
tale—say, for cxample, that you are visiting the United Stares
on your first vacation in scveral years after working for a long
while as a missionary in a foreign country. During the stay,
find out iff arrangements can be made with any of the hotel
staff for 2 prostitute to come to vour room and how much it
will cost. If it's not oo cxpensive, order one, and when she
appears, pay hor fee (you don't have to acmally have sex,
unless you want ta). Then try to get the prostitute to agree o
5Py On an important businessman or politician who lives in
that city for you.

Using the phone in the hotel room. pick several different
businesses, professionals, and government agencies from the
vellow pages and call them. With the businesses, prerend to
be a customer with a potential big order. With the profession-
als, try to find out if lawyers will quote fees over the phone,
how casy ir is 1o make an emecrgency appointment with a
docror, or huw much free advice yvou can ger by telling a good
story. If you are a setious student of deception, von might pre-
tend o be an LIRS special agent initiating an investigation of the
prefessional you are calling, or a policeman checking on recent
patients who have been treared for a specific kind of injury (“We
know the assailant suffered such an injury while attempeing ro
commit rape”). When calling a government agency, report
that the business you work for might be in violation of whar-
cver laws and regulations that particular agency enforees; you
might also pretend to be a salesman trying to ger an appoint-
ment with the purchasing agent or a customer asking for a tax
identification number in order 1o file 1099 with the LIRS,

Getting into a Stranger’s Apartment

Gain entry into a large apartment building by pretending
o be a package-delivery service, Carrving a real package,
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invent a story that will convinee a suspicious aparment
dweller you are delivenng a delivery from an unknown per-
son. Possibilities include flowers sent anonymously or a pack-
age contzining a small, inexpensive appliance along with a ler-
ter on business letterhead explaining that the addressee has
been chosen ar random for a promotional scheme. (1 quericd,
the deliveryman can explain that he has delivered several
such packages around rthe city.) Whatever the story, you must
leave behind someone who believes that he has received a
legitimare delivery and will have no reason to call the police
or building secunty officer.

Once inside the building, ligure out a way to gain entry intw
another apartment on a different floor. The cover story must pro-
vide vou a leginmate réagon to be in the building and to request
help from sumeone else inside the building. Cover stones mighe
inchude a claim thar you are a private delective invesiigaing an
msurance clum and locking for possible witnesses, a mainee-
nance worker rrying o find |'_|-1:IT wha has a cermain kind of plumb-
mg or hecatng problem, or somecnes who just acadentally
dropped a small horle of wine or soda pop and who would like
w clean vp the mess belore leaving the building,

Gaining Entry to a Private Home

Pick a private home in a meddle-class neighborhood and
srrempt to gain admittance. You mighr prerend o have car
rrouble and ask to use the phone, In this scenano, you should
have a foend standing by a phone in case the homeowner
does the smare thing and leaves vou ourside while he calls the
emergency number you provide. Your accomplice will answer
the phone by identifving the number as the Ace Tow Service
and then ask the cxpecied questuons about the address.

C(rther introductions that might help you o be admitted
ineo a strangcrs housc are pretcnding o be 3 missionary
iremember to carry a Bible and a briefease full of religions
rracrs), a federal investigater doing a security clearance on
someone who once hived in the neighborhood, a political
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worker 1rving to get out the vore, someonc collecting for a
charity, or 2 person who once lived in the house as g child and
wants (o indulge in a bit of nostalgia. The more ornginal the
legend, and the better the legend firs the probable prejudices
of the homeowncr, the better vour chance of gettng in. Once
in, learn as much about the family as yvou can from vour
obscrvations and the casual conversations thar follow.

All of the above exercises are only suggestions. Each per-
son wishing to practice the art of deceprion should think up a
series of exercises to maximize his strong points. The goal is to
get comfortable in the art of lying while in low-risk situations
and then move a step at a time into higher-risk sicuations until
You gre ready 1o use your deception capabilities ro full advan-
tage 1o recruit orhers wo steal valuable information for You.
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Chapter Eight

It’s More
Than Telling Lies

eception is not enough when it comes to recruit-
ing and managing a spy. The good case officer
must be a student of psychology, who wnder-
stands the human psyche and has the ability to interpree the
emations of another individual and respond to them wich

apparcnt sympachy.

BE THE BEST NEW
FRIEND THE TARGET HAS

When victims of con men are interviewed by a police ofhi-
cer they always say someching like, “He was such a nice
man.” Soccessful con artises and intelligence case officers
must learn to act like nice people. They pretend to be sin-
corely interested in their target, they slmost never get angry,
and when they do, it's a cold-blooded, well-thought-out acrion
designed o produce a specific behavioral response from the
recruit. They ask lots of personal questions (including a few
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the recruit can answer with a bit of bragging), are sympathet-
1c {never judgmental), and always willing to listen.

A good case officer will use every personal advantage he
brings to the contest. People with the physical advantages of
vouth and good looks will use their sexpal arcractiveness as an
intelligence ool in a manipulation that is as old as the story of
Samson and Delilah. An older, cducated person will play on
the rendency of most people to respect both age and learning,
A self-confident, military-sryle personality will use his charis-
maric ability 10 command obedience.

The most effective false flag of all is a beautiful woman or
1 handsome man who has “fallen madly in love™ with the
potential recrinit. As with the girls of the Easy Come, such a
recroiter can often learn the secrers of the recruin without the
recruit ever knowing he has become a spy.

In the same way, sumeone looking like the wise old man
may remind the warger of an old grandfather. A person who
looks like a TV lawyer can offer help and advice, and the
motherly woman can win the st of the voung lady who wor-
ries about her two-year-old’s tantrums or her teenager's fasci-
mation with drugs.

PERFECTING THE ART OF CONVERSATION

The intelligence case officer must underseand how o ger
people ro ralk while he listens. This skill is especially impor-
tant when wsing people as inadvertent spies, but it 15 also a
cntical skill in the process of recruiting those who will even-
mally spy knowingly for the case officer. The more the other
person talks during any conversation, the more anvone trying
o gather mlormation will learn and the less likely it is that the
target will leamn something that the intelligence collector
docsn’t want him to know. (A good case officer will never
allow the targer to learn anything about his true personalicy,

real hopes, fears, or despairs, except when such information
fits the false flag he is flving.)
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Gerring people to talk is much easier than most people
realize. Almost cveryone would rather ralk than listen.
Because of thar human traic. most social conversations ars
games in which euch side rrics ro maximize the percentage of
time in which he or she does the talking, Few people really
listen to what other people are saying. They are instcad think-
ing ahead to whart they will say when they next get a chance
to take contrel of the conversation.

As a result, most people are hungry for somenne who will
listen to them. Borh con artists and good intelligence officers
know this, and they deliberarcly feed that hunger. They not
only listen, bur pay rapr actention and ask guestions thac
enconrage the target to keep ralking. The best intelligence
officer is one who makes the target belicve that both of them
arc important, smart, expericnced, and clever, and that the
target has somerhing 1o say that is worth listening to.

Maost people so enjoy an intelligent, arrentive h'.stm!ur.
that they will do everything possible 1o keep the conversanion
soing. Time and again, I've gotren people 1o rell me valuable
intelligence information by paying them the compliment of
listening to every word they say, even when what they are say-
ing is of no interest to me. Even though they may start out
wirh the intentivn of keeping certain secrets o themselves, as
they glory in the experience of having a listener hang on cvery
word, they will start letring slip more and more information m
an clforr o get the listener o contnue to listen to them.
People will litcrally give you their secrets in exchange for con-
tinuing ro listen to them talk. )

[ can't count the rimes ['ve been in long mecungs in
which [ listened intently as my intelligence source talked
ahout his family, personal experiences, theory of warfare, or
political beliefs, Although 1 learned nothing new, I listened
with rapt attention, with my only responses being questions or
murmured agreemenrs to demonsteate thar I was listening
and thar T shared his conclusions. Then, when T finally star-
ed to apologize for taking so much of the important man's
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time and suggested it was time for me to go, he would insist
that 1 stay a lictde longer, When T reluctantly sertled back in
my chair, he would launch intw gnother monologue in which
he did star relling me the secret information T had hoped o
get out of him.

~ One time in Vietnam when [ was working as a 17,5, civil-
an official, T interviewed an ARVN {Army of the Republic of
Vietnam) licutenant general on how the war was gmng in his
sector. After spending mose than two hours listening to him
diseuss his theories on the best way to fight the Maoist insur-
gency—theorics that were in total disagreement with those of
his 1.5, military advisors—I apologized for raki ng so much of
his valuable time and started to stand up to say good-hye,
Apparently, I was the first American who had ever taken the

nme to listen o him without orving to shour him down. He

reached a hand our, grabbed my wrist, and pulled me back
down to my chair. Then he launched into a long description
of a secrer cadre assassination program that he and his men
were implementing withour informing his U.S. military adwvi-
sors, but which he claimed was decimating the Vietcong cadre
in the area.

As he described the program, what most fascinated me
was the reaction of his staff who had sat silenely through the
long meeting, bur who were suddenly horrified o hear their
general ler an American in on their dinty secrers, One caprain,
the brightest voung officer in the group, managed to carch the
gencral’s eve o give him one of those glances thar attempred
ro remind the general tha: he should perhaps be a hir more
discreer, The poor caprain got back an impcrial glare that not
only put him in his place, but warned him thar he might soon
be back in the jungles patrolling for Vietcong ambushes,

What's funny is thar when I reported back to MY superions
what I had learned, I was told that the general had been feed-
ing me a bunch of lies because whar he was telling me was
contradicted by the intelligence collected by both armv intel-
ligence and CTA case officers. It was only three or four monchs
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later that the intelligence experes learned from their well-paid
spres whar 1 had learned from the general by paving him noth-
ing more than a few compliments. By then, the ARVIN gener-
al had been transferred to a dead-end job i Saugon at the
mnstigarion of a “ring knocker™ {a West Poinrt graduare) advi-
sor who complained o the 115, command scructure that the
gencral was not following U.S. advice on how 1o fight the war,

THE RULES OF FRIENDLY INTERROGATION

1. Never criticize the other person’s religion, country, family,
intelligence, education, or personal conduct. If he crio-
cizes himself in anv of those areas, be sympatheric to his
concerns and confessions, bur den’t agree with oo much
enthusiasm.

2. If vou disagree wirth something the other person savs and

conclude that vou must make that point g0 Eecp your own

credibility, ask qguestons thar give him an opportunity
berer explain his belicfs while leming him understand there
may be a difference of opimion. Let lom Know by the way
vou ask the question rhar, alchough you may have doubts

about his conclusions. vou respect his opinion and wane o

understand why he believes as he does. Never attempt to

use logic wo argue him into admiting he was wrong.

Answer the other person’s questions quickly, simply, and

directlv. Don't add details and don't andicipate or answer

guestions he docsn't ask. You want to get back o lerming
him do the talking as soon as possible.

4, Alwavys follow his question wirth a question of vour own
that gets him talking again.

3. If vou must inrerrupt the other person, do so only wo ask a
question that further expands what he 15 saving on a sub-
ject thar interests vou.

&, Don't hurry to reach the point of your interview. 1 possible,
ler him bring up the subject in which vou are most interest-
ed. Leamn to lead the conversation by suggestion and casual
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references. If vou do ask direce questions and he seems
reluctant o answer, slip into another subject and pretend
¥ou really weren't thar interested in the maner, Lead him
back ro the subject after vou've sofiened him up a bit more.
7. I__.::t bim fill the silences. A silent break in the conversa-
tion makes most people nervous, and they fecl compelled
to fill it. Use that 1o your advantage. If the other person
cl_m:sn't respond immediately to some stacement or ques-
tion, wait him our. If you don’t really want to respond to a
question he has asked, think zhourt it a moment. He mayv
start talking again 1o fill che silence. v
8 Don’ttell lics unless vou have already plomed them our as

part of a well-planned deception or as part of a carcfully
crafted cover story. .

Anvone who intends 1o engage in serious intelligence
Iwn-r}r. should practice these rules in every conversation he has
it amy set of circumstances. T recently bought a used car. While
we waited for a minor repair on the car, the salesman and [
5ram:_d ealking. By the time we signed the contraces, [ knew a
surpnising amount of mside informatien abour the used-car
business and the personal life of the salesman,

The clever intelligence officer does not want 1o show the
waorld how much he knows or how smart he 1%; he wanrs o

find out what other people know, how smare they are, and
what makes them rick.

TRADE RESOURCES

There are three things thar every intelligence Agency
uses 10 build the spy’s trust in and dependence on the case
officer or its agents: money, drugs, and sex. The private
intelligence officer must also have access o those three
things in sufficient quantities to service the needs of the
potential recruic. He muse also develop rechniques for using
each of them in recruiting different personality types.
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Cold, Hard Cash

Maoney comes first because without money, you can’t buy
sex or drugs. Recruiting spies can be a very expensive propo-
sition, Often, the only way a case officer can ger the recruits
artention is by spending money. He will have to buy the prop-
er clothes to fir the personality he is playing, pav for restau-
rants, entertainment, travel, hotel rooms, reneal cars, clothing,
technical equipment, and a variery of personal services.

Sooner or later, the case officer will want to olfer some
payment for the information the recruit 1s providing. Even
when the recruit is spying for ideclogical ressons, the case
officer will want to make payment for services rendered.
GGerring a recruit to accept money and preferably to sign a
receipt stating he has received the money 1s the final scep in
any recrmitment. Some recruits will agree t spy for the
money; some will only accept money as a loan or an inciden-
ral reward.

Normally, money will come from those who finance the
intelligence-collecrion activity., Somerimes those who are col-
lecting inelligence will find that they must :a:]f—ﬁnum_:-u: the
operation. This might include anngovernment groups intent
on Spying on government agencics as part of revolutonary
activity, Because many groups tum to such criminal activities
as theft to finance their revolutions, collectors will find chat
the same rechniques they use for recruiting resources can also
he used [0 con unsuspecting people out of cold, hard cash.
Such activities are almost always criminal fravd and are
beyond the scope of rhis book.

Dirugs
(“Candy is dandy, but liqguor is guicker.™)

The case officer can use 2 wide variery of drugs in many
different ways as a wol for recruirment. If the targer has a drug
addicrion, the case officer might be able to use thar knowledge
=0 blackmail him or he might offer to supply the addicr with the
drug of his choice as a way of making fnends or even ds a méans
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of rewarding the recruir for services rendered. It maY even be
possible for the case officer or one of his agents [0 introduce the
porential recruic to drugs and then encourage an addiction
which the case officer can later use to his advantage.

Drogs can also somerimes be used as the grease for
developing a social relationship or for conducting a subrle
interragation. There is a lot of truch in the old Lann eXpres-
SI0N 7 vime Cerites (“in wine there is truth”™). The list of peo-
Ple who have ler slip their darkest secrees afrer CONSUMINg a
large dose of their favorite mind-alterer stares before the
dawn of history and totals in the millions.

Alcohol is always the drug of choice. It is legal in most
countrics around the world, readily available, and socially
acceplable. It relaxes inhibitions, makes people careless,
loosens tongues, and impairs judgment. (Mten the frse
approich thar a case officer makes to a carget will be 1o a sity-
ation in which aleohol is being served, Aleohal can be cspe-
cially useful when dealing with an inadvertent SpPY—S0menne
who will provide informarion withour rcalizing he 15 dealing
with the ¢cnemy.

Although a case officer will frequently use alcohol and
other drugs in dealing with recruirs, he musr control both
his own drinking and the quantity of alcohol consumed by
the targer during any social occasion. The ides is to ger the
rarget under the influenee whils main taining your sobriety
and withour alerting the targer 1o whar is happening, There
are a number of differenc tricks of the trade for limiting
one's own consumption while encouraging the recruit o
indulze more heavily.

Often, especially when dezling with people who have a
drinking problem, all you have to do is allow nature o take irs
course. The drunk will be more interested in filling his own
glass than in making sure his new friend is matching him
drink for drink. Things ger more difficult when dealing with
someone who ¢xpeces that the person on the other side of the
rable will march him round for round. The tricks of the trade
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for ensuring that you stay sober while the arger gets drunk
include the following:

Prior to @ meering that will include comsumption of .-:r.l"-.'-:h'.’r&.l". eal
a guantity af farty feod. For example, eat rn:w?ral picees of
bread heavilv spread with butter or a pint of Ice cream.
Arrange with the barrender tv control .rﬁ'a_ drinks, mixing Aeaty
drinks for the target and well-diluted ﬂ’n"n'h: _,I"-_i-r._}--_-:uy. [Thm s
one argument for doing your heavy drinking in 2 setting in
which you have the control, say a hotel room, a private
home, a diplomartic r:ﬁil]::l]i‘.:-l:;i of a bar where the owner or
artenders are on your pavroll. ) )

E:' it the glass to the lips, but don’t aciwally sip the drink.

As soam as the tarper’s plass is empty, order anotker round. Let
the waiter rake away your still half-full o, better yer,

st full dnnk. .

j"'!'r?;ﬂﬁ'ing to be much drunker than you are, “awidentally’ spall
a fwll plass. You can then miss a round while cleaning up
rhe mess.

One of the most difficulr tasks associated with rhe use of
shcohol in 4 social simacion is that you must still n:m::ml::u‘:r.a.ll
the details of the mecting so that you can record everything
the target savs once the meeung l'i done and vou have a
chance te be alone. While the dnnking gocs on, you should
nse every break in m:mw:rsatlinn or moment of Ellcnﬂl:. ¥y an
opporunity  mentally rr;w:w.th:: previous 1.:un1-1_:r.‘..a[11:rnf:
and actions as a way of memorizing how you will eventually
write the report of the MECTing.

filegal Drugs 1 4
%ﬂlh:guj drugs offer even greater oppomunitics for gaining

psychological contrel of a targer than alcohol can, provided you
can control the siuarion. There are several ways in which you
can use illegal drugs as an aid o recruitment:
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* Build rapport with the target by supplying drugs to foed
his addicrion.

* lake advanrtage of his drug-induced state in geting infor-
marion,

»  Make the target’s use of illegal drugs a reason for blackmail,

* Ger the targer hooked on drugs o make him more depen-
dent on vou,

The best sitwation 15 one in which the targer is supplyin E
his own drugs and you simply go along with the situation, rak-
ing advantage of developments as thev ocenr,

However, in some situations you may have to play the role
of a supplicr. You might even use the cover of pretending to he
4 drug dealer when approaching a known drug addice. The fact
that the drugs are illegal makes the case officer and the poten-
tal reeruit instant co-conspirators in crime., This, in tum, pre-
sents furure oppoertunities for blackmail.

Nlcgal drugs are very much a dual-edged sword. Although
they can make the target easier o control, thev can also make
him maore careless as he goes about his spying. A person who
uses illegal drugs is also at constane risk of being arrested and
charged wirth drug offense and is notoriously vatrustworthy
when arrested. Most will immediately sell out their supplier
and their friends, Alse, z2n illegal drug user can he fired from
any job at any time, especially if the emplover randomly tests
hiz emplovees for drug abuse.

Another major problem with wsing drugs for recruiting is
finding a supply. Case officers working for national spy agen-
cics usually have access to all the illegal drugs. Sometimes
they are supplied by rthe intelligence agency, often from
stocks confiscated as pant of the government’s narcotics-con-
trol operations. Sometimes a case officer will use a service
agent he has recruired as a source for illegal drugs that can be
used in recruiting new agents.

The private intelligence entreprencur who is working
without the protection of legal cover will have ro consider the
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risks in dealing in drogs versns the potential rewards thar
might result from the nse of illegal drugs in a recruiement
efforr, Frankly, illegal drug use has become such a common
prourrence in modern America that intelligence cntrepre-
reurs and private collectors should have little mouble in find-
ing a source for the illegal drugs they may require for success-
fully recruiting spics. Even so, individuals who have no cxpe-
ricnce in purchasing illegal drugs or no famihanty with the
greas of the cty where drugs are openly sold are bermer
adviscd to look for other ways to subvert a potennal spy racher
than risk the real pessibility of arrese that comes with secking
out a drug dealer.

Although povernment case officers will drink sleoholic
beverages with a targer for recruitment, they will not share the
illegal drug experience. Indecd, vsing illegal drugs, even as
part of a cover story, is considered reason for seriows discipli-
nary action by the CIA and most other government intelli-
EUNLE SECncIcs,

With the passible exception of an occasional marnjuang
joint, private intelligence collectors are advised o follow the
same practices. This is especially true when it comes to such
high-risk activitics as sharing needles. When it comes o the
use of illegal drugs by a potential recruir, the most important
thing is that the recruiter appear sympathetic and nonjudg-
mental of the use of drugs, and not thar he might be willing o
share the drug experience.

Because of the major dangers of dealing and supplying
drugs, or even being present in places where drugs are used,
the case officer must always be operaring under a fulse flag
and = well-construcred false dentity.

Sex
Sex won't play a role in every recruitment, bur it can make
a critical difference in how successful many recruitments will
be. In almost all situations it should not be the casc officer who
personally services the sexual desires of the recruic. Indeced.
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mosy natonal inelligence agencies, including the CIA, pro-
hibie Ease agents from engaging in sexunal relations with any
recruit. (The cxception 1o thar mle may have been the old
KGB. There are lots of rumors about men and women who
were specially trained in the art of seduction by the KGE.)

Instcad of bedding a recruit, the case agent creates and
ﬁn;mcrs a situation in which the recruir finds whar he thinks
5 TuC love or maybe just more sexual pleasure than the
potential recruit knew was possible. If the case AFENT CXpects
to use sex as part of his recruitment, he will have o also
n_:n:rua't a person who will willingly go to bed with the prospec-
Ve [CCruit.

There are several different options for finding potential
sex partners for the recruin tw enjoy.

Taking Advantage of an Ongeing Affair

Prerecruirment surveillance will often uncover the exis
rence of an illicit sexual armangement or 2 budding romance.
.-“Tlm-n;[ always, the case officer can rake advantage of such a
situation, cven when it is a legitimate romance. In the case of
an illicit affair by & married target, there are uswally instant
opportunities for blackmail, but the dever case officer may
mslu:s_ui choose to become a conspirator in the affair as part of
building a relationship with the recruit. The case officer
I'EII:'E'EI.I'.I'I.EE the good friend who helps facilitare the recruit’s love
life by providing excuses for the target's absence from family
duu:.s, perhaps a privace place where the recrujt can enjoy the
h:rvpr's ACALICN, OF CVen an opportunicy for a double dage i
which the case officer picks up the cost of entemainment.

'l_‘]-u:r: 15 always the possibility that a case officer can
recruir the love interest as his own agenr. This is frequently
the case in long-term affairs between one married partner and
an unmarnied colleague. Tn such situarions the single partner
is often dissarisfied with the hopeless nature of the relation-
ship and can sometimes be manipulared into spying on the
guy she realizes is never going o ask his wife for a divorce,
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She may do it as a form of revenge, or she might be convinced

thar the final result of her perfidy will be a divoree, with her
taking the old wife'’s place in the family mansion.

Obviously, homosexual rclations, affairs with underage
partners, or kinky scx involving sadism or other perversions
can offer considerable opportunities 1o the case officer who
can figure out how o manipulate the siwaton o his own
advantaze, Remember thar while blackmail is a powerful tool,
it works hest if the casc officer 15 not the one making the
blzckemail threar, bur racher the one who steps forward to pro-
vide an escape route for the tager.

Prostitutes

The easicst way to provide sex to @ potential recruir is o
hirc a professional and then set it up to make what happens
next appear 1o be 3 namral occurrence. A frequent ploy is one
in which the case ofhicer makes friends with the target and
then invires him our for a night on the own. Dunng the
course of the evening, they meet a pair of tnendly women,
who soon agree to go back to the horel or safe house where the
case officer is supposcdly living. How the casc officer uses the
ncident and where it leads will depend on the personality of
the poteatial recruit, whether of not he is marricd, and, if so,
how much he wants o keep the marnage a going concem.

In anocher ploy, the case officer hires the prosoitute, briefs
her on what he wants done, and then arranges a chance meet-
ing between the prostirute and the carget, with the miention
that the target will never know thar the shy, innecent girl he
met one evening was in fact an experienced lady of the night.

Many higher paid call girls become very adept at acting
out roles in sitnations where the beneficiary of her services is
led o believe she is an innocent lover. Mevercheless, if a case
officer intends 10 use a prostitute in thas way, he had bercer
give her several trial runs to make sure she can be musted w
do what she is being paid o do. For example, the case officer
might set up a test run with a service agene and then have the

I'r's MoRE TiaN TELLING LaEs a7




service agent report back on how well the call gird performed
her role.

: Once the porential traitor has enjoved the services of the
girl, or for that mareer 2 homosexual prostiture, there are sev-
erzl different ways to take advantage of the sirvation:

* The prostitute, who has been briefed by the person paving
the bill, can probe for information much like the ladies of
the Easy Come.

= The prostiture can do chings that the target likes so much
that he wants to make another dare, and anather, and then he
becomes a regular cusromer. The potcntial recruit soon dis.
covers that his new pastime is a very expensive hmury and
thar he will have to find 4 new source of income if he is o
keep enjoving the pleasure,

. 'Fil-u: Pmstétuz: plays on the target's symparhy, perhaps
spinming a rale of how she is entrapped by pimps, bur with
only a lirtle help from the target she might escape from her
awful life. (This works especially well if the prostirute
looks very young and innocent and che warger has lietle
expenence wirth professional sex parrners.)

* A person claiming w be the prostituce's pimp SCars to
harass the targer, perhaps by claiming thae the rargee hur
the woman during sex and is demanding payment, or by
atternpoing blackmail. -

» The prostitute fakes an injury, a sudden illness, or even an
accidental death during lovemaking, and the incident
threarens to expose the targer’s activities for the CYCning.

In each of the cases in which the targer finds himself
facing a problem, the case officer will be the one who offers
2 solution.

Anvone who takes up che career of 8 professional intelli-
gence officer should armange o have several good prostitures,
both male and female, on tap. How he goes abour finding such
professionals depends on the counry and city where he is oper-
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ating. PParr of the training of any good case ofhcer should be
learning che ropes when iz comes to inding 2 willing prosnme.
The vase officer will. of course, always make any contacts with
professional sex partners under a cover identity.

Using @ Service Agent

FEvery gnod case officer will have several agents he has
recruited 1o work for him, not for the intelligence they can

steal bur racher the services they can provide. This can include
providing sexuval services 1o those rargered for recruitment—
provided the case officer can find some attracuve young per-
son who is willing to make the casv sacnifice for his country, the
team, rhe political leader, or whatever other false flag the case
officer is flving when he recruits the young person.

Ir's relatively easy o find young men who will seduce a
woman for the good of their country or juse a good paycheck for
services rendered (even if she may not be much of a cacch), but
SOMCOmes i s officer can find females just as anxious 0 do
their part for their country or their political ideals.

The case agent nses the same techniques 1o recruir a vol-
unceer sex partner a5 he would for recruiting a primary agent
For example, a CIA case agent might recruit a young female
culleze student in a northern Evropean country by promising
tor help her get a work visa in the Unired Scares if she will first
seduce the son of che deputy prime mimster. In another sicu-
ation, the case officer might convinee a prewty tree hugger 1o
bed an executive working with a logging company to get evi-
dence that can be used in a lawsuit to halt clear-cutting, ( The
informadon will really be used by a compewtor logger to
undercur 2 bid for 2 Forest Service log sale.)

In the following cxample of using a service agent as 3 sex-
wal agent, Doug Kranz worked as an information specialist for
2 Washington lobbyist doing business with the ransportation
indusery. Kranz was looking for a goed spy inside the
Interstate Commerce Commission and had denofied Martha
*Conner, & seeretary working in the office of a depury com-

Tv's More THam TeELLixG LIES b




MussIoned, as a potental recruir, Kranz's surveillance had dis-
covered thar Martha occasionally went barhopping with a few
female friends in the singles joints of Georgetown, bur thar
the homely and overweight woman alwavs went home alone,
though her prettier friends often gor lucky.

: F.at, 40, and bald, Kranz knew he had lirde chance at
blj!{ljlj’lg any kind of personal relationship with Ms.
G_Lnnm:r_: Ihnwc-.-:::, he had another recruir sitting in the
wings, waring for just this kind of a problem. Dick IFord, a
graduare student ac American University, knew Krane 13.3
David lFmsr.:r, the executive director of the Air Chualiny
Edjmanun Council, an envirenmenra] protcetion political
action group supposedly based in Denver, Colorade.
Kranz/Fraser cxplained tw Dick Ford thar his OTZanization
wanted berer access to the office where Martha O'Conner
worked :ujad would pay a substantial sum of mioney for such
ut-m:as._Dmk. whose serious financial strairs were abour 1o
force him to drop out of graid school, agreed to rake on the jeb
Lhat_. the man he knew as David Fraser was offering.

, I'he next time Mamha O'Conner went along with her
friends on a wour of the Ceorgetown bars, it was Marrha wha
ot |IE_II::J:U_-'. At Kranz’s instruction, David bedded Martha sev.
cral times over the next several weeks before ra king the next
step. When Martha was tocally committed ro him and the
pleasure he was giving her, Dick rold Martha he was going 1o
have to drop out of school and return to hiz home state
ht:E:E_IIS_-I:‘:: of his financial problems. He then mentioned one
possibilicy that might keep him in town and in Martha's bed
He had a friend working with an environmenralist group tha:;
would pay good meney for a bit of inside informarion Martha
might provide. :

}‘ldai.'th::-l was snon hooked, and for the next two vears she
paswld Increasingly sensitive executive branch dm_-ur‘n:ms on
to Dick, who passed them 1o the man he knew as David
Fraser. Both Martha and Dick believed that the information
that Martha was stealing was helping an environmental ETOLp
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fight arracks on auromobile pollurion conrrols, when, in fact,
Drougr Krane's boss was using the information in his lobbying
efforts for less restnctive legislanon and o recruiting new
businesses by scanng them with insider information on what
new rerulations were coming down the pike.

The fnnocen! Amalenr

If some sitnations, the case officer mighr idenrify 2 poten-
tial love partner he introduces to the target, or arranges for the
rarger o meet, and then let natvre ke is course, Onee love
develops, the case officer deliberatelv creates a sicuation that
places the furure of the lovers in jeopardy. Eventually he
offers 2 solution, but the potenboal recruit must steal a few
harmless documents first.

In the =arly 19608, Czech intelligence officers succeeded
in recmiting a U5, diplomar stationed in Prague by using
such a techmigue. The pnmary case officer, Jaroslav Parma,
had identified the diplomar, Edwin Trnckett, as a man with =
roving eve for the ladies, Tricket alse had a wife with whom
he often argued. Jaroslav found a pretty, voung Ciech woman,
Patricie, who had applicd for an exit visa to visic a brocher liv-
ing in the United States. The Crech government had demed
the visa, the usval practice in those Cold War days.

Jarvslay arranged a situation in which Parricic *accidental-
Iv" averheard two stranpers talking in a library about how one
wav o ger 4 Czech exit visa was o have someone from the
17.5. Embassy contact the Czech government. One of the
srrangers mentioned that Edwin Trckert, che administranive
ufficer at the embassy, had done several such favors for preory
voung women. The second stranger said he understood that
only worked if the voung women were willing to “do any-
thing" o get a visa.

Parriciec, who so badly wanted o ¢scape life in
Czechoslovakia that she would indeed do anvthing, acted on
the gossip she had overheard, She called the U5, Embassy
and asked for an appointment with Edwin Tnckett. Tnckett,
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who in truth had never rraded intervention on a visa marrer for
sex, had no way of helping her oue bur was stll intrigued by
th-.:: pretty Czech woman who scemed so anxious o do anv-
f.hmg to get 2 visa, Rather than simply telling her she had bad
information, he promised he would try 10 find a way to help
her ger the exit visa and sugepesred that they meet in a few
days 50 he could report whar he had found our.

Although he was imtially suspicious abour Paricie’s
motives, hier innocent demeanor and adamant criticism of the
Crech socialist government soon convineed him thar she real-
ly was what she claimed to be. They met several more times
m_l.rs:idr the embassy and evenmally became lovers. After thar,
Arnickern did seriously stare leoking for ways in which he might
help the voung woman get out of the country. As his marriage
was floundering he even began con sidering the [Jt:l.‘i.sibilél:"'r'
that he might divorce his wife and marry Patricie. .

Eighr weeks larer, Edwin was heading for a lintle aftermonn
delight with Parricie when he saw several policemen coming
ot of Parricies apariment building, dragging Parricie with
_[]1_:::_-n. Terrified ar what he had witnessed and cereain thar his
illicic romance was abour 1o be exposed, Edwin spent a miser-
able two days waiting for the second shoe to fall. Og the third
day he received a call at his embassy office from somenne call-
ing himself Jiri, who claimed 1o be Parricics uncle and who
demanded a meeting with him,

When they met, the uncle told Edwin that Parricie had
been clhargtd with spying for the Amencans and that Edwin
was going to be named as the intelligence officer who was her
:nrt:_ru-l vfficer. Jiri, who claimed ro be an upper-level burean-
crat in the Minisery of Indusery, explained he had pulled a few
stings and amanged to meet with his niece in her cell. She
had vehemently denied she was a spy but had admiteed her
affair with the U.S. diplomat. Jiri had pulled more scrings and
wis hopeful that he could ger the charges against his niece
dropped, provided thar Edwin was willing 1o meet with a
Czech security officer and convince him that Edwin was nos a
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CIA officer but a leginmare diplomar., If Edwin failed o con-
vince the secunty officer of that, then Patmnicie would be tned
a5 a spy. The Czech government would also declare Edwin
persona non grata and expel him from the country. That, in
turny, would expose Edwin's aflar to lns emplover, co-workers,
and familky,

Edwin agreed to such a meeting. The secunty officer with
whom he mer was, of course, Jaroslav Parma, Parma grilled
Edwin for several hours abowt his work as an administrative
officer im the U.S. Embassy. Edwin's cmbassy job was, in fact,
a dull administrative job that had nothing to do with either
policy or the collection of intclligence.

As Parma listened to the diplomart ralk about his daily
drudgery, Parma became fricndlicr and fricndlicr, assuring
Edwin that he believed what Edwin was saving. Over the
nexr rwo weeks, Parma arranged for three more meenings so
that he could gather more details, explaming that while he
was cnnvinoed chat Parmnoie was inmnocent, he sall had to con-
vince his superiors of that. Parma also warned Edwin that he
should not tell anyvone in the embassy about his problems,
because that would only make it more difficult 1o arrange
FPatncie’s eventual freedom—advics that Edwin was only too
anxious to follow, Finally, in the third week, Parma armanged
to allow Edwin to visic Pauncie in the jail.

Left alone with Patricie in her cell, Edwin istened to the
werrificd woman as she described her interrogation by the
Crzech security police, Yer, even though near hystena, Patnice
pleaded in whispers with Edwin that he nor do anvthing for
the Czech povernment. She insisted that Edwin forger he
ever knew her and that he ger out of the country as soon as
possible. Patricic's obviously sincere concem for Edwin and
her willingness to sacrifice her own life anly helped to con-
vince Edwin that he must do everything possible to help the
woman he loved.

Edwin left the jail absolutely cerain thar Parricic was an
innocent vicom, which in fact was true. In his next meeting

IT's More THaN TeELLING LIES a3




with Parma, the Czech security officer assured Edwin char
things were moving in the right direcrion. The only problem
was thar he needed something exurs o convinee his SUPCri-
ors that Edwin was sincerely trving ro help the voung Crech
woman. He suggested that it would he very helpful if Edwin
could provide = few embassy documents for Czech intelli-
gence. P'arma assured Edwin that the documents didn’t have
o be classified, bur rather could be somerhing as commaon as
personnel and administrative manuals, Parma promis¢d thae
with jusr a hie of cooperation, Edwin could solve hoth
Patnicic’s legal problems and also avoid the cxposure of his
little love secrer,

The nexr time he met with Parma, Edwin ok with him
a complete ser of 1S, State Deparment’s adrministrative
manuals, While they were marked Official e Uirdy, they were
typical burcaueraric rules and regulations of personnel con-
duct and administrative procedures for letting concracts our
for bid, signing rencal agreements, ofdering supplies, running
the embassy commissary, and hining Iocal emplovees.

Two days later, Jaroslav Parma told Edwin thar Patricic
had been released into her uncle’s custody. Parma warned
Edwin that the case was still nor closed and sugzested that ir
might be necessary for Edwin to again demonserate his will-
ingness 1o cooperate with the Cazech government. Jaroslay
then promised that if Edwin would CONTINUE 0 COOperate
until his tour in Prague was up, the Ceech government would
grant Parricie an exit visit, which would allow her to leave the
country for the Unired Staces.

Edwin's wife had recently returned to the United Seates for
a vacation with her aging parents, so Edwin was able 1o spend
Patricie’s first night out of jail with her ar her uncle’s house.
Once they were alone, Patricic again pleaded with Edwin to do
nothing t help the Ceech government and 1o forger abour her,
advice that Edwin refused to ACCEPL.

Happy 1o have Patricie free. and optimistic thar he would
succesd i eventwally getting her our of Czechoslovakia,
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Edwin was an easy mark for the next step i his recruimment,
For the next several months, cach rime Erlwir_l paszed Parma
a new scr of documents, the secuncy classification 51..H.I'.I]'|.?E'ij on
the documents crept a liwle lngher. While E-d‘:"l-'!]'.l did nor nor
mally have any reason o see classified marenal as part of his
job -::i:qr:rip:inn, his responsibilities as the u::]luﬁ?’y‘ adminig-
trative officer gpave him casv access 1o all secuons of the
embassy, including the classified document SLUTEEE A1Cas,

Who knows how long it would have gone on if F_.dwm had
becn a bir more cauoons. But the ::mhmuig-‘_ SECurily Umctf
noted that Edwin was spending a ot of time in rh:_clﬂﬁﬁlﬁ:{l-
document storage vaulr and got ﬁ.Elﬁj.'.Iit'i.I:llLES. He did a bt of
police work, and Edwin got caught. Edwin was -EhﬂTg'_:d, 0T~
victed of treason, and senrenced o a long prison term ]1:II 4 fi_:dn
eral penitentiary in the United 5'[3[::;3: No one on the 115, side
knows what happened to poor Patricie.
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Chapier Nine

—

The Case
Ofticer at Work

s take 4 look ar a suceessful recruirment from

I start to finish, vsing an cxample that dates back tw

the Cold War when the new Communist govern-
ment in Cuba was expanding its influence in Latin America,

The CIA policy staff, with the approvel of the National
Secunty Council, determmed in the med-19%0s thar more infor-
mation was needed on Cuba’s subversive activities in
Yonczucla, The policy staff asked that the CTA scaoon in
Caracas identify and recruit someone working inside the Cuban
Embassy in Caracas who might provide such information.

The CIA stavon chief in Caracas assigned a case officer,
[1arold Diyle, the responsibility for doing so. Dovle was already
running a surveillance eperation on the Cuban Embassy our of
an apartment building scross the smeer from the embassy, The
surveillance had idenofied several Venewuelan nationals who
worked in the cmbassy, including Tomasina Lopez, who
worked as a cook in the embassy cafeteria

Helena Chavez, a Venezuelan national, was working for
Doyle as an access agent. Helena was a middle-class college
dropout who had long been fascinated wich American movies,
tashions, and men. She had been working as an emplovee of
the CLA for four years. Although she considered it a good job
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with good pay, the work also zave her access w the 1.5, male
dEF‘IJ{rmEItS working in the embassy, onc of whom she hoped
might ¢venmually fall in love with her and propose. Helena
had unce gone to the United Staces for four months of CIA
training and was regulardy “flurrered™ {polveraphed) to ensure
her loyalty to her cmnplover, '

Helena approached Tomasina l.opcz while the lamer was
al:t::n_din}.; mass and made friends with her. Helena learned
thar llhmasma never left the cmbassy kitchen while she was
wcafkmg and that she knew almost nothing abour the Cuban
narionals who worked in che embassy. Tomasina was not a
good prospecr for recruitment as either a Primary agent or an
SCCCSS agFent.

However, Helena also learned thar Tomasina had an adult
S0, ,Fur_g:, who was desperarely looking for work. Tomasina
complained in her conversations with Helena thar it was too
bad that Jorge wasn't a berrer driver becanse the Cuban
Embassy was looking for a new chaufiewr.

.ﬂ _Sun-ciﬂan-n: of lorge found him w be in desperate
straits indeed. He owed moncy, his wife was about o produce
their second child, and he had been blacklisted by a foreman
of a U.5. oil company where he once worked after he had
becn canghe distributing pro-Castro propaganda sheerts to fel-
low workers. Helena amanged o meet Tomasina while she
and her son were walking together on the street and was thus
intreduced to Jorge,

. A couple of days later, Helena “accidencally™ bumped
into Jorge in & crowded department store. Pretending o find
Jurge an attractive male who intercsted her, Helena accepred
Jorge’s quick invitarion o share a saferire, After sounding him
out during several subsequent mectings over coffee and veri-
f-g.rm_g that he was ready to do abouwt anything 1o earn money,
she introduced Jorze to Harold Duoyle, again in whar appuarc-:;
to be a chance encounter Harold, using the name Brent
Stoker, pretended 1o be 2 Canadian journalist who was writin g
for a leftise news magazine and who was looking for victims of
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LS. imperialism o write about, Jorge was only too happy to
spill his rale of woe about his mistreatment at the hands of an
Amencan-owned company.

In appreciation of Jorge's contributnon v the story he
claiimed o be writing, Harold paid for Jorge to take a week-
long driver’s education course, as the only student of a special
turor. As soon a8 Jorge finished che course, Tomasina asked
her supervisor in the Cuban Embassy to help ger Jorge the job
as an ¢mbassy dnver.

Once Jorge was working in the Cuban Embassy, Harold—
of Brent Stoker as Jorge still knew him—sugpested that Jorge
could help him with a new story, one trying 1o put 3 human
face on the Coban diplomar working in Venezuela. All Jorge
would have w do was report on what diplomarns ralked about
while riding around in embassy cars. A promise to pay off
Jorge's debts if the information proved vseful convinced Jorngze
thar he could help the friendly joumalist gather thar kind of
information without compromising his loyalcy o his new
emplover. Joking that his Cuban employers might get suspi-
cious if they saw Jorge meenng with a grnngo, even a
Canadian gringo, Harold suggested thar Jorge pass on what-
ever information he overheard to Helena,

One of Harolds suppon agents rented an apanmment in a
lower-class housing area, where Helena took up residence.
Joree began visiting Helena once or owice a week for what

wonld appear to anyone following him w be for romantic pur-
poses. Helena, on her own imtiative, began bedding Jorge dur-
ing his visits as well as debriefing him while they showered
tegether on what he had leamed while working in the Cuban
Embassy. After he left, Helena wonld wrice up the information
and pass it on to the US. Embassy case officer.

Because he was earning two incomes and getting lots of
sex on the side while his wife recovered from the birth of cheir
second child, Jorge didn't spent a whole lot of tme wormying
ahout the identity of the mysterious Canadian. While he
learned nothing of immediare intelligence value on the job,
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he was learning a lot about the Cuban diplomars, mostly by
luit:nt_ng e the gossip of cmbassy wives he :thi_-ln drove on
shopping excursions and erips o charity events.
& Cne -::u_f those wives, Dora qu_i.ne:zq was married to a firse
cretary in the Cuban Embassy, Silvesrre Murtinez. On sev-
eral occasions Jorge drove Silvestre o parks and -D-[h::l'. public
places where Silvestre would meest with Venezuelan studen
and other Venezuclans who appeared to he ordinary -..-..-ml:f
men. This activity suggested that Silvesire was working with
ﬁ!.ld-ﬁ::ut:_md labor groups. He would have exactly the kind of
mformartion that Harold Dovle was hoping to collect.

Jurge also reported through Helena that Silvestre
Martinez was not gerting along with his immediate ﬁllpt_‘:r'r'-iwr
and that the embassy gossip was that Dora Martinez w
sleeping with the supervisor. dia

All this suggested thar Silvestre Martinez might be
recruited a3 a spy, if he was handled the righe way. rf—lﬂmld
Idovle, the station chicl, and other CLA rullgagun:s I:H.:gan to
plan vut how the approach would be made and agreed that
[}-m_.'i-:. would make rhe approach using the cover of
Canadian journalist, g

Befare they could initiate the plan, Jorge overheard two
SEnior Fﬁubar! Embassy officials, one of whom was Silvestre's
;Lirpqmur, dizcussing how rhey planned to rransfer F;ih-:sué:
; artinez back o Havana, !.’.l'm: of the carcless diplomarts also
et it ship that Silvestre's wife, who held an embassy position
a5 a secrerary, would remain in place in Caracas, at |:'1..5'[ for
severdl months. Even Jorge could figure out thar S'rl\-'::sr:rc was

gettng 8 career shaft so char i
: the supervisor could hav
access 10 the wife. =

. Harold Dovle discussed the sitwation with the starion
r_'hi-:f_, and after an exchange of telegrams with CIA headquar-
ters in Langley, Virginia, they decided they did not have
enough time before Martines's transfer back to Cuba to care
our the usual recruitment procedures, which can often :ak:
weeks or even months. Instead, Harold would try a cold pirch
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i Although seldom vsed as a recruitment technique and simost
never successful, 2 cold picch is a direct approach with no prior
conract. Someone walks up o the potential recrmt while he 1s
in a public place and makes an offer that, it is hoped, the tar-
get will find 100 goed 10 tum down ) A cold pitch is used only
15 2 last resore, burt this did appear 1o he the kind of situation
in which there was no other choice, especially since none of
the other diplomars in the Cuban Embassy offered likely
prospects for recruitment.

Harold approached Silvestre Marunez while they were
hoth arrending a National Day Parry at the Mexican Embassy
i1 Cearacas, Catching Martinez alone for a moment in @ TooTm-
ful of people. Harold starred the wsual chatter thar makes up
su much of rhe inane conversation at diplematic cnrertzin-
ment functions. Halfway through the second senrence, when
he was sure no onc was listening, he dropped his voice 10 2
whigper, moved his face closer w Martinez, and in a half-
dozen shore sentences made an offer. He let Marninez Enow
how much they knew ahout him and about his. wife's affair
with his hoss—news that apparently Martinez suspected but
didn't know for sure. Doyle then suggested that the best way
Martinez could rake revenge would be to accept an offer of 2
lump-sum payment of $20.000 and 2 regular income deposit-
d in 2 Swiss bank account for passing on information to the
Americans during the time Martinez still remaincd In
Venezuela.

Afeer Marrinez returned o Havana he would become a
11.S. mole inside the Cuban Ministry of Foreign Affairs. While
Marrinez spied for the Amencans, his Swiss bank account
would grow. Harold promised that after 10 years the CIA
would smuggle Silvestre out of Cuba so he could enjoy his
wealth in Miami.

Martinez must have already figured our whar was hap-
pening to him and his career and had been considering possi-
ble alternarives. He immediately rejected the suggestion that
he reram to Havana as 2 mole and instead proposed that he
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defect, provided rhe Americans made 3 lump surn pavment of
$30,000 and set him up with a new identicy in any American
city he might choose. In return, Martinez would tell every-
thing he knew about Cuban forcign policy and propaganda
efforts in Larin Amernca. Martiner also insisted thac chere
must be no public announcement of his defection. He want-
cd o simply disappear.

Doyle was not surprised at the counteroffer. It was one of
the possibulines they had planned for, even down 1o how much
they might offer as” payment (Martinez could have gotten
$50,000, if he had insisted). Doyle agreed and suggested thar
the defection rake place thue very evening. When Martinez
nodded his head in agreement, Dovle desenbed 2 taxi tha
Martinez would find parked on a street near the embassy and
suggcsted that Martnez might want o go find it

The entre conversation had taken less than five minutes.
The two men walked off in different direcrions, and rwe min-
utes later, after a few bref words with another American col-
leagne, Harold Doyle was listening to 2 vacuous explanaoon of
Venczuelan politics offered by a half-drunk Peruvian diplomar.

Martanez didn’t talk 1o his wife before he slipped out o
find the taxi waiting to take him inte exile. The maxi ook
Silvestre Martinez to a safe house in the suburbs where he
spent the next three months with CIA debriefers. During that
time, the Cuban Embassy fransically searched for the missing
diplomat. (On several occasions, its spokesmen made public
demands that the Americans tell them what had happened w
Muartinez, but they had no proof thar the U.S, Embassy had
been involved in Maninez’s sudden disappearance.

lorge heard dozens of different mamors discussed in the
beckseat of the embassy car he drove, including one wife sug-
gesung to a friend that Silvesere's supervisor had arranged o
have Silvestre kidnapped and killed because Silvestre had
found ourt about the supervisor's love affair with his wife and
threatened to go public with a complaint.

CIA interrogators prepared several hundred pages of
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raw data based on the lengthy debriching of Silvestre
Martinez, The station reporms officer then reduced the data
to several dozen intelligence reports and forwarded them w
C:IA headguarters.

With the dcbricfing completed, the station sneaked
Silvestre Martinez out of Venezuels on board onc of the 115,
Air Force Boeing 7073 in the exccutive fleer. The aircraft had
flown a growp of U5, Congressmen to Caracas for an inspec-
tion un the progress of 1.5, economic assistance programs.

Today Silvestre lrves in Miami. He has a new name, 3 new
wife, a new career, and he avoids anvthing having to do with
politics. Evervone who knows him as his new identity, includ-
ing his new wife, thinks he was once a utilicy worker who fled
Cuba on a rafr.

A dozen different ClA analysts working under the direc-
rion of the depury director for mtelligence (DD} reviewed
the intelligence reporns on the debriefing of Silvestre
Martinez. The information was condensed into a four-page
intelligence dissemination report, which was then edited and
rewritten a half-dozen nmes,

The scaffers in the CIA responsible for the final dissemi-
nation of the repor on this operation were not happy with the
results. First, they criticized the station and Doyle for not con-
vincing Martinez to remain in place. They also criticized
Doyle for allowing Marmnez o defect without a public
announcement. But what most bothered the Washingron wiz-
ards was that the information provided by Martinez didn't
support the 118 foreign policymakers’ own beliefs about
Cuban diplomaric activities in Latin America,

Although Martinez had confirmed that the Cuban govern-
ment was committed o spreading revolution in Latin Amenca, he
described the Cuban diplomartic ¢fforr as inept, incompetent, and
diserganized. He portrayed the Cuban diplomartic corps as a col-
lection of competing carcerists who were fnghtened of their own
secunty investgarors and incapable of wking advantage of new
opportunities that occasionally developed m host countnes,
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Because most of the ClA intelligence reporting in that
ar¢a described the Cuban revolurion as @ major threar o the
development of democracy in Larin Amcrica—a threat char
n:qluir:-.':l a massive infusion of both econnmic development
assistance and covert political acrion—the agency’s bureau-
crats decided that Silvesrre Martinex must have been a disin-
formation plant, They therefore limited the disseminarion of
the report w a few top-level policvmakers within the intelli-
gence communiry, with a cavear as a cover sheer, warning that
the information mighr not be relishle. In so doing, thev
demonstrated the basic principle that posd’ inrelfigence has o
value if the recipiens is nov willing fo act on that which proves the
reciprmts pererions beleels were srong,
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Chapter Ten

When a Private
Citizen Recruits

ow that we have seen how government espi-
N onage agencies work, lets take a look at how a
person with no connection to any goOvErNmMent of
political group can spy successfully. This example involves
the simplest kind of spying: a situation in which one individ-
nal wants to know what another individual 15 keeping secret.
Janet Thompson suspected that her husband, Bill, was
having an affair with his sccrerary, Mandy Shumway, and that
he might be planning on leaving Janer and her two teenaged
children. Bill was the owner/manager of a real cstate invest-
ment firm worth several million dollars. Janet would have
happily given Bill a divorce, provided that she gor half the
value of his business (something guaranteed by rthe
community-property laws of the state where they lived). She
feared, however, that Bill might be moving funds out of the
firm inoo secret bank accounts and that she would wake up
one day to find Bill long gone, leaving her nothing but 3 com-
pany stripped of cash and facing bankruptcy. On the other
hand, if Bill was engaged in nothing bur a shor-ome fhing,
Janet was willing to let the flame bum out—provided the
company profits kepr rolling in.
Because Bill was well known in the community, Janet
didn't want o discuss the issue with a local lawyer or private
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derective, for fear that Bill might learn about her suspicions
and tﬁl!{.ﬂ precmptive action, Janet instead discussed her prob-
lem with her brother, Ted Moner, a career military officer who
was assigned as an assistant air force attaché in the U.S,
Embassy in Singapore and who was visiting the United Stares
on home leave.

Ted, with three more weeks of leave on his hands and
alrcady bored with staring ar the lake in front of his vacation
cabin, decided to make it a busman's holiday by pracricing a
few of the skills he had learned as a military intclligence offi-
cer. Ht:_ called ewo old military buddies and invited them and
[hﬁl! wives down to share the lakeside hovse where he was
staying, capluiming the cntertainment he was serring up for
the occasion as an extra entcement. Both the couples arrived
two days later, anxions w get on with the spy game Ted had
promised as a diversion.

- Ted assigned one of the two couples, Sylvia and Temry
Mincra, tw a full-time surveillance of Mandy. The other cou-
!:ui:;_. Dawn and Craig Wallop, began a surveillance of the
INVESEmenl ﬁrm with the intention of identifying possible
sources working for the husband who might mﬁm1 on whar
was happening inside the company.

Sylvia and Terry quickly confirmed thar Bill and Mandy
were engaged in a hot and heavy romance, often taking long
Iurfch hours together as well as spending lots of time in the
::r!'lu:-n: “working late” after the other employecs went home.
I'hey continued the surveillance while looking for a possi-
bility of a cfaner meeting with Mandv and Bill when the
were together, ‘ ’
. E:_m.':g and Dawn, using information provided by Janer,
entified three people who worked at the firm who might
know something about how Bill was managing the cash Mow.
One ufl the cmployees, Mark Weiss, arrended the |.Dl.‘:.1|
Methodist church with his family every Sunday morning, ‘The
Wallops also learned that the Weiss couple were avid dupli-
cate bridge players.
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The Wallops went to the same church the next Sunday,
telling everyone they met that they were planning to move
inro the area. They met the Weiss family and quickly “dis-
covered” a mutual interest in duplicate bridge. Mrs. Weiss
not only suggested that the Wallops come 1o their next
bridge game, but also invited the new friends home for a
Sunday brunch.

By the time the four people got to the dessert, Craig had
let it slip that he was looking for some InvesUMCNT PropezTy
and that the planned move 1o the city depended on what
propertics might be available. Mark readily volunteered the
Fact thar he was associated with a real estate investment firm
and then ler it slip that he wasn't very happy in his job.
Answering a few friendly guestions, he explained some of the
reasons why, including vague references to some SIAnge
investment moves by the company president.

Craig, dropping hints that he might have a lucranive
emplovment opportunity for Mark if things worked out, got
Mark 1o alk in more detail and leamed thar what bothered
Mark most about his job was that Bill had recently made a
aumber of business decisions on mortgages and properry sales
that didn't make a lot of sense in the current market.

Ted spent his tme at the local councy courthouse, col-
lecting all the available information on the propertics that
were owned or managed by Bill's company. Ted discovered
thar new loans had recently been taken our on several picces
of properry for the maximum amount pessible, while the bank
loans on three other picces of property had shortly thereafter
been paid off.

Next, Ted spent a few hours with a desktop computer, 3
scanner, & color printer, and several packages of plastic identi-
fication card cover material. Armed with a complete set of
fake documents, he called at the escrow company that vsual-
Iv handled the escrow accounts of Bill's company. Announcing
himself as a special agent for the TRS and flashing documents
to prove it, Ted was ushered into the managers office. The
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manager quickly agreed o cooperate with the investigation
led claimed he was conducting on Bill's company.

With the manager’s cooperarion, Ted learned that an
eserow account had been opencd on one of the pieces of prup-
erty on which the ourstanding loan had recently been paid in
full. The closing date was ser for September 13, ju&r two weeks
away. Ted pulled his same ace with the two other escrow com-
panics in the area. He found an escrow account had heen
:hpi:n:d on anvther picce of propenty in one of the COmpanies
with the same closure date. The manager at che third escrow
company refused o relezse any informarion, insisting that Ted
firsy get either a search warrant or 2 court subpocna.

Promising he would immediately do so, Ted suggesied he
would rather not go to the trouble if thers was nothing o sub-
puena. The manager then confiemed char if the TRS agent
presented a subpoena, he would ger records of interest. Ted
thanked the manager and left, now certain that Bill was going
to sell three pieces of mortgage-free property on the same day
for a combined towal of something in the neighburhood of four
million dollars.

Sylvia and "lerry followed Bill and Mandy one evening o
& small French restaurane locared in s nearby city. Sylvia and
Terry also ate in the restanrant, sitring at a table near Bill and
Mandy, bur paying arrention only 1o cach acher, The Mincras
lefe the restaurant a few minutes before Bill and Mandy and
:hr:r! Spent some time necKing in their car, breaking up the
session with just enough time w deliberarely crash their car
ineo Bill’s as he and Mandy drove out of the parking lot.

Profusely apologizing and aceepring full responsibiliy for
the accident, Terry offered o pay all the FEpPair cosTs, pn.;vid-
¢d Bill didn't call the police or involve the insurance compa-
nies. Playing the frightened man afraid he's about to be found
out. ‘ferry confessed that he and Svlvia were not married 1o
each other. While Terry arranged to pay for the repairs 1o Bill's
car (giving a fake address w which Bill was supposed to send
the repair bill), Sylvia started talking o Mandy, tricking her
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inte admitting that she was in the same situation as Syvlvia—
dating a marned man, wich all the troubles that go with the
rerritory. Sylvia suggested o Mandy thar the rwo of them
vughe o get wecther once in a while to keep each other com-
pany. Like most women dating married men, Mandy spent a
iot of lonely evenings while Bill was home with his famaly. She
jumped ar the chance for 2 new friend who understood and
sympathized with her situarion.

Sylvia invired Mandy to dinner the next evening rhat Bill
stayed home with his family. Sylvia monopolized the early
part of the conversation by telling a eall tale abour her hope-
less sitnation; she knew her lover was never going to divorce
his wife. When Sylvia suggested that Mandy’s sitvation was
probably just as hopeless, Mandy bragged thar she was much
luckier, adding thar she and her lover were abour o elope.
Although not giving sl the derails, Mandy explained that Bill
and she would soon leave for New Zealand, where they were
going to start life over as a marmied couple under a new iden-
tiry. Mandy added 2 long rationalization for why Bill was jus-
tified in abandoning a birchy wife and two spoled recnagers
wha had no respect for their father.

Putting cverything together, Ted knew char Ball was
indeed going to elope with Mandy. He planned to ke the
pavments for the three picces of morngage-frec property and
transfer the funds w foreign bank sccounts and then jump the
first planc to New Zealand, where he expected to live cut the
rest of his life with Mandy. Janet would not only be left with
nothing but a banknipr company, she would also probably be
stuck with the responsibility of paving off the capital gains
taxes on the propernes Bill sold.

When Ted presented Janetr the evidence he and hus
friends had discovered, she hired a lawver who ook immedi-
ate action. Two days before Bill expected to finghize it all and
head for New Zealand, 2 process server handed him 2 collec-
tion of subpoenas that would not only ake him inte court for
divorce proceedings but prohibited any monetary withdrawals
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from the escrow accounts until after the property serdement,
The first time they met in a courtroom, Janct twisted the
knife a bir by welling Bill thae it was his girlfriend who had
blown the escape plan by talking oo much o a new friend.
In the final sertdement, Janet got most of the money from
the escrow accounts, Bill gor stuck wirh the heavilty mort-
gaged properties in a falling real cstate marker, and Mandy
moved to another state without giving Bill her new address.

IS SPYING WORTH THE TIME, MONEY,
EFFORT, AND RISK®

That’s the question evervone con sidering spying on
someone else must ask. Fod Janer, the answer was obviously
ves. By spyving on her hushand, his business, and his girl-
fricnd, Janet was able to tke timelv acrion that saved her and
her owo children from severe economic and cmotionzl dis-
tress. Furthermore, she obtined the information 2r 2 mini-
mum cost because of her brother's expertise and his willing-
ness 10 not only work for free himself, bur ro recruit four oth-
¢rs$ to work with him. Her brother did rake whar some would
describe as an unacceprable risk when he pretended to be an
TRS special agent, but even that risk was minimal in thar "Ted
made only theee calls on three different people on the same
day while using the fake ID. He never made any further con-

tact with the people to whom he showed the COmMplE-gen-
erated fake credenmals.

Spying Alone Won't Guarantee Victory

Many historians and critics of the U.S. intelligence ¢ffort
through the Cold War agree that the KGB won the spy war in
the ficld of coverr information collected by using recrujred
spics. Over the years, the KGB and irs allies achieved repeat-
ed success in recruiting spies like Whittaker Chambers, the
Rosenbergs, Kim Philby, John Walker, Richard W Miller,
Aldnich Ames, and, of course, 1.5, Marine security guard Ser.
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Clavion . Lonetree, (These and others wETe all found out
We ‘must assume there were many more spies for the Soviet
government who were ncver discoverned.) .
On the other hand, the CIA was nowably umuq:::ss{u_ in
their attempls to recruit spics inside cither the Sm'_u:t Union
or any of the Soviet bloc countries. (Those good spies we did
[l were mostly walk-ins, and maost ol those were -u.?v-cn:ually
exposed by the spies the KGB n:cmi::cll from our side.)
The reasons the ClA failed so nnscnaimh- In fecruiting
good sources inside the Soviet Union and Sovier ‘F:Iur.r COLN-
tri¢s are many. One obvious impediment was the difficulry T.Ilt-
gaining access to potential spies in a nghﬂy u:rmrnih:d!u:mij-
tarian syseem that purs severc EIITIII:E.I:EU!‘.IS qnlpurmnrl n:r:;—
doms. ‘The Soviet government watched its ciuzens, especial-
Iy those with 4ccess o EUYEIMMENE SECICHS, IN WAYS th.at. can
never be employed in a free sociery. For the Soviet citizen,
the risks of spying were simply too arear and the **:hanc;s of
enjoving any rewards oo small 54:»1;1::_{5 "-l-"l'l-l.'l might have
rurned to spying were more interested in geTting out of [hr:.
svstem than in staying inside the system while making money
i ; selling scorees.
- ﬂ":’:ldd::i:r?ticrh: E%E“ thar the KGB won the spy war, the
Soviet Union is history, and the world now has only one super-
power, the United Stares of America. rood ml:t-lElgtl‘lEI: REVET
suarantess victory, and bad intelligence doesnt m:r:n:s.ﬂ:anly
ensure defeat. Knowing the cnemy’s secrel pl.;m:-. won't do
much good if his army 15 bigger, berrer ﬂqu:ppcd,lbcr.:[:r
trained, better motivated, more combat ready, and holding che
high ground. ) ! -
‘Throughout the Cold War the KGE was ph.a'}ln[-_: care! .-P‘
Tt did steal our atomic secrets, bur by the time the Sovier
Union had built irs first atomic bomb we were akrm_:lg.' stock-
piling hvdrogen bombs. The Soviers got ahead of us just f}nnll:__
the launching of the first sarellite, but even after Spumtk.hu_::
quickly caught up, and we didn’t have to steal any of their
secrets to do it
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. Sovier secrers were things we didnt have w know or

things we already knew. Indecd, critics of the CIA insist that
much of the money spent in accempring 1o recruit spies inside
.L]": suviet government ool only failed to ger good intelligence
information, but even if they had succeeded, whar the ClA
would have leamned would not have been worth the money
spent on collecting the intelligence.
. Even when we did get good intclligence, it was often
ignored because 1t suggested that the Sovier Union was not
the dangerous monster our paliticians wried to make it our 1o
be, but rather a disasrrous cconomic and social experiment
that was doomed to failure, regardless of what we did o
oppuse it

The Expected Results of Spying Must Justify the Costs

Anyone who decides to ke up spying needs to ask che
questions the 115 intelligence community never asked itself
before asking Congress for lots of money: what exactly does
one expect to learn, and will the information be valuable
cnough to justfy che cost and the potendal risk?

In the case of Janet Thompson, the information on whar
her husband was planning was well worth the small cost and
even the risk her brother twok. Bue ler’s look at another exam-
ple of private spying.

Jelfery Zweibel was the chief execunve officer at Modem
Fashions, which produced and sold economy-priced women's
clothing that pretended o be high fashion. For several vears
Modern Fashions had run a close second in sales to Parisian
Day. Zweibel was concerned thar Parisian Day was starming 1o
pull ahead in both sales and profits, even though both compa-
nies sold similar products at abour the same price.

While attending a high school reunion, Jeffery met an old
friend, Terry Danicls, whom he hadnt seen in 25 VTS,
Dianiels had just rerired at age 50 from a government job in
which he had worked overseas in 2 half-dozen different coun-
rrics. As the two men rencwed their fiendship, Terry had lie-
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tl¢ ro sav about what he did for the government. He was much
maore interested in liscening to Jeffery talk abour his business.

Afrer Jeffery complained about how he was losing our to
the competition, Terry suggested thar Jeffery oughr to do some
spying on the opposition and learn what secrets might be
responsible for Pansian Day’s success, When Jeffery com-
plained that he didn'c have any idea how to launch such an
effurt, Terry offered to help Jeffery out, bur warned his friend
rhar 2 good intelligence collection effort would be EXPENSIVE.
When Jeffery asked how expensive, Terry began scribbling on
a notepad as he worked out how much he would have w chasge
1o recruit several spies inside Parisian Day, The propesed six-
figure price staggercd Jeffery, and he rejected the plan.

Four weeks later, one of Madern Fashions' biggest buyers
announced that she was dropping the Modern Fashions line
and would be buying exclusively from Pagmsian Day.
Convinced that Parisian Day had done something dury in
excluding Modern Fashions from 3 major marker, Jeffery
called Terry and, out of desperation, agreed to the proposed
terms for running a spying operation against Parisian Day.

Owver the next several weeks, Terry, working with scveral
service agents, successfully recruited five Parisian Day
employees as spies.,

The first recruit was Tonva Lopez, a cleaning lady. A mid-
dle-aged, single mother, Tonyz had a 1%-year-old son,
Eduarde, who had recently been arrcsted and charged with
ageravated assault following 2 street gang fight. While waiting
in the courtroom for 2 hearing on the charges, Tonya met
Imelda Melendez, a voung woman who claimed to be work-
ing for one of the many advocacy groups that serve the city’s
poor. lmelda arranged for a lawyer, who got the charges
against Eduarde reduced to a misdemeanor with no e i
jail. { Tomya never noticed that Imelda helped only one person
in a courtroom full of defendanrs.)

Several davs later, Imelda rold Tonya that the advocacy
group she represenced was investgatng the abuses of work-
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ers in the parment industry. Using implied threats thar
Tonya's son could find himself back in court facing new
feluny charges, combined with the offer of regular cash pay-
ments, lmelda convinced “Tonya thar she should begin spyving
on her emplover.

Tonya was soon passing on o Imelda the contents of the
trash cans in the Parisian Day executive office. She also plant-
¢d several different listening devices in such places as the
CEOYs office, her confercnce room, and the ladies’ bachroom,
Just as importane, Tonya told Imelda a grear deal of informa-
tion about the people who worked ar Parisian Dav; their
names, their positions, whar kinds of privare things they kepr
in their desks, the relephone numbers in their Rolodexes,
descriptions of their cars and their license plare numbers.

David Misisco worked as a2 midlevel executive in the
Parisian Day sales office. David was angry thar a female col-
league had gotten a promotion that he had wanted and was con-
vinced that she had goten the promotion only because of affir-
mative action, David complained bittery about his situation 1o
his new friend, Joe Killory, whom he mer while king a night
course in salesmanship at a city college. A sympathetic Killory
let it slip that he sometimes sold informarion and suggesred that
there were people who would pay good money for inside infor-
mution on Panisian Dav's sales campaigns. Although Killory
wouldn't say who his customer mighrt be, David assumed it was
Modern Fashions. He happily agreed to become a spy inside
Parisian Diay. David not only enjoyed the money thar Killory
(really Daniels) started paying him, he also gor a major kick our
of playing spy with all the dead drops, secrer mectings, and sug-
veillance-evasion training that Daniels provided.

Regina Menes, who worked in the Parisian Day execurive
secretary pool, mer Donald Snell ar 3 church socizl and soon fell
hopelessly in love. Snell, who told Regina he worked on 'Wall
Streer as an investor, promised o marry her as soon as he
cashed in on scveral investments he had made based on insig-

er information. Then one day Donald appeared ar Fegina's
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apartment, wearing a terrified expression and elling her Fhat a
stranger had approached him on the strect and harfd:d him an
envelope containing evidence of his insider-trading actwvity.
The blackmailer didn’t want a monetary payoff to keep him
from passing the informarion to the Sccunty anfll Exchange
Commission: he wanted Donald to convince Regina that she
should begin spying on her hosses at Parisian Day. 1

At first Regina refused, but after several nasry lovers
spats, a threat of suicide, and a promisc thar she would only
have to go along until Donald could cash in the wades :i_nd col-
leet the profits, she mer with a stranger (Terry .Damﬂls., of
course), who tavghe her how to pass him information through
4 dead drop. _ :

Terry also succeeded in recruiting a delivery driver and
one of the Parisian Day bookkeepers, Alan Stremple. :

This was a casebook study in how to recruit and mn 2 nng
of spies. Each of the spics had been recruiced under a differ-
ent fzlse flag, and none of them knew about the others.

Six months after purting “Terry on the payroll, Jeffery
knew all the secrets there were to know abour Parisian Day.
He had learned thar Parisian Day was contracting our most of
its sewing work to sweatshops that employed undu:;uml:ﬂl;-:_d
aliens, that irs bonkkeepers were cooking the books o avoid
income taxes, and that it was stealing parrern designs from the
more expensive fashion houses. These, l':n::v'aa:u'tr, were also
rhings that Jeffery was duing at Modern Fashions.

Jeffery also had a foot-high file with the details u_! Parisian
[ay’s production and sales procedures. He had the list of cus-
romers. the toral sales figures, production costs, personal
details on buvers, and just about everything ¢lse that someonc
ar Parisian Dav had written down over the last five years. e
had drawings of Parisian Day's planned fashion _-:h:.nigns. is
distribution fgures, and advance information on its advertis-
INg CAmMpalgns.

g]::ﬁ'fn-gélsn knew a lot about the people who worked at
Parisian Dav, including the CEQ, Donna Sposato. He knew
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thar Dlonna’s current lover was Sharon Karzke. something that
David didnt know. Jeffery also knew the current balance in
Ms. Sposaro’s personal bank accou nr, What medication she was
taking, and where Donna and Sharon did their social drinking
a5 well 25 the bed and breakfast where they ofren spent week-
ends. He had the same kind of personal informarion on every
single executive working for Parisian Day.

Yet, despire the seacks of decuments and reports from the
spies he had working inside Parisian Dav, Ietfery didn't have
a single bit of actionahle intelligence, that is, information he
could use to gain an advantage over the competition.

LThe simple fact, which Jeffery refused o consider, was
that while Modern Fashions and Parisian Day produced
almost identical lines of clothing, Donna was a berer manag
er and CEO than he was. Most peuple liked working for her,
and they worked just a bir harder ar Parisian Dy than ar
Modern Fashions. This influenced the way rhat Parisian Dhay
employees dealt with customers, wha, as a result, liked
Parisian Dhay sales and service personnel more than thev liked
those working for Modemn Fashions. Thercfore, if all other
factors such as price, qualitv, and fashion design were equal,
which they usually were, buyers would give as much business
as they could to Parisian Day,

If Jeffery had bothered to ask just abour anyone in the
fashion industry why he was losing business to Parisian Day,
they might have told him the ruth. Bur he wasn't the kind of
man who would ever admit to himself that anvone knew the
fashion business better than he did.

Desperate tw use the intelligence he had paid so much 1o
obtain, Jeffery finally decided the besr way to hure Pansian
Day would be w pass on the informarion he had on Pansian
Day’s tax avoidance to the TRS. He did so, and Parisian Day
soon had a visit from TRS examiners that would eventually
cost the company more than 2 hundred thousand dollars.,

Even here, Parisian Day was served by its employees. The
head of accounting quickly identified midleve] bookkeeper
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Alan Stremple as the source of the information that had been
passcd o the IRS. Donna immediarcly fired Stremple. and her
senior accountants were able o neutralize most of the damage
he had done. Alchough Pansian Day did have o pay back taxes,
the toral amount was a grear deal less than what the IRS offi-
cers had been led o expect they would collecr.

An angry IRS supervisor then decided o |niu|'i. c]qsc!:-r ar
ather husinesses in the garment industry, staming with the
name he already knew, Jeffery did not have hﬂﬂhkj:f:p::m Whllf:l
were as clever or a5 loval o the company as Pansian Day's.
Jeffery's bills for back taxes, combined with his business loss-
e5, forced him into bankruprey.

Avoiding Intclhigence Mistakes _

Jeilery’s first mistake was forgerning the primary rule of
husiness: keep your eve on the customer. Whar he should have
asked was, “What is Parisian Day giving the customers that my
company is notf” The people who had the answer to the ques-
rion were the customers themselves. He needed some gnod,
lesitimate market research, not an espionage system managed

by a washed-out CIA case officer. :
" Jeffery's real problem was self-deception. He refused o

admit to himself thar his declining salcs and the loss of old
customers were signals that he wasn’t meeting the demand of
the Customers. .

The moral of this soory is simple: before deciding to spy on
someone else, you must first have a very good ides about what
information you expect to find, and you should have a clear plan
an how you intend o use that informarion to gain an advanoage.
Too ]'.I'.IHI;I'jI' people, including many in government, spy on D:Ihl:m
hecause they can't figure out whar clse o do. They thln bry
deceving rh;:m.ﬂ:h':z: refusing to recognize lh:ir. own fuilures o
serve the legitimate needs of their customers of citizens. Instead,
they hope 1o discover an explanation for their personal and inso-
cutional failures in the camp of an enemy.
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Chapter Eleven

Surveillance

successful spy-recruitment operation begins with

successful surveillance, You should start a surveil-

lance operation as soon as you decide to start spy-
ing on someunc clse. The question yon need tw answer before
beginning surveillance is not how much surveillance should
he done, but, rather, how much budget and manpower can be
commicred to surveillance, and how o nse them most effec-
tively to gather the most imporcane information.

Because there are numerows good books describing the
skills and technigues of surveillance, including severzl our-
sranding works in the Paladin caralog, 1 won't describe the
demils of surveillance techniques. Instead, T will focus on
what a good intelligence case officer hopes o discover
through surveillance. Nevertheless, the reader must under-
stand thar surveillance skills, including skills in the use of sur-
veillance photography and high-rech listening devices, are
extremely important for every intelligence case officer. Every
professional intelligence-collecrion agency in the world puts
irs case officer wainces through long hours of rigotous Lnstroc-
tion and practice in surveillance, surveillance avoidance, and
spotring others who are watching or following the traince.

The casc officer watches the target organization’s oflice
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and evervone who works and visits there to iden rify cmploy-
ees and associates of the targer. The surveillance must idenri-
fy cveryone who might be an important parr of the organiza-
tion, especially those who might know the secrees of the orea-
nizatien or have access o those who will know the secrets the
case officer wants to steal.

Employees are vasy to idenrify because they show up to
work and leave ac the cnd of the day ac roughly the same
tmes. Alsn, they can often be identificd as w the type of work
they do by whar they wear to work. Professionals dress in
suits; delivery men, cleaning women, and maintenance peo-
ple dress more casuvally and may wear uniforms, Once the case
officer idenrifics such people, then the surveillance expands
0 walching them. The surveillance must discover who they
are, where they work, where they live, what they do in their
spare time, and, most important, what they do that they wane
e keep secrer. Cars, homes, and recreational activicies will
also provide considerable dara on levels of income and how
important ezch employes is to the rarget organization.

The most important goal of the preliminary surveillance
15 10 identify possible recruits for spying—those who have
aocess to intclligence and who might be conned into spying,
Once potential recruits are identified, the surveillance
should look closely ar each potential recruit, trying o learn
everything possible abour their lives, especially uncovering
persomal problems or moral weaknesses. This will include
evidence thar a potential recruir lives above his income, has
difficulry gering along with other people, has famaly prob-
lems. and any other information thar might be used in a
reCruitmEni attempe.

LOOE AT WHAT THE SURVEILLANCE
TARGET THROWS AWAY

It’s amazing what some people throw away—canceled
checks, old credit card receipes and their carbon COpics, empty
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medicine bottles, personal letrers, memaos and reaunder
notes, old bills, grocery receipts, shopping lists, lotrery and
betting tickers, and sometimes things they never intended to
throw away but accidentally dropped into a trash can. You can
learn the addresses of friends and business contacts from
envelopes, the type of medicine they are taking, all abour
their personal finances, what kind of legal problems they face,
whart unions or professional associarions they belong to, where
their children go o school, what magazines the family reads,
how much they drnink and 30 on.

Even though the public has been wamed repeatedly
about the dangers of throwing away such things as credit card
charpe copies and bank balance sheets. most people keep
tn::.ssi;]g such things in the trash and then putting cut the trash
where anyone can pick it up before the garbage collector
comes along.

Government intelligence and police agencies understand
the intelligence value of garbage; therefore, most government
agencics with any security concerns burn zll their paper t_rash.
Most private citizens, public organizations, and business
offices are notoriously lax abour controlling trash that leaves
the office and even more careless when it comes oo disposing
of wrirten material while at home or on the road.

‘The most serious problems in collecting garbage are avoid-
ing heing vbserved while picking up the cin and doing 1t i.n 1
way rhat the subject never realizes thar his garbage 15 being
examined by an adversary. A part of the engoing surveillance
should establish the household or office tash routine so that the
earbage can be retrieved withour being observed h-:twum_[hc
rime itis placed in a Dumpster or set out for pickup and the ome
it is collecred by the garbage ruck.

IDENTIFY YOUR TARGET'S ENEMIES

Anyone who is engaged in a dispute of any kind with 2 rar-
zet of an intelligence penetration is a petennal source of infor-
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matien. Thorough surveillance can identify angrv ex-lovers,
fired employees, political opponents, business comperitors,
pecple owed money by the warget, rivals for promotion, and
anyone else who might wish harm to the targer, his friends,
and his employees. Such people will often know 2 lor abour

the one they hate and will willingly share the dirm with almaose
anvone who will isren o them.

LISTEN TO WHAT YOUR
TARGET IS SAYING

Whar is your targer saving in public and in private conver-
satiens to which you are privy? If ir's a business, read the
annual reports and advermising copy. If ir's a political organiza-
nion, read the press releases and listen to what is pur on the
public record, Go to public mectings or send someone to such
mectings. Look ar credit reports, public tax records, docu-
ments required by campaign laws, court records, and EVEry
official, semiofficial, and public document you can lay vour
hands on.

WHAT WILL YOUR TARGET
TELL YOLU IF YOU ASK?

The whole idea behind diplomacy is thar both sides
assume that it 15 a berrer idea o exchange information cthan i
s ro fight. Obviousky, when two hosrile parties talk, borh sides
will be telling lics about their intentions, their sore ngths, and
their fears. Even so, the master of deceprion must also learn
1o be & master in recognizing deception in others. Sometimes,
people wlling lies ler slip more truth than they realize.
(Remember, a good hie must have a lor of eruth mixed with i}
Eff}'ﬂu recognize the lie, then you can guess what truth the lie
15 lrvin E T CONET,

Offtentimes, face-to-face, nonthrearening confrontations
will reveal more about your targer than you can learn through
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a sophisticated spy program. This is especially rrue if you use
the techniques of friendly intcrrogation as descnbed
Chapter 8 when meeting with your enemy in person. Use
such a meeting to learn as much about your ememy as you can
while revealing only those things about yourself thar wall
strengrhen your position with the enemy.

IF POSSIBELE. GET AN INVITATION
TO THE TARGET'S HOME

This is often casier than you would suppose, provided the
intelligence officer or one of his agents is not known to the
rarget. You might pretend to be a repairman, salesman, private
investigator collecting information on a neighbor, voluneeer
fer a charity soliciting donations, or ¢ven a policeman or fire-
rman offering a free safery inspection.

Onee inside a home, always have a sudden nature call. Tt's
surprising how much you can learn abour someone by gainimng
aceess o the barhroom and the medicine cabinet.

This is best demonserated by a recent scam in which a
tent preacher, who claimed he could heal the sick, would spy
an helievers who had written lerrers requesting free front seat
tickers ro one of his healing revivals. A few days before the
revival, 1 well-dressed voung woman driving 2 new model car
would fake a mechanical breakdown in front of the trgers
home. ‘The vyoung weman would attempt 1o fix the car by
working under the hood for a bir, making sure she got some
dirt and gnme on her hands. Then, acting frustrated and
angry, she would ring the bell of the target’s house and ask to
usc the phone, explaining that she was supposed to be at an
important meeting and that she needed 1o call the people
expecting her and then call an auto club. Once the calls were
made, she asked if she could use the bathroom 1o wash the
prease and grime off her hands.

In the bathroom, she wonld open the medicine cabinet
What she learncd would be put 1o good use at the next revival

SLURVEINLLANCE 123




meeting. On the mght of the next revival, the preacher
walked through the audicnee, proclaiming thay God—through
him, of course—uweas looking for someone o bless wirh a heal-
ing: "l ¢ a woman named Evelvn who is chained to Valium.
Dir. Bemhearn writes her the prescriprion because he can't
heal her like God can. The expensive vitamins chat Evelyn
buys from the Nature's Way Vitamin Company won’t do it
either. The double-strength aspinn she buys in the 200-tablet
botries helps the pain for only 2 while, but God wants to help
her for eternity.”

Evelyn, convineed thar the preacher had a direct line to
the Almighty, didn’t think abour the pretty young lady who
asked o vse the phone scveral davs earlier as the preacher
suddenly tumed, Innked at her, and asked, “Your name is
Evelyn, isn ir?”

Chice you know everything that can be learmned chrough
surveillance abour the targer and those who work for him or
have some persomal relationship wich him, you are ready to
start recruiting people o spy on the arger,
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Chapter Twelve

T'’he Basic Steps:
Phase One

here are seven basic steps in the recruitment and
running of a eovert spy, divided into two phases.
The first three steps make up phase one, which

we'll discuss in this chapter. The remaining four steps, phase
rwn, will be detailed in Chaprer 13.

Phase One
= Spotring
s«  Ewvalustion
» HRecruiting

FPhasc Two
« Testing

« Training
« Handling

«  Termination
SPOTTIMNG
The major produces of good surveillance will be a list of

porential recruits for spying,
There are two primary criteriz that must be considered in
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identifying a potential recruit, The first criteria is that of
access: docs the porential recruit have sceess e the informa-
tion the intelligence collector wants to steal? Porenoial recruits
should be rated in order of the probabilicy that they will have
access 1o scoret intelligence or have a personal relacion with
somenne who has access,

The sccond criteriz is personality assessment: is the
porenrial recruit someone who can be subverted?

Anvone looking for 2 good spy should focus on the fol-
lowing classes of employees in the targer organization:

v Angry or desperate wpper- and midievel manggement person-
mel. These are the people who have lost the trust of their
colleagnes or have personal secrets that would lose them
such trust if their secrers were discovered. Stuck on the
carcer ladder because of their own incompetence, they
fear that they are going to lose their jobs and arc looking
for both sympathy and somcone to blame for their fal-
ure o succeed. The best prospects are those who have
been recently passed over for promotion. They will be
angry and may be looking for possible revenge, a way
vut of the dilemma, or some way to remake their world
into something more to their liking.

»  (Clerks, secretaries, and communications personned, These pen-
ple see lots of scorer informanion. Although most such
emplovess are surprisingly loyal w rheir bosses—despite
their low pesition on the pay scale—many have personal
problems and vices that make them potential subjects for
recrniting. They may have wastes they can't afford o feed,
and they are envious of those who can afford such luxunes,
especially among cheir higher-puid colleagues.

s Janitors, difvers, ceawing ladbes, and other “reuinble” people
Underpaid and often ignored or even mistreated, these work-
ers always need more meney for the simplest things. Many of
them have more scoess mo secret information, oF G 6T access,
than the movers and shakers in the organzaooen ever imaging,
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The best porential spies for combining both crigena are
the unglamorous and sometimes ugly people whe in their
often dull and always routing jobs have access to SECIETS.

()ther especially good prospects are antisocial persenali-
ties incapable of lovalty to anyrhing. These rypes of people
are alsn the maost likelv to have secret vices. They may gam-
ble when they don't have money to cover the losses, dunk too
much, use illegal drugs, cngage in high-risk sexual hehavior,
and have domestic problems. Most important, they are look-
ing for easy ways out of their rroubles.

ITnforrunately, life is no more fair for the intclligence case
afficer than it is for anvone ¢lse, and the best is not what vou
usually get. Tnstead of identitying rhe perfect recruit, most
case officers find themselves with a list of potential recruits,
none of wham come close to marching whar the case officer
hopes o find. The person with the best access the infor-
mation will be & recently promoted, contented worker, who is
happily married with grear kids, no serinus vices, and @ high-
Iy developed sense of loyalry.

Often, the initial surveillance will discover no one who
might have access to valuable informarion and who fits the
personality profile of a potential spy. Compromises must then
be made, and the experienced case officer will usually choose
the person with the personality traits thar make him an easier
rarget for recritment over the person who has bermer a00C85 T0
information. It is better to have a less-than-adequate spy than
no spy ar all

In such situations the case officer will have to settle for an
initial recruitment of an access agent, someone who has direct
access to others who may eventually prove to have potential
a5 a primary agent. At the very least, a good access agent can
provide the access necessary (0 plant electronic bugs, rake
picrures of physical plants, or report on officer Eussip.
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EVALUATION

Omce rhe case officer has identdfied potcnoal recruits, cach
one must be thoroughly evaluated in order w identify the possi-
hle mutives for why the targer would be indwced ro marn traitor
and 1o derermine what tvpe of approach will mast likely succeed.
The case oilicer must then decide who will make the inigal
approach, what cover story the recruiting case officer will s,
what enticements will be offered 1o cement their fricndship and
create anricipadon for more rewards, and how the recruit will be
managed through rthe recrntment process.

"The case officer must also decide if he will acrempt to usc
the target as an unintentional spy, of if the recruit will be
manipulared into a position where he voluntarilty agrees 1o
spy, perhaps as a favor o his new friend or because the friend
offers 1o solve the targer’s personal problems.

RECRUITING

The basic formula a case officer uses for recruiting a spy is
a simple one.

« The case officer, or someone controlled by the case officer,
pretends to be someonc the target would respecrt, desire,
admire, or perhaps even fear.,

= The recruiter arranges 1o meet and get 10 know the target

s Dmee acquainted, che recruiter develops a close personal rela-
rionship with the rarger hased on one or mare of the bonds of
friendship, such as sexual arracoon, common inTereses, sim-
ilar personalitics, common political objectives, or murmal
hates, and offers to help solve personal problems.

¢ The recruiter builds the relationship into one in which the
target trusts the recruiter and looks to him for advice and
help in solving personal problems. At the same ume, the
recruirer will subtly encourage and support the behavior
that creates those personal problems.
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+ T'he recruiter asks the targer o do innocent favors and ser-
vices and rewards the targer with praise, money, sex, drugs,
psychological suppor, or 2 combination of those things-

« "laking advantage of the growing trust and dependence of
the target, the recruiter asks the rarget to provide unim-
portant hits of information about the organization rargeted
for intelligence collection. The recruirer treats such harm-
less bits of knowledge as more important than they really
are and rewards the targer for his service.

« As the target responds in & positive manner, the recnuter
makes additional requests that step progressively closer 1o
treason, The recruiter increases the rewards given fo the
point that the target comes to expect and, perhaps,
hecomes dependent on them. Ar the same tme, the
reenuiter helps the target o find psychological juscification
for betraving those who trust him.

«  The recruiter takes the final step, asking the target w pro-
vide important information thar will be a clear berraval of
his earlier lovalties to his government, employer, trusted
confoderates, or lover.

Choosing the Recruiter

The case officer mav sither handle the initial contact him-
<elf or use a surrogate he controls. A surrogate recruiter can be
an access agent, some third parcy whe docsn't realize he is
being used, or another case officer picked because he has the
specific personality wraits needed. It is also poasible that a case
officer from a different erritory will be brought in to handie
the recruitment in case the operation ums sour. In such an
avent. the recruiting officer can go home after the failure, and
the primary case officer can look for another recruit, without
having 1o fear exposure by the target of the failed atrempt.

If another professional case officer is used, he should be
fully informed about the reasons for reciuitment and what the
operations officer expeets to get from the recruir. On the other
hand, an access agent may know little or nothing about why
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the target 15 being recruited or, for that mater, who will real-
lv benefit from the spying.

Preferably, such an access agent will not know who he 15
really working for. For example, a case officer may hire a pros-
rimte who approaches a potenrial recruit known 1o be ripe for
1 love expernience. The case officer tells the prosritute thar the
rarget is a business cusmmer he wants 1o get relaxed and
ready to deal with when, in fact, the case officer s u KGB
agent who wants to set up the rarget for a blackmail recruit-
ment. The prostimuee, at the instruction of the case officer,
may then prerend to be a college student locking for work of
a recently divorced woman looking for love when she meers
the target for the first time.

Once the access agent gers to know the targer and earns
his love or truse, he will lead the rarget into an intreduction
with the case officer, who will then take over direer contrel of
rhe tarpet. For example, the prostitute might first develop a
romantic relarionship with the targer and then introduce the
rarget Lo the case officer at a social funcuion as an old frend or
relarive. In orher situations, the access agent of the contact
case oificer may introduce the primary case officer to the ar-
ger during a chance mMectng i 3 restaurant, on 2 polf course,
at church, or in a bar.

It mav be impossible to make direct contact with the best
porential recruit, Perhaps he never goes out in public, or he
hides behind a seeretary who screens all his appoiniments and
is extremely suspicious of any approach by a stranger who has
not been properly introduced. In such a case, the case officer
may enlist the help of an innocent third parry who is close to
the target. perhaps a relative, an old friend, a business associ-
ate, or cven his wife or child. The case officer first makes

friends with the associate or family member, and then when
he pains rhar person's trust, he manipulaes the unwitting
accomplice into introducing rhe warger him.

Whether he makes the initial contact of uses a surrogate, the
case officer arranges a meenng with the putential rectut that
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appears to be a nurmal occurrence in the daily life of the recruit.
In most cases, it should take placeina nonthrearening social sit-
uation, preferably when the potential recruit is relaxing away
from the office. The targer might be approached while on vaca-
tion. at church, or perhaps traveling i a foreign country.
Government agencies often approach 2 target while he 13
rraveling abroad, Indeed, if he lives in & repressive Country in
which the government regularly sples on ifs Citizens, recruit-
ment in a foreign counrry may be the only possibility. The
Mossad almost never stations case Agents inside Arab coun-
wries. Insread, they focus their recrustment ciforts on Arabs
who travel abroad.

The idea is to set up a social sicuation in which the target
remembers the meeting as one in which ¢ ook the initanve.
it is best if a sitvation is designed so that the rargst approach-
s the recruiter and introduces himself.

In one counrerespionage operalion targered agamst an
intciligence officer working in the Sovier Embassy, an FBI
recruiting team began arrending meetings of 2 technical soci-
etv where the suspected Sovier case officer often hung CUE.
Oine of the members of the FBI team always arrived alone and
remained aloof from the other partcipants during the meet-
ings, but pocasionally asked probing questions that suggested
that he was a highly qualified technical expert. The Soviet
Ermbassy case officer, obviously curious, started asking other
fuests at the meeting abour the srranger, but no one scemed
o know anything about him. Eventually, the Soviet agent
avked one member of the FBI recruitment team, who told the
Senier 2 cover story that identified the stranger 43 2 scicnst
working for @ government contractor in the missile mdustry—
an obvious target for Soviet recruitment.

Soon, the Soviet agent approached the planted F BT agent,
whe arcfullv managed to turn the rables and recruic the Soviet
to spy for the FBI. Whar started out as an allCMpt ar recruic-
ing an American to spy for the Soviers ended up in the suc-
cessful recruitment of a Sovier intelligence office, who pro-
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vided extremely valuable informanion for several vears. (This
particular spy became one of the first victims after Bick Ames
stamed spving for the KGB. Ames exposed the man 1o the
KGB, and he was then suddenly transferred back to the
Sovict Union, arrested, and eventually executed.)

In some circumsrances the incelligence ream might want
to create a situation in which the targee, or a lover or family
member of the targer, is placed in danger, then the recruiter
appears on the scene and rescues the targer. Two support
agents mighr ammack a porential recruir on 2 dark strecr As she
is about to be raped, a passing motornist stops and scares the
rapists away. The rescuer, pretending to be a good Samaritan,
then takes the woman to a police station or wherever she
WANCS [0 20,

Instead of being the primary warget, the woman might be
the daughrer of the primary targer. The heroic case officer
then scoepts an invitation to meet with the father who wants
oy extend his thanks.

Another ploy 15 0 arrange 3 munor traffic acodent that
allows the opportunity to exchange names and addresses. The
recroiter docsn’t kave o be in the other car; he could be the
witness who ot & descnption and heense number of a2 hit-
and-run driver.

The plot for such threatening situations might be rewrit-
ten so that it 1s the recroiter who appears to be in danger and
the porential recruit saves the day. This works especially well
il the mitial contact agent is a pretey woman and the potential
recruit scares off the criminals who are dragging her into an
allew or are running away with her purse.

In a previous chaprer we saw how a case agent first st up
a love match, put the love in danger, and then introduced
himzelf to the rarger, offering a solurion char saved the girl and
protecied the tanget from exposure.

Wherever the initial approach is made, it should be a sir-
varien in which the case officer has control and can retreat
quickly if something goes wrong. Although the recruinng
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operation should be carcfully planned out in dertail, the case
officer must be ready o flow with the cvents and situations
and be prepared to take advantage of sudden opportunitics.

Throughout the recrmitment process, intelligence officers
should intensify the surveillance of the prospect. All meetings
berween the recruiter and subject should be monitored by a
surveillance team, If possible, both sound and nideotape
recordings should be made, The imelligence team should
gather any evidence that might be used w incriminate the
subjeccr—Tfingerprints, photos, rape recordings, and cyewi-
nesses—in the event the recruitment efforrt fails.

Once the target meets the case officer, the latter, who will
almost always prerend o be something he is not, begins to build
a nonthrearening friendship with the rarger. At the same time,
evervthing the case officer says or does must be designed to put
the target at ease and make him or her enjoy the new friendship;
the cuse oificer should do nothing that purs the warget off guard
about the possible dangers of such a frendship,

"The case officer must do whatever is necessary to become
a trusted friend on whom the prospective reennt believes he
can relv. To do this, the case officer will do the following:

= Lisrento the target talk

»  Svmpathize with the target’s problems

+  (Mffer easy solutions to the target’s problems and lend a
helping hand in solving such problems

s Feed the rarget’s prejudices and play re his vanity, fears,
and hopes

s (Granr the warget absolution (no marter what ternble things
he admits to having done)

= Ask the target for simple favors and be grateful when they are
granted but gracious when the tasget cannot help

=  Mever enticize what the targer holds dear

As the friendship develops, the case officer or us con-
trofled surrogate leads the targer into spying by mzking it
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appear to be a natural outcome of the friendship. Often, the
clever case officer will creare a sitwarion in which information
becomes a commaodity the target can use 10 help solve 2 prob-
lemn faced by the rarget o the case officer himsclf.

The first request for informarion will be for something
thar appears o be harmless and perhaps even legitimare, It
may be something as simple as & request for a company tele-
phone buok, training manual, or list of salesmen of company
emplovees. The pext step roward treason will be a requese for
somerhing a bit more sensitive, but this time it will be accom-
panied by an offer of some kind of reward.

Gradually, the new friend leads the targer into increasing-
v illegal and immoral behavior, all the while making it appear
thar the traitorous acts are further cementing the fricndship or
love affair. The inducement ro treason may be psychelogieal
morivation, 56X, MUnEY, of 2 combination of all three.

In some sitpations, the case officer may arrange secretly o
create problems that threaen the targer’s peace of mind.
employment, marriage, of even his life or the life of someone
he loves. For example, 2 case officer may use an access dgent
to plane evidence that will get the targer in rouble with his
hass or the law, The case officer then sympathizes with the
aggrieved emploves or loyal citizen while subtly suggesting
that rhe target owes no real lovaley 1o such an unfair cmploy-
CF O pOvernme nt,

Tf hlackmail is used as an inducement to treason, The case
officer will usually not be the one making the blackmail
threat. A crude encrapment followed by blackmail threats
from the case officer can easily backfire, and if it does, the
case officer will have  withdraw and the recruitment eflomr
ahandoned. A clever case officer will arrange for someone else
1o make the blackmail approach, and then he will offer « way
to zcr out of the hlackmail sizuation or colleer cthe funds nec-
cssary to pay the blackmail demands, The recruitcr may even
pretend to be another vienm of the same blackmailer. This
was the merhod used in the following example,
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The Manila Blackmail Recruitment

The target of this recruitment operation, Carl Larson, was
in Manila on a business trip when he overheard 1wo
Americans talking in a hotel bar about their home town of San
José, California. Carl interrupted and introduced himself us
someone who called San José home, ton. The two men asked
Carl to join them for s drink and introduced themsclves as
Bob French and Bill Lee.

Boh told Carl that he and Bill had just mer and joked about
what a long way the three had come 10 meet a couple of neigh-
bors. The three men exchanged business cards, had a few more
drinks, and then Bill, who had bragged about his frequent trav-
¢l 1o the Philippines, suggested thar he take the other rwo men
on a tour of the infamous Manila nighr life.

After numerous drinks and stops at a half-dozen different
girly bars featuring full nudity, the three men took three
Filipino women they had met along the way to a short-time
hatel rhar Bill recommended. There, the thiee men split com-
pany, and ¢ach took his dare to a scparate room.

The next moming, Carl woke up with a rerrible hangowver
and 1 heavy load of guile. compounded by the fear that the
woman. who didn’t look all that prerry or young in the mom-
ing light, might have given him something he didn’t want to
rake home to his wife, Carl paid the lady and then ook 2 taxi
back to his horel with a quick stop at a pharmacy where he
bosght enough anubiotics to ensure that he wouldn't come
down with anv of the less deadly discases of love. He saw nei-
‘her Boh nor Bill during the remainder of his stay in Manila.

Three weeks later, when he was back home in San Josc,
Carl opened an envelope delivered by & messenger and dis-
covered a videotaped recording of his acavities with the
Filipino prostituze. The accompanying note made the usual
blackmail threats abour sending copies to his wife, the press,
and his employer unless Carl paid $50,000. There were also
instrucrions for making the payment w a numbered bank
accnunt in Fanama.
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As Carl sat there, stunned and fightened, he received an
angry phone call from Bob French, who accused Carl of set-
ting him up for blackmail. French rold Carl thar becawse he
was a bachelor and the owner of his own consulting company,
he was blackmail proof. He not onlv refused 1o pay the black-
mail, he threatened to go after hoth Carl and Bill T.ee, who
French was sure must have conspired o blackmail him. Carl,
by now almost hysterical, vehemently depied the accusation
and wobd Bob he was also bemng blackmaled—and that he
wasn 't blackmail-proof. Bob, cooling down, suggesred thar the
rwo of them get topether to discuss what to do nexe.

When they mer, Bob starred off by apologizing for accus-
ing Carl of setting up the blackmail operation. He reporced
that since the moming conversation, he had tried o call Bill,
bt the number and address histed on Bill's business card were
phony. Obviously, it had been Bill who set up boch of them.
Whereas Carl, who didnt have 350,000 in available cash, was
terrified, Bob, although angre, apparently was not worned
abour himself. Bob pointed owr thar even if Carl found the
money and paid it that would just be the first installment.
Cioing wo the police wouldn't do any good cither, becawse Bill
was operating out of a foreign country.

Bob wanted to put the blackmailer out of business, per-
manently, and sugzesied that was Carls best hope as well,
provided that in the process thev could ret hold of che black-
mail material. He mold Carl he had some Philippine contacts
he thoughr could do it for him, but he didnt want to make a
move unless he knew that he had Carls supporc. When Carl
asked whar rthar would cost, Bob rold him not to worry. that his
friends owed him a favor and that he felt partially responsible
for Carl's problems because he hadn't sporred Bill for the
blackmailer he was. Bob sugpested that Carl keep his mouth
shurand nor pay any blackmail for the rime being, The longer
they discussed the action, the more Bob made it sound hike he
was going 1o solve the problem more as a favor to Carl than
because of any concern about himself.
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A week later, duning which nme Card reccived two more
terrers demanding immediare payment, Bob called and sug-
gested that the two of them meet for lunch. As soon as they had
ordercd the drnks, Bob explained thar his conracts in Manila
had found Bill's place of operanon as well as evidence thart he
regularly enticed visiting Americans into blackmail siruations.
They also had learmned thar Lee kepr his blackmail evidence in
a safe in a small apartment where he lived in Manila. Bob's
fricnds had it ser up wich a crooked Filipino police colonel to
break into the apartment, open the safe, collect the evidence,
and then “puor Bill our of business, permanenchy.™

There was just one hitch: the payoff to the police colonel
for his help (1o ensure thar ne one who engaged in the break-
in would he caught and amested) was going 1o cost more than
eithcr Bob or his fricnds had expected. Bob’s friends in
Manila had proposed a desl. They wanred a complete report
on Carl’s business activiries dunng his visit to Manila, whom
he met, what deals were arranged, and whar kinds of profies
Carl’s company expected to make in Manila

When Carl asked, Bob admicced that the information
wonld go to a European competitor who wanted o make che
deal with the Filipino corporation that Carl had been wooing,
Bob added that his own opinion was thar the competitor
would ger the deal anyway and that the Filipino firm had
been stringing Carl’s company along to use as leverage to get
z hewer deal out of the Evropean company.

In face, Carl's mp to Manila had been a business busr,
The proposed partner for the Filipino-Amencan venture
wanted too big a share of the stock, and unless the Filipino
changed his mind and lowered his demands, there would be
no deal, even without anether competitor bidding for che
business. Because Carl didn't wanr o go back to Manila ever
apain, he could have cared less if his company lost the marker
in the Philippines. He quickly agreed o do what Bob asked.
A day later he gave Bob all the information he had requesced.

A week larer, Bob mer with Carl again and handed im a
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peckage conmaining the original negatives and videotape of
Cael’s Mamnila night. Bob also assured Carl char he didn't have
eo worry abour Bill, who had "disappeared.”™

Bob had another surpnse for Carl. His friends in Manila
had found the information thae Carl had provided so useful
that they were paying a bonus, Bob then handed Carl an
cnvelope containing $1,000. Te asked that Carl sign a reccipr
for the money so Bob could prove o his [iends that he had
passcd it on to the intended partv. Bob assured Carl thar no
further record would be made of the transaction and that he
could consider the money tax-free income thar neither Carl’s
emplover nor the IRS would ever know sbout.

As soon as he signed rhar receipr, Carl was hooked, The
next time, Beb asked for a bit of commercial intelligence an
Carl’s company’s plans for 3 pending deal in Singapore, Carl
made 51500, exacrlv what he necded to pay for the unex-
pocred orthodontic work his daughrer required. During che
next several vears, Carl passed increasingly sensitive intelli-
gence abowr his company's overseas deals on oo the man he
kncw as Bob French.

Bob and Bill had worked together in setting up the
recriitment that entrapped Carl into hecoming a corporate
spy. Ball's disappearance wasn't murder; he just dropped the
fake idenrity he'd used for one operation.

When the Case Officer Can
Openly Blackmail the Recrut

Although the case officer is usually nor the one who
actually blackmails the recruit during the initial process,
once the recruit is working as a spyv, the case officer may use
blackmail, if necessary, o keep the spy in line. The case
olficer should always collecr the necessary evidence that he
can use o blackmail a recruit who decides he doesn’t wanr
o spy any longer.

In the previous example, for as long as Bob concrolled Carl,
he kept in a safe his own copies of the photos and apes of
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Carl’s night on the town along with the growing pile of recciprs
for the money he paid Carl for company secrers. But he never
had o use char marenal to control Carl.

Creativity Is Always the Urder of the Day

There are an infinite number of ways in which a case offi-
cer can deceive a target into mrning raienr. T he best method
15 one specifically designed to fit the emotional, psychologi-
cal, and monctary needs of the targer while subdy offering the
target a justification for what he is going to do—steal informa-
tion and give it to the new friend, who has suddenly become
an important part of his life.

Somerimes, honesty—or berrer said, some honesty—is the
hest policy in a recruitment effort. If surveillance and inveso-
gation uncover thar a potenial recruir is already angry at his
boss, he might jump at the chance to de a hitde spying for the
comperition, especially if he can make money doing it
Intelligencs experts who engage in commercial espionage are
always on the lookour for disgmintled employees who are
lvoking for new cmployment.

In such a case, the direct approach, in which the case offi-
cor offers both immediace rewards and the possibility of
future emplovment, may be the casicst, quickest route o
recrintment. T hat’s why the cold pitch descnbed in Chapter
9o reciuil Silvesere Maroner worked. Maminegz was in 2
career bind and he knew at, and he also knew that the only
intclligence agpency that would be interested in the informa-
tion he had 1o scll was the CIA. When you have a porential
recritic who will jump at the chance to work for the CLA, TRS,
or FBL, or a busingss competitor who Wants o put @ recruit’s
mean boss out of business, a false flag is not only unnecessary,
it may actually ger in the way of recruitment.

However, even in these cases in which the case officer
honestly admirs whar nrganir.arinn or agency he represents,
some deception is still in order. The smart case officer will nor
us¢ his real identiry or give the recruic any information that
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would allow rhe recrit to identify him or learn anvthing
abour his personal life. 10 always possible that the potenual
spy who appears 50 anXions to start spying for the case officer
i5, in facr, the hait set as a wap. Its also possible that the
potential recruit will suddenly change his mind. In any case,
the less thar the recruit knows abowt the real person doing the
recmiting, the better.

When the Recruitment Fails

There are no guarantees in life, and even the besc-laid
plans sometimes end disastrously. The recruit may recognize
what is happening and immediately react o protect himself
and rhose to whom he owes his loyvalty. The target may break
off contact, or he may go ro his security officer, counterintelli-
gence peaple, of the police. T'he worsr-case scenano is vne in
which he continues ™ lead the recruiting case officer on,
either to entrap him or 10 fecd him falze information.

The possihilicy that the target will be donbled in an
artempt to spread disinformarion s the reason why close sur-
veillance of the target should continue throughous the recruit-
ment effort. I the porenrial recruit starts meeting sccrerly
with other people, the recruiting officer must be amonyg the
farst to Know.

Failed, abored, and doubled recruitments always pose a
serious threat to the intelligence agency, the private intelli-
gence case officer, or the private citizen whe initiares an espi-
onage operation. Therefore, recruitment plans must always
include procedures o follow in the event of failure or even
betraval. The espicnage officer must assume that the subject
who rejecrs a recruitment attempt will report the arcempe to
his government, emplover, or agency.

As soon as there is good reason o believe rhar the attempt
at recruitment has failed, or will fail, the case officer and any
others engaped in the recruitment must break off all contact
with the subject. Any conract points, such as oflice phone
numbers or safe houses, must be shur down. The target must
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have no wav L0 contact anyone associated with rhe recruie-
ment anee the recruitment effort is abandoned. This 15 why 1t
i5 50 important to use a false idenncy when recruiting, even
when the recruiter is honest about what government or orga-
nizarion the spy will be serving, Those responsible lor espi-
pnage activity must be able to make a credible demial if the
target gocs public or attempts 1o make a criminal charge.

If future attempts arc made to recruit new subjects in the
same Larger organization, the case officer must assume the tar-
gee officers will be warned. The same false flag or cover story
should not be used, and the same case officer should not
arrempt to contact another potential source in that targer orga-
nization. This is why the CIA and other spy agencies often
temporzarily bring in 2 case officer assigned in another councry
for some extra dury whenever they initiare a recruitment. 1f
the recruitment [ails, the exposed case officer can immediate-
Iy leave the counery, and there will be no chance that the sour
recruit will bump into the failed recruiter accidentally while
walking through a shopping mall.

A clever recruitment effort using a false flap may cawse
the enemy problems even when it fails by spreading misin-
forrmartion. Say, for example, a KGB case officer pretends o be
an Amercan interesred in a relationship in order o recruit 2
voung but homely woman working in a French aromic
weapons production facility. When the woman's new lover
srarts asking gquestions about weapon producuon, she goes o
hir sccurioy officer like she is supposed . The French coun-
rerintelligence agency sttempts to trap the case officer, but he
spors the tail on the targer recruic and disappears forever, The
French zovernment then comenits a grear deal of tme and
effnrr trying to discover why the Americans ar¢ recruiting
spies within the French nuclear production industry.

In a similar example from the world of private cspionage,
a vase officer working for a large corporation accempted to
recruit a spy inside a comperitor’s bockkeeping deparmment
by claiming 1o be working for the IRS and offening a stzable
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reward for the information he wanted the targer w steal. The
honest emplovee instead old his boss about the attempt (o
recrint him. The boss was no longer such a threarcning com-
petitor because he was worried oo much about a possible
government investgannon into his financial aftairs.

Whenever sbandoning a recruiring efforr, the case officer
should do ¢verything possible to embarrass or discredie the
uncooperatve target. He should exposc any blackmail marer-
wl, tell the failed recruit’s wife aboue the girlfriend, anony-
mously report crimes to local police, and so on, The more
trouble the failed recruit suddenty discovers in his Dife, the
less likely he will be to spend time and effont trying to identi-
fy the man or woman who tricd to Turn him inco a spy. [f a case
officer can't recruit an enemy’s loval emplovee wo spv for him,
he can make sure that the emplovee 1sn't the happy worker he
OnCe was.
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Chapter Thirteen

"I'’he Basic Steps:
Phase 'Two

very new spy must he tested as soon as he srars
passing intelligence 1o the case officer to make sure
thar the spy is delivering reliable informarion.

TESTING THE RECRUIT

The testing will continue for as long as the recnuted spy
provides intelligence information. The best way 10 1¢st the
new spy's reliability is to check his informaoon against known
facts. To do this, the case officer tasks the spy with finding out
specific information without letong him know that the casc
oificer already has that informarion.

For example, the CIA may already have identificd 3 mis-
sile site by surveillance photography. 5o the case officer asks
the new spy to steal a list of missile sites and then checks w
make sure the known site is on the list provided by the spy. If
what the spy provides doesn’t jibe with whar the case officer
knows to be tree, the new agent may be a liar, a plaat, or just
a poor source of information. Regardless of the reason for his
inaccuracy, he is nor credible, and if the situation cannot be
commected through threats or the erminavon of promised
rewards, the spy should be dropped as a source.
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Although stolen informartion can almost always be veri-
fied during the early service of the recruited spy, as the spy
provides more sensitive and unique infarmarion, it will be
more difficult to test informartion provided by the agent
agamst other rehable sources.

If possible, any espionage operation should recruit mare
than on¢ spy inside the earger organization. By operating a
nng of spies, the case oflicer can check each spy's information
against the informanon provided by other spies. Each spy
should have no clue about which of his colleagues is also 1:|_1-'_'.'-
ing for the enemy. It's hest ro recruit different spies under dif-
ferent false flags using different case officers as the control for
cach spy.
~ Evenmally, the best and most useful spy may be provid-
tng intelligence informarion thar is nol available from any
other source. This is the very reason why someone sets out to
recruic @ spy-—to learn something rhar cannot be learned any
other way. On the other hand, such single sonrce information
can be exrremcly dangerous if it's misinformation.

Sometimes the informarion can be casily verified by the
results. For example, the spy repons thar the enemy will
arrack Cartagena on Tuesday, and the enemy does ju.r.l; thar.
However, careful records must be kept of all informarion pro-
vided by the spy, and these must be checked against Future
events and other sources of information.

A ngorous scicntific method must be followed in checking
on the veracity of the information provided. If the informarion
15 mndeed true, chen all predicrions of future evenrs based on
the stolen information will prove true. Even one prediction
based on an agenc’s informartion that doesn’t check out must
raise serious doubts about the relishility of the agent
However, sometimes false predictions can be explained:
“The prime minister changed his mind ac the last minute and
canccled the attack on Camagena because he dizscovered that
the enemy had been alerted to the amack.” Often, when an
intelligence report proves false, the excuses offered by the
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spy can be checked out, If the explanation cannot be verified,
the intelligence operations officer must exercise even greater
care in (esting future informarion the agent provides.

In all intelligence-collection efforts that rely on recruited
spies, lving is @ constant consideration. In one casc in the
1950s, the CIA paid millions of dollars to a Chinesc agent whe
claimed he was running a network of spics thar he had recruir-
ed inside China. He claimed his agents were [CpOming on
social conditions, anti-government activities, and economic
developments. The agents inside China supposedly delivered
their reports to the ULS. agent by secret correspondence and

radic transmissions.
Tn fact, the self-described private intelligence entrepre-

neur was lving. He based his reports on newspaper storics,

public government documents, and propaganda broadecases,
all of which he collected outside mainland China. He had no

ring of spies. no clandestne radio ner, and no sources inside
the People’s Republic of China.

Because he was using many of the same sources thar the
CIA was—interception of radio and TV news programs and
newspaper clipping services—the bogus spy's infarmation
senerally tracked with what the CIA analysts already knew
about Red China. By the time the CLA discovered the nature
of the informarion, the agency faced a massive task in clean-
ing out the thousands of files based on the faked informartion
provided by the bogus spy. The “spy™ disappeared—along
with the millions he had collccred—and was never heard from
again, Even worse, there is good evidence thar the spy was
working for the Republic of China in Taiwan; thar is, he was
relling U.S. intelligence what the Nauonalist Chinese wanted
the Americans to believe.

The fact that some information does check out 15 not
irrefutable evidence that the source is reliable. Disinforma-
rion aperations, such as when a spy is doubled and then used
to pass false information 1o an enemy, always include factual
information as a cover for the misinformanion.
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The theee most dangerous mistakes an ineelligence officer
can make are as follows:

+ Toconrinve 1o accept unverified intelligence provided by
a recruited spy after a picce of information has been
proven false. (This is especially dangerous if previous
informarion from the source made the intelligence officer
look good with his supeniors.)

= To refuse w accepr information provided by a reliable
upent—aone whose previous informarion has alwavs checked
out—becavse the new information doesn’t fic the officer's
beliefs about whar the enemy is doing or planming.

» To pressure the spy to provide intelligence that will verify
the officer’s unsubstantiated conclusions, which will likely
just tempr the spy o create false intelligence to keep the
pavirents coming in. {1 he waorst sin a case offiecr can com-
mit 15 to offer 3 spy a bonus if he produces inelligence
confirming his own favorite theory. Never give a spy a rea-
son to hie to keep the case officer happv.)

The whole purpose of spying 15 10 lcarn infurmation char
changes our understanding of what the enemy is planning and
will likely do.

WHEN INDEPENDENT
VERIFICATION ISN'T POSSIBLE

All weo often, 1t's impossible to venfy information inde-
pendently before deciding whar action to take based on cthar
informartion. Sometimes intelligence collection evolves to the
point that there is no way o verify a repoet, but if thae infor-
mation 1§ acted upon, and it proves true, victory 15 guaran-
teed:. but if it proves false, disaster ensues. This dilemma is
why 50 many mntelligence agencies have mirned w the polv-
graph examination as a way of esnng recruited spies.
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Fluttering the Recruit

The CIA and other government spy agencics often
include the pelvgraph as one part of their testing process. The
recruic will usuaily only submit to a polvgraph examination
after the recruiting process is completed and he realizes that
he is indeed spying on his own povernment, employer, of
fricnds. Once he realizes his predicament, however, the spy
usually has no choice other than agrecing w be fluttered, pro-
vided rhe case officer can arrange a way to set it up. (The spy
who is being paid ro supply secrets and refuses o be fluttered
is most likely lying.)

Some polveraph cxperts, the honest ones, will admit that
the polveraph is really a psychological tool rather than a
machine that measures tmth. Anyone who understands what
a polveraph will or will not do can often beat the machine. Tr
doesn’t work much berrer than a coin {lip as a hie detector for
many people, including those who have the most experience
telling lics. When the machine does work, it works as often as
nor hecause the subject doesn't dare tell 4 lic our of fear that
the machine will carch him.

There are several books that describe rechniques on how to
bear the machine, and many intelligence agencies instruct their
emplovess and sometimes even their agents on these tech-
niques. Rick Ames passed two polygraph tests while he was
making millions of dollars selling our 1.5, spies to the KGB.

Polveraph examinations are expensive; they require
trained person nel, and the recruit must FO Lo SOME SCCTCtT lnea-
tion. such as a safe house, or even take a trip to another coun-
trre =0 he can be flurrered. Even so, if the case oflicer has the
mcans of flutering & recruit, it is worrhwhile doing so, as long
s the case officer understands that the polvgraph examina-
nen s one part of the diama of recruiting and evaluating the
sriirce, & scenario designed to make the recruit believe that
his lics will be discovered and he will be punished.

This drama can affect a recruit so much thar a privace
intclligence operator may want to arrange a fake polygraph
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examination if he docsn’t have the budget and trained per-
sumnel for the real thing. Most people have never seen a poly-
graph machine, 50 1t's a simple exercise 0 scr up something
that looks like a palygraph session does on television, hook vp
the subject, and let someone ask him a bunch of guestions. In
such a con it is surprising how often the subject will ell the
truth because he thinks he can't lic without getting caughe, or
he will ger so nervous that an interrogaror won't need a lie
detector to spot the lies he ells.

Whart the mtelligence officer should never do is accept the
word of the recruit based on the suppused resules of a paly-
graph cxamination. The truth can only be determined by
examining wherher the infermation provided proves e, If
not, then the recruit was lving or someone lied o hnn, no mat-
ter what the machine rold the polvgraph examiner.

Venficaton by Friendly Interrogation

Intelligence officers who understand the fallacy of
depending on the polygraph rely more on the techniques of
friendly interrogation o test their recruits. Each eime a case
ollicer meets with a recruit in a simarion that permits a frank
exchange of information, he intcrrogates the recruic in grear
degail about his collection of intelligence informarion,

When a friendly interrogarion is done right, the subject
may not even realize that he is being interrogated, bur insread
conclude that the conversation demaonserates the case officer’s
interest in and concern abour the subject’s daily activities and
the risks he 15 taking by spying.

A pood source-verification interrogation will take several
hours {or even scveral days), with the case officer {or berer, a
trained interrogation officer) encouraging the recruit to talk
abour anything and everything dealing with his daily life and
his spy activities.

If ar all possible, the entire conversation should be record-
ed without the spy's knowledge. Tt's cven better if the inter-
view can be secrerly videotaped. The more detail the recrir
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provides in answering quesnons, the better. The case officer
wanes o learm such things as w whom the recruit has been
talking, the dates and time of dav such meerings wok place,
where the meerings ook place, who else attended, and whar
they ate. Every question should be asked in several different
ways, bur they should incerspersed throughout the dialogue
and nor be sequential.

After such an intcrrogation, the case officer, the interroga-
tor, and the support intelligence staff must go over the enrire
conversation, word for word, looking for possible contradic-
tions and making specific comparisons with the answers to the
same guestion asked in differcnt ways.

Telling lies is a loz harder than telling the truth, and only
the cleverest of deceivers can remember all the derails neces-
sarv to make a lie hold together over 2 long interrogation. Most
liars don't plan a story thoroughly, so they must create the
details on the fly, which makes it even harder to remember the
little lic they told two days ago. Most often it wall be the livke
detzils that slert the case officer thar the recruie is lying.

Perhaps the recruit describes a visit to 2 nuclear plang, and
when asked a question abour the weather, he reports it was a
sunny day. When the case oflicer checks a weather report, he
discovers that the day was heavily overcast. Maybe the recruit
mentions that one of his sources was drinking a maroni dur-
ing one meenng. When the [nendly mterrogator asks several
hours later whar drinks were served ar the meeting, the
recruic, who has already forgotren whar he said carlier, reports
that evervone was drinking scotch.

Give s suspected liar a chance o ralk, acr as if you believe
cvery word he says, and ask lots of guestions. Sooner or laer
the liar will trip himself up.

TRAINING THE RECRUIT

Every recruit will eventually require some training in the
craft of spying—such things as the use of miniature and spe-
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vialized cameras, coded writing, computer encryprion pro-
grams, radio transmissions, surveillance-derection technigues,
dead drops, and escape and evasion tactics. How much train-
mg is necessary will depend on the sophistication of the rar-
gered organization, how the spy is collecting the information
he steals, and what personal expericnce and technical infor-
marion he brings to the table when he agrees o spy.

Clbwiously, if the recroited spy is an emplovee of anoth-
ef spy agency, he will need to exercise extreme caution in
avoiding the counterintelligence security apparatus that
routinely searches for cvidence of treason among its own
emplovees, On the other hand, the secretary recruited to
spy on a small buziness executive may have lictle reason o
fear exposure and thus need onlv minimal instrection on
the practical aspecrs of spying.

The training may range from no more than a couple of
hours of instruction in a safe house to an cxtended trip w a
neutral third country with long days of specialized insrrection.
Training alse provides opportunity to cement the relationship
between the recroited agent and the control appararus, w
tempt the recruit with fumre rewards, and o make him fesl
like: he now belongs to a close-knit organization thae will pro-
tect him in the event things go wrong,

Special emphasis should be given in the rraining session on
the techniques used to pass both instrucrions to the spy and the
meelligence collected by the recriited spy back o the cuse officer.

Arfangements should also be made for handling pay-
ments, and the raining officer must emphasize the need for
diseretion in how the money carned from spying is spent. The
training session should address the question of how ro explain
sudden wealth—aor, beerer, how 1o hide it. Rick Ames told his
colleagues in the ClA that he had married a Colombian
woman who had inherited a great deal of money from her
father. {The truth was that Rick’s father-in-law lefr no wealth
when he dicd and Rick spenr a good share of his income from
spying on the support of the motherin-law in Colombia.)
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Often, people who are recruited as spics discover they enjoy
the secrecy and the excitement of showing up others, especually
those whom they think have underestimated their abilitics or
tiken advantage of them. Gond case officers play on this. There
may well be no need for secret drops, complicated plans for spot-
ung surveillanee, or scerer passwords, but dramatics in both the
training and use of such skills on a regular basis will serve to keep
the recruited spy intercsred in the game.

THE PSYCHOLOGICAL HANDLING
OF A RECRUITED SPY

Evenmally, the recruir will realize that he 15 spying on
those who trust him. At this pont, the sumogate recrurer
should pass full control of the recruit o che case officer, if that
has not already been done, This passing of conrmol should
appear to be a natural result of the recruitment process. In
most cases, the recreiter should set up 2 meening with the per-
son who will serve as the regular case officer. *This is my
uncle, who is going o help us solve oar problem,” or “This is
the man I told you about, the one who will be paving you from
now on."” If the recruit has a dependent relationship with the
original recruiter, cspecially if icinvolves a sexual relanionship,
the case officer may want 0 Keop that relatonship alive, at
lcasr for a shom pertod or until the case officer can manipulate
the recruit into a new dependency on the case officer.

At some point, the case officer should guarantee the safe-
tv of the recruit and his family. It is not impomant whether the
guarantee is valid; what is impomanmt is that the recruir
believes the guarantees 1s valid. (A good case officer will
engage in any deception—no matrer how cruel or false it may
be—if the deceprion ensures the conperaton of the recruit.)
The more convinced the recrvir is that his spying will not
result in personal ragedy for himself or his family, i b doe
what e case officer demands, the beter spy he will be, (There
15 nothing wrong with letting the spy believe that if he fails w
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do what the case officer demands, he will be nostnl-decp
fIsinE Walcr. )

Each recruired agent requires personal handling. The spy
may want a buddy, a confessor, a mother, a leader, a lover, or a
seneral, Ar the same rime, the case officer must keep his own
emotions under tght control at all umes and never allow him-
sclf o develop any Kind of emotional artachment 1o the recrur,
The case officer has o play the great fnend and buddy while
mentally building a wall that will allow him 1o use the recroir
in an effecove manner withour worrving about the conse-
quences, even if that requires placing the recruit in exoeme
danger. Yer, he must keep the recruit from ever recognizing
that he 15 being exploited in the most cvnical manncr.

The case officer should warch for signs of stress and be
ready o reassure the recruit whenever nocessary,. Praisc can
be very importane, especially for those who become spies for
dcological reasons. The CLA made Olep Penkovsky a secrer
1.5, citizen and a3 colonel i the ULS. Army, The KGB made
John Walker an admiral in the Sowvier navy, cven thongh
Walker™s motivation for spying was pure greed.

At snme point money almost always becomes a part of the
coguation. Paving a recroit works both as a reward and as 2
means of congrol, but degerminimg how much to pay him can
be rricky. The pay isn't based on what the informarion is real-
Iv worth, but rather what the recruit can absorb inte his Lile-
style withour making it obvious he has a new source of
income. No case officer wants a recruic’s sudden wealth 1o tip
off his boss thar the emplovee mav be working for someone
¢lse. The money should be enough o be an impormant source
of new lexury in the recruit’s life, but not 30 much thae it
draws the arrenrion of his fnends, relatives, and colleagnes.

If at all possible, the case oflwcer shouwld pet a sipnature
on receiprs for any money passed ro the recruir in payment
for imformation. {The case officer can alwavs blame the
necessity for a receipr on superiors who don’t rrust him. )
Such evidence can later be wsed to threaten an agent who
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wants to back out of his agreement o spy. Once a person
has turned craivor, he should always fear the possibility thar
the conerol officer will betray him if he doesn’t meet the
demands the conwol officer makes.

Payments don't have to be made directly to the recruit
Phillip Agee reports that in Mexice, the CIA supported the
mistresses of government officials, paying for their rent. auto-
maobiles, and shopping bills. The advantages of such a deal are
obvious, "There is no paper money trail leading directly to the
recriit. He gets the luxuries he wants without having ro worry
about hiding a rich bank accoune. In a similar way, 2 case offi-
cer might pay off gambling debts, provide vacauon accommao-
dations, pay for airling rickers, cover the expenses of 2 nursing
homc for a recruit’s mother, or buy property in  foreign coun-
ery and register it in the recruit’s name.

Once recruited, 2 spy may continue providing incelligence
material for many years. Every intelligence agency has employ-
ees who follow career paths thar will eventually result in pro-
motions and transfers. That means that a case officer in most
intellipence-collection operations will sooner or later have w
transfer the spies he has been running 1o a new case officer.

Such a change of case officers presents special problems.
Ofrentimes, the apent will have developed a deep emotional
attachment o the case oflicer and won't like the idea thar he
is being handed off o some stranger.

The onginal case officer is responsible for preparing the
recriet for his new handler. He shoold offer credible cxplana-
nons shbout why he can no longer handle the agent, explana-
nions that fit under the false flag the case officer has been using.
The vld case officer must brief the new case officer on every-
thing chere is to know about the spics he will be inheniting.

Sometimes even the best preparation work won'’t make
the recruit feel comfortable with his new control officer. Also,
it sometimes happens that the recruit no longer wants 1o con-
tinue spying and will look at the change of handlers as his
chance 1o break loose. In this situation, signed receipts, bank
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account records, photographic evidence of meetings, and
recorded conversations can be very important. All spies are
subject to the ultimate form of blackmail: the knowledge thar
they can be exposed to those they have berrayed.

Even when a case officer must openly threaten a spy o
keep him producing. the case officer should try to shift the
blame to some third party. “1'd let you go, but I'm in the same
fix you are, The people who control me won't let either of us
go. Neither of us has any choice, unless we are willing to go to
jail, or suffer something worse.™

TERMINATION

All things come 10 an end, and every recruitment plan
should include plans for terminating the arrangement with the
spy. The successful case officer will always be the one who
decides that the relationship with a spy should end. Spies don't
get to quit on their own. Even so, when a control officer decides
to cut a spy loose, it goes much more smoathly if the spy can be
convinced that the decision was murual or even his own. That is
easy to arrange if the spy wanted out bur didn't dare because of
fear of whart the case officer would do if he tried w guit.

It gers more difficulc when the spy enjoys what he is
doing and the money he is making, Agents recruited under
false fMlags can wsuvally be terminated with less trouble than
agents who know the true identity of those for whom they are
working. The case officer who terminates an agent recruited
under a false flag must make sure that he will not run into the
agent in a public place in a situarion in which the agent can
learn whao the case officer really is. This will be easier to do if
the case officer knows a good deal about the terminared
agent—his life-style, the place he works, and where he hangs
out in his free time. If the case officer should accidentally
meet the terminated agent on the street or samewhere else,
he must be ready to instantly assume the false-flag role he
played when he was running the agent. The longer a case offi-
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cer works in any given area, the more likely such an acciden-
tal exposure becomes. This is one reason why maost interna-
tional spy agencies rotate their agents into new territories
every two to four years,

The case officer should make the termination as easy as
possible. He should not say anything critical of the agent’s
work, even if he knows the agent has been making up his
intelligence. Instead, he should offer excuses that blame
someone up the line in the intelligence agency, budget prob-
lems, or even the case officer’s own career problems.

Whether it is a false-flag recruitment or the recruited agent
knows who he is spving for, if the spy was motivated by greed,
he won't be happy with the sudden loss of income and may
even try to fake more important intelligence 1o kecp the
money coming in. When pessible, the case officer should pay
the terminated agent some kind of lump sum 1o ease the blow.
If the case officer has a file of evidence that the recruit
wouldn't want the people he has been spying on to know
about, the case officer can make a few veiled threats ar the
same time he makes the pavaff. It works best if the spy is told
how long he will be spying at the outser and what kind of sev-
erance he will be paid when his services are no longer needed.

If the expectation is that the recruit will only be spying for
a short ume, perhaps only several weeks, then it's best to
include an offer of a substantial bonus ar the time of recruir-
ment to be paid once the spy has completed the work.

International spy agencies often employ agents for many
years, especially those recruited as access and supply agents,
The CIA offers such agents retirement benefits and some-
times even an opportunity to immigrate to the United States
for their retirement years. Government case agents usually
offer the same kinds of benefits to primary agents who are
engaged in the direet collection of intelligence under high-
risk circumstances, especially those who become moles,
Unfortunately, few such agents have ever lived long enough
to collect their promised retirement benefits.
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The worst kind of termnation 15 when the recrut 15 cavghe
spving. When thar happens, rthe primary considerarion of the
case officer must be to protect himself and the intelligence
gpency that emplovs him. "The case offwcer should ondy artempe
o rescie the spy if he can do so wicthour nsking his own oper-
stional safety. In many cases, the case officer provides the spy
an cscape plan thar he can use if he lcarns he is abour o be
arrested. But almost any escape plan must be initated before
the spy is arrested. Even rhen, the discovered spy will be on his
own dunng the initial flight, at lease unti] he crosses a frontier
or makes it wo a safc house controlled by the case officer.

Tf the recruitment is done under a false flag, it's quite like-
v that any escape plans previously discussed with the recrur
will include promises thar cannot be fulfilied. There was no
way Chat Rashid Yasin cowld have ¢ver arranged for the
Silvermans to immigrate wo [srael (see Chaprer 6).

Mevertheless, even when a recreitment 15 donc under a
false flag. it 15 much beteer if the recruit can avold capture and
prosccurion. Yasin probably did have a bundle of cash and
false documents ready te pive lovin Silverman, along with
some suggesnons on how rhey could hide our unnl T can
arrange  transponation to Isracl.” Unfortunarely for the
Silvermans, things fell apart too quickly, and Yasin had to save
his own skim.

If a spy recruiced under a false flag i1s captured, every mem-
ber of the inrelligence ream should break off all contace with
. All offices, telephone numbers, safe houses, drops, and
message centers should be immediately closed down, and any
cvidence pointing 10 the ruc identity of the recruirer or any of
his agents should be cleaned up and destroved.

Remember, the whole purpose of recruiting a spy is
steal information that the enemy doesn’t know vou have.
Every rermunarion should be designed to ¢nsure thar the theft
of the mtellipence remains a secret. If thae can’t be achieved,
then the goal is 1o make sure thar the case officer is not iden-
tified and caprured.
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Chapter Fourteen

The Security Aspect

nce 4 case officer has recraited a spy, he must take

every possible precaution 1o ensure that the peo-

ple who are the warger of the imelligence collec-
tion do not learn that they have a spy in their midst. He must
alsp make sure that should the target’s counterespionage offi-
cers discover that there might be a spy in the vrganizaton,
thev cannot trace the spy back to the case officer or even ver-
ily his cxistence.

THE THREE STEPS TO SECURITY

The case officer must set up procedures for handling the
spy that accomplizh the following objectives:

« Establish security procedures that the recruic wall follow
to avoid atcracting attention to himself as he steals infor-
mation

« Esmablish secure methods of communication berween the
case officer and the spy

» Reduce personal contacts berween the case officer and the
spy to the absolute minimum required o maintan disci-
pling, morale, and operational technigue
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ESTABLISHING SECURITY PROCEDURES

Most recruits solicit advice from their case officers on how
10 g0 about collectung intelligence without getting caughe. If
at all possible, the case officer should not simply recommend
sccunty procedures for the recruit bue also arrange training for
him in merhods 1o avoid dercetion consistent with the secur-
ity threat under which he will operate.

The Baxics of Stealing Secrets

The safest merthod for stealing scerers is one in which the
SpY participates in or eavesdrops on conversations durning the
conrse of his legitimate workday, or in his ordinary associa-
tuons with the targees of the intelligence operation. The spy
may amend mecnngs where miclligence information 1s dis-
cussced, regularly overhear conversations near the desk where
he works, or type up secrer reports for the boss, In addition o
what he hears and sees, the spy on the inside will have rego-
lar aveess to documenes containing sensitive informarion. He
might hold such documents in his privete office during work
hours and perhaps even in an office safe. He may even take
documents home o work on.

This is low-risk spyving because the spy is doing his job or
plaving the role that the source expects him o play. This is
why Rick Ames was such a dangerous spy. He went o work
every day and did exactly what he was supposed o do—and
then told the KGB whar it was thar he had done and learned
while on the job, The better such a spy plays the role of the
loval, hardworking (but not particolarly ambitiows) employee,
or the grand but not demanding lover, the more he becomes
the invisible person who makes a perfecr spy.

Alternatively, the spy who has a close or intimate relation-
ship with a primary source of informaton—perhaps a mistress
or a lover—will ger informarion by listening to the source brag
about his work or by eavesdropping and going chrough doco-
ments the sounce leaves lving around.
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I'he risks of discovery increase when the spy must caves-
drop on conversations he is not supposed o hear, such as 4
secretary listening in on phone conversations or a chaulfeur
rewiring a connection so that he can listen to conversations in
the backseat (even when the passengers have mmed off the
intercom). This risky but often necessary behavior inclodes
deliberately gaining access o documents the spy would not
normally sec in the course of a workday. A secretary might
read documents on the boss' desk while hes in the bathroom,
a file clerk mighrt search through file cabinets that belong ro
an officer, or a chaufTeur might open a briefcase left on the
backseat while the employer goes to a meeting.

‘I'hesc kinds of spies will noed cthe most advice from thear
control officers, not just on how to stcal secrets, but also on
how ro keep their activities hidden, how to protect what they
have stolen from discovery, and how o deliver such marerial
safcly to the control officer.

In such situarions the spy should never steal documents,
bur should instead copy them or photograph them. IF thar s
impussible, the spy should read the documents and write a
summary from memory as quickly as possible.

‘The spy should also always have a story ready thar
explains why he accidentally overheard a conversation or saw
a document. “I'm sorry, T didn'c realize you were on the line.
I was going to call Nancy in security and suggest we do
lunch.™ If caught looking through papers on the boss’ desk, a
secrerary might say, “1'm looking for the budger proposal. Did
vou pick it up?” Any inane explanarion is_ I:II::_,I!II::[ than no
cxplanation, provided it is given without hesitanon.

Remembering What You Have Learned
The spy doesn’t just have to worry about gerting caught
while eavesdropping or reading 2 document he 15 unable w
photocopy. He must also remember what he has heard or
scen, sometimes for up to several hours, before he can find
an opporunity to write the derails down. ‘Therefore, it 15
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::ririm_l fur the spy to develop the ability to memorize large
quantitics of informarion,

Memaonization is 2 walenr that can and, indesd, must be
practiced. Good spies must develop good memories, and its
the responsibility of che case officer o encourage and help
them to do so. Excrcises in memorization techniques should
be included in any maining provided o the spy. Here's a sim-
ple memonzarion exercise.

Warch and videorape a television news broadcasr, polit-
ical debate, or a serious discussion of any kind. Wait 30
minurcs, then write out a detsiled report of eve rything you
can remember. Include descriptions of the people who
spoke, backgrounds, and any action observed, including
unintended subconscious actions (like someone brushing
back a loose strand of hair). Replay the tape several rimes
noting all the things you missed in vour original report. Do
the same thing with addituonal programs over and over until
YOUT memory I pioyes.

_As soon as he is alone and can safely do so, the spy should
wrire out complere, detsiled summaries of any relevant con-
versations of documents. Perhaps the best way to do this is o
dictate into 2 tape recorder and then write our the report,
miaking the necessary changes as his memory is enhanced by
the recording,

If there 15 any chance thar such notes might be discov-
er¢d, the spy should use some kind of “invisible™ or coded
writing. This can range from such old standbys a5 lemon juice,
which 15 then exposed to hear 1o make it appcar, to 1 vanetry
uf invisible inks thar are commercially available.

Recording Conversations and Copying Documents
Obviously, ir's better if the spy can record a conversation
or make a copy of a document. This is a much higher-nsk sir-
uarion than eavesdropping or sncaking a peck. If someone is
caught taking pictures of documents ar work or Weanng a wife
o a confidential meeting, there is no story in the world thar
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will convince the security officer that the suspect is engaging
in an mnocent acuviry. Indecd, most government agencies
that handle classified information prohibit employees from
taking personal cameras o their office. Even so, it's easy to
legrn 1o use 1 minigcure camera: chere are a number of such
cameras on the market, and every case officer should supply
such a camera to his recruics along with instructions on its use.
There are also mini-cassette recorders that can be hidden in a
pocket and carried into 2 meerning.

Mowadays, every office has a photocopying machine. The
more security conscious the office environment, the more dif-
ficult it will be o use the machine during work hours for spy-
ing. Sull, many spics find thar the casiest way to make copies
of a document is oo copy it at the office.

Smart spies don't take just the document they want to
copy o the copy machine. They hide it in a pile of regular
work or some personal marerial, g, iInvitations W0 4 PArcy of a
child’s homework. Getting caught using the office equipment
for personal work may earn a reprimand, but i will be a lot
less serious than what would happen if the security officer
knew about the top-secret alert list hidden under the child’s
drawing of a witch,

When documents cannot be copicd in the locaton they
are: kepr, the spy may have to remove the documents o a safe
place, copv them, and then return them o their storage area.

[his iz such a high-risk behavior that the case officer should
personally approve such sction, determining first if the intel-
ligence is worth risking the permanent loss of the spy.

Despite the inherent danger in removing decuments from
an nffice, the spy can probably ger away with it because most
office managers get very relaxed abour secuncy. Time and
apain I've watched government bureaucrats make photo-
copies of secret documents stamped with clear warnings that
no copies were o be made. They did it not because they were
spics butr because they wanted every person in 2 meeting to
have a copy of the document instead of having o pass ir
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around, In such a lax securicy situation, 4 spy might well be
observed copying secret documents and still not be chal-
lenged. ln his years as a spy, John Walker repeatedly made
photocopies of code books and carried them home in his
bricfease and never came close to getting caught, (Walker was
finally caught when his ex-wife, who had known about his
spying for years, turned ham n o the FREL)

Computers as Spy Tools

The use of computers has totally changed the namre of
spying, mostly o the advantage of the spw. The casiest docu-
ment of all to steal is 2 document stored in binary format in a
compueer, provided you have access o the computer and
know how o access the information. Tt takes only the nght
kind of fleppy disk and a few seconds alone o copy the
desired file ww the floppy disk.

Most computer SeCurity programs are designed to kKeep
strangers out of the system, but the whole purpose of recruir-
ing 2 spy i3 to have someonc who has access to a system. The
betier security programs have a comparimentalized network
rhat requires passwords e access the maost sensinve informa-
rion. However, 3 knowledgeable compurer experm can often
hack incn such reserved areas. Berer yet for the spy, those
who have access (o the sensitive areas of the network arc often
extremely carcless in keeping passwords secret. They mavy
write passwords down i a notebook; use casily discovered
passwords such as their mothers’ names, their addresses, or
their birth dates; or get sloppy about checking to make sure
that no one, not cven their rrusted secretanes, is looking over
their shoulders when they log in.

Anyone who intends to run an c5pionage operation agamst
any modern organization should be thoroughly familiar with
computers and should train their recruits in the use of comput-
ers. A janitor or chauffeur everyone assumes is computer illic-
erate may gain access Lo the organization’s COMPULETs at nmes
of the day when he can browse through hard disks and nerwork
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ditecrories with minimum risk of discovery. 1 predict that,
increasingly, the best spy of all will be the individual who has
access 0 the organization’s computer daca disks.

Tt is not only casy to sieal intelligence documents off a
compUer, it is also easy w smuggle the stolen docurments out
of the office, Compurer floppy disks can be hidden in a pock-
er, slipped into the lining of a coat, taped to the inner thigh,
or put intw an envelope and mailed out of the building. The
information can even be encrypted, then sent our as e-mail to
the spy's home computer.

Computers in the spy’s home or workplace can also be
used as hiding places for stolen digital informanion.

The techniques of using computers as spy tools and pro-
tecting the integrity of the files are far beyond the scope of
this book. Any intelligence agent intending to use a comput-
er as part of an intelligence-collection operation should go
throush the following checklist

« Don't save or store any documents You want ta koop secrer
an the hard disk or a floppy disk with no EnCIvpTon,
Always work on plain texr documents in RAM memory
and encrypt before storing the information on disks.

«  Always use a total erase program when deleting any sensi-
tive file from a hard or floppy disk that you or your spy
controls.

+ Keep all sensitive information in encrypted format on Hop-
py disks rather than the hurd disk drive and have a hiding
place for such disks that iz located as far from the comput-
er us is practical. Take the disks our of hiding only when
working on them and return them (o their hiding place
immediately when you're finished.

«  Most encryption systems sold on the marker can be casily
breken, including many that advertise they can't be bro-
ken. Many of the encryption systems hundled with word
processor software are not securc, Know what makes an
encryption program trusrworthy.
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Even if vou are surc vou have the best ENCIYPHON program
available, double-encrype everything, using two different
A¥SICIIE.

If you are sending messages by modem, always use an
ENCIypoien system based on the RSA analog and a public
key code. Amuong the besr of these programs is Premy
Goud Privacy, which can be found on many compurer bul-
lesin boards for free.

Change passwords frequently. ‘The great advantage of the
RSA encrypuion system is that rhe public kev passwords
can be changed daily and given vut in an OpCH messaze.
Be aware that it is possible to read 2 computer screen from
a distance of up to several hundred feer wigh equipment
thar can be pue together in a garage. Always make Steps Lo

ensurs your compurer s isolated and clectromagnetic
EIMISRIONS are minimized.

If you don't understand what I'm talking abour in anv of
the above points, don't pur vour trust in compurers until you

do. If vou do understand what T am talking about, vou will nor
only be able 10 use compurers with some degree of confi-
dence, but vou will be able o quickly and easily steal com-
puter dara off the computers of maosr people using them.

Hiding Stolen Documents, Reports,
and Computer Disks

The spy must have a secure Place o hide reports, photos,
film, documens, vomputer disks, and anvehing else he might
steul until they can be safely delivered to rhe case officer, The
spy should identify hiding places that include horh placcs
where he can store material for several weeks and quickly
stash something in an EMETEENCY.

The more permancat storage place might be a hidden floor
safe at the spy's home, a safe deposit box in a local bank, a rent-
ed storage space, a warcrtighr box buried in the backvard, a hid-
Ing SpoL in an attic o 1 basement, or g hallowed-nut spoe in a wall,
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The spy should idenrify at least one EEmporary hid I:'H.'t'-'ti"_-'
in every location where he will be ]wl_dmg marerial for any
period of time, even for a few minutes, in case an unexpected
i fn.
m“'?';-.iﬂ:i;pumry hiding place mav I:u_-a: noching more thafn a
desk drawer wich a false bottom or 2 p!c.tur: on the wall 'I-l-'1[_h
an envelope mounted on the back. i.E.I'.IltghI _I::-n:: a throw rugn
a corner, a picee of upholstered furniture ‘A-'I'ﬂl'l. a small slit in
the fabric, an envelope taped o the bottom side of a desk or
file drawer, a plastic bag in a toilet rank, a hr.:lln:wvl:d-uut book
on 3 bookshelf, a large vase filled with aruficial flowers, or
even a piece of ourgoing mail, 5mmg¢d and ad:ir_:eistd to 4
noncxistent person. Such guickie ]'.I.ld]!lﬁ. plat-:.s will not :%_!I.l.—
vive a thorough search by a professional investigatar, but |hi a
spv 18 singled out for that kind of treatment, his cover has

¥ blown,
al]n::El':lﬂ"]l:..r_-]:H;Ei-:iry to hide material is so0 IMpofTant l:hsl.t :'.'c:r]'!_.lr
mtelligence collector should make it a habit wo identify 51-:_I.Ilf:'l
hideaways automatically when he ¢nrers a room, even it he
docsa’t have anything to hide at the moment.

: ] INICATIONS
ESTABLISHING SECURE ED?&‘IML.I‘HL g
BETWEEN THE CONTROL OFFICER AIND 5PY

The higher the security threat level, the greater the prob-
lems associated with personal meetings bn:l_:w:::n the casc ﬂm'
cer and the spy. A CIA case officer working under embassy
cover in China assumes that the Uhlmv::s:: :.:uuntﬂ.:ﬂmlzlltg--l: I'l-il:
agency will have him under 5L|rv:||:|an:F around the L]-r.r:;: .
"The same applies for a KGB officer working out of the SN;FI:
Embassy in Washingron, [D.C. S0 in such cases, the casc offi-
cer may personally meet with a spy he controls only once

hree years.
ﬂﬂ{;;‘:;:;;rlh er hi:], a tobacco company l_m¢||=ig_:ncu uf_ﬁ:::
who is gathering informartion on an an:lﬁmukl_llng ]Iil}ll[lﬂﬂn
action group doesn’t have to worry o much that someon
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might spot him meeting with his spy inside the rargel group.
Yer, even in this relanively securc situation, the less the poo-
ple being spied on know abour the case officer and his con-
tacrs with the spy, the better the secunty.

Formmnatcly, when personal contact berwesn the two is
most critical (during the recruitment phrase), the recruiz will
not be doing any actual spying and the risks of the operation
being discovered arc not as great as they will eventually be.
Onee the spy starts providing inrellipence, he will realize that
he is engaged in a dangerous activiry and will be anxions tw
avoid derection. Therefore, he will probably concur that he
chould limir further contact with the case officer 1o nccasional
meetings and that he must exercise extreme cantion In pass-
ing stolen information on the casc officer.

Although a case officer should handle his spies from as
great a distance as i feasible, he must also establish a system
for the spy to pass information o the case officer and for the
spy o feceive (quencs, instructions, and payments. This 13
when both the spy and his case officer are mast vulnerable to
dentificarion and caprure. Therefore, case afficers working in
dangerous Circurmsances, such as someone spying on the 1A
for the KGB, go to great lengths w limit the direct contact
herween a case officer and the spy. {For example, while spy-
ing for the KGR, John Walker met with his control once ¢very
rwno of three ycars.)

Communications berween control and spy in high-risk sit-
uations are often limited [o some variation of publicly posted
messages and the use of dead drops. Publicly posted messages
are coded and placed in locations that rell either the case offi-
cer or the spy that a certain planned action should be aken.
Such messages might be an advertisement 1N a newspaper, a
poster on a bulleon board in a supermarker, a picee of graffiti
on a wall, or a chalk mark on something that can be seen from
the streer. A dead drop is 2 place where docuoments, films,
money, and other materils can be left by one party and picked
up by another party with no direct contact between them.
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KGR case agents operaring in the Tnited States during
the Cold War preferred pubhc mailboxes as the place tw post
4 coded command. When Rick Ames had documents Lo [ass
0 his KGB control officer, he would make 2 chalk mark on
ane of three different drop boxes situated on comers on his
route to and from work. The mark would be a cross, @ man-
gle, or some other si mple design. The KGE case officer would
drive by each of the letrer hoxes once a week or so, Whenever
he saw the coded mark, he would know that Ames had some-
thing to deliver. He would then wipe the mark off the mail-
box as a signal that he had seen the mark.

When Ames saw that his message had been received, he
would take the packet of material o a dead drop he had
already been rold about. The KGB case agent handling Ames
provided derailed - nsrructions on the location of dead drops—
including photos of the spot marked with a felr or a greass
pen. The pictures and the wext showed where 1o find the des-
ignated dead drop, which might be a hollow tree Gf a meral
bos hidden behind a rock in @ wooded area or thick bush.

& similar dead drop arrangement i used by the case offi-
cer o deliver materials or information 10 the spy—e.-g. special
instructions for sering up 2 face-to-face mecring, any pay-
ment owed to the spy, and detailed directions for where the
cexr dead drop wounld be. Narurally, both parties have [0 €xeT-
e cxtreme caution in approaching a dead drop o ensure
that they are not under surveillance.

There arc hundreds of different ways for posting dis-
ppised messages in public places. An adverrisement In 4
newspaper’s personal section might read, “John, Margha still
loves you,” bul mean, #] have information for you to collect at
the drop.” The disguised message could just as casily be
something in the lost-and-found section. “One black diog who
answers o Red.” could really mean “Ynu have 4 drop waiting
ar post red.”

During World War 11, the British government regularky
passcd information 10 agents behind German lings by coded
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announcements on the BBS short-wave broadeases. Orher
wilys of posting public messages include arranging the cur-
tans on a window in a special way, leaving a car parked facing
liu.-.-.-n the driveway instead of up, putting an irem such as a
child’s oy in a car window while the car is parked in irs ususl
place during the workday, or even wearing a particular icem of
clothing, savy 2 har or a topeoat nor worn at ocher rimes.

Lower-Threat Security Situations

_ Recruiting and managing spies in low-threat sicuarions
invelving privare parties or commercial businesses will general-
Iy nor involve the exreme communications procedures just
deseribed. Neventheless, chere is always a chance that the targer
of the spy operation will identify the recruit as someone who
may be: spving against it. If thar happens, the rarget orpaniza-
tien s counterespionage officers will attempr 1o follow the spy
and identify who is receiving the stolen material. Thercfore, in
even a low-rhreat sitvation, the case officer must not allow any-
one 1o identify him as someone who has regular concact with the
spy if he has no good reason to be meeting with him.

Dhrect Visual Contact

When dealing in a security situation in which there is lit-
te chance that the intclligence targer could identify the control
officer as an intelligence eollector, the case officer can set up
occasional visual conracts under circumsrances in which either
the recruit or the case officer can initiate the contact when both
are in the same area, if there is a need for such coneacr, Such
approaches should appear to be a part of the regular life-style
of buth the recruit and the caze officer. The two peaple nnélu
go o the same church every Sunday, cat funch in the same
reslaurant once 3 week, regularly attend movies at the same
thearre or rent videos at the same store, jor in 2 park at the
same tirne each day, or use the sume supermarket for weekly
shopping. The case officer and the recruit can stop and ralk to
cach other for a few muments when they meer, passing verbal
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informarion back and forth as required. They might even pick
a small bar or a park bench as 2 meeting place.

In more sccunity-sensitive situations, the case oflicer
might arrange 2 simple serics of visual signals thar can be com-
municated if conract is desired as he and his spy pass each
other or spor one another scross a rOOM O an Open ared. These
kinds of signals are limited only by the imagination of the case
officer and the seming of the assignation.

In one example, an inrelligence entreprencur who worked
for a ajor manufacturing firm feciuited a spy mude the
regional Qccupational Safery and Iealth Administration
(OSHA) office. The spy's sole responsibiliry was to collect any
informarion on employee complaines filed against the compa-
nv so that company directors could rake corrective action
before an OSHA inspector showed up at the plant. The spy
was an avid jogger, so the case agenr hegan jogging on the
same pach as the spy a couple of times a weck, but the agent
rzn in the opposite direction. Most of the time they would
pass each other withour even a ned or a smile of recognition.

Whenever the spy had something to pass on, he would
wear a college swearshirt when he jogged bur would give no
indicarion he knew the case officer when they passed on the
trail. The spy would put the informaton in a dead drop the
next day, hiding it in a plastic bag that he would toss in a trash
can along the jogging path. Within minutes. the case agent
would pick up the bag. retrieve the document as he jogged
along, and then put an envelope with the payment in the bag
and drop the bag into a second trash can along the way. The
spy would pick up the payment as he passed the secend rrash
can on his way back home.

Each of the joggers had another special sweatshire he
would wear if he had something to ralk abour, When the jog-
cers saw that signal, they would pull up and stop at a drinking
fountain along the way, taking rime for a quick char, but they
would never exchange any material ar that time.

In other situations, wearing a wnistwatch on the nght hand

THE SECURITY ASPECT 164




might indicate a request for a private mecung or the need o

deliver information. Placing specific items in 3 shopping cart,
CATYinE 2 magazine under a specified arm, wearing a har of
ot wearing a hat, removing and clesning a pair of glasses,
dropping something and then picking it up, or crossing one’s
legs while sitting on a park bench can all be arranged zif_:nals
between the agent and his spv. The messages and the codes
shnu_E.:I Le kepr as simple as possible, limited to pretty much
the following kinds of statements:

* I have material to pass to vouw.

= We need ro meet so we can tafk.
* Tam being followed.

*  You have a rail.

* Everything is okayv.

Both rhe circumstances and the specific codes used
should be varied, and whenever he makes g drop, the case
officer should pass on new instructions to be followed nnril
the nexr drop.

Making an Exchange

There are many different ways to make exchanges in low-
th FEM secunry situations without allowing anvone to see the spy
A the case officer exchange anything. For instance, the m'-.
might lollow the control officer into a bathroom, w!;tr: each
enrers 4 stafl. The spy passes a package of stolen secrers under
the stall wall to the case officer. He remains seated untl the case
officer has lefr the bachroom with the package. Or rwo p-mpl.u
cach carrying briefeases, board a bus at two different ST, They
stand or sit near cach other. When one of them gets off the bus,
no one nonces thar they have swirched suitcises. I

Couriers

.S.:n::m: intelligence officers prefer o use couners, usually
SCIVICE 3gents, to carry informarion back and forth berween
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case officers and their recruits. Sometimes the courier is
someone already inside the sovial circle of the recruit, but is a
person whom the case officer recruited separately. Somerimes
a courier may be the person who first helped entrap the
recruit, such as the woman who started sleeping with him or
the man who loaned him money. Sometimes a couner will be
unfamiliar to and wich the recruit and the marenial he 15 carry-
ing back and forth. A case officer might even usc a profes-
sional messenger service. However, all marenal sent by couri-
et of messenger must fiest be encoded in some way.

Postal Service

Although seldom discussed in the literarure of spying, the
mailman delivers a good percentage of the communications
hetween spies and their recruits. The case officer will rent a
post office box, a commercial mailbox, or sometimes a small
apartment of business office that will also serve as part of his
false-flag cover. This allows the spy to mail whatever he has
to the case officer.

Tt may even be possible for the spy 1o use the postal sy5-
tem at his business, government, or embassy office. All the
spv has to do is drop a letter with a [ake retum address into a
mailbox. Two days later, the case officer can pick up the infor-
mation at his post office box, which is rented in a fake name
and home address. For additional security, the case officer will
not pick up his mail personally, but rather send a service agent
wha will follow standard surveillance detection and avoidance
procedures before and after he has picked up the mail.

The mail can be used both ways. The recruit can also rent
his own post office or commercial mailbox to which the case
ufficer can send him mail.

It may not be necessary for the recruic o bother with pri-
vate mailboxes, especially in the United States. Because of
the massive amount of junk mail that is dumped into every
muilbox in the country, it is casy for a case officer o send mes-
sages to a spy that are designed o look like junk mail. The
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piece of junk mail could be an invication for a "free rip™ o
Las Vegas, an obvious swee pstakes scam, a solicitation to buy
stocks or a rime-share uparrment, or any of the ather scams
used by direct-mail picch artists. Oaly the recruir will ECTE-
nize the picce of mail as a message from his conrrol officer.
Such a scheme may even involve SECTCL WG passing an
ron over the message of perhaps wiping the page with =
chemical selurion will bring our the secrer message Wrillen in
the margins.

Telephone Communications

The number of daily communicarions during which sen-
sitive commercial, sovernment. and personal informarcion is
exchanged numbers in the tens of millions. Business execn-
uves discuss mulribillion-dollar contracts, police officers ralk
about an upcoming drug busr, and thousands of men and
women set up rendezvous for adulrery every dav and newer
have any fears about being tap ped. At low-threat securiry Jey-
els, the case officer and the recruic will probably talk from
rime to time on the telephone. However, anvone ENEaging in
any illegal acrivity rakes a greal nisk discussing such ACLvITY
overl an open phone line.

Ddespite both the legal and rechnical difficulties, govern-
MEnTs can infereept and listen in on phene lines, and they will
do 50 if they have enough reason 1o foeus an a single individ-
ual. If a government agency suspects that one of their employ-
ees 5 spying, one of the firs things they will do is request
relephone records and put a pen regiscer erder on the line, A
pen register (used by police) will record all the numbers thar
any given telephone dials. Such a technical step. which is
done ar the relephone exchange rather than where the spy 15
located, does nor roquire a court order. Therefore, once 2 Spv
comes under suspicion, law enforcement officers will uickly
be able to identify cvery number he calls in the future and all
long-distance numbers he has called in the past. Al some
point, the government will get enough evidence w obrain a
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warrant lor a phone tap. Well-financed criminal organizations
and lzrge corporations can also usually find 3 way to wap a line,
even though they will have to break the law 1o do it

Anyone engaging in spying in high-risk situations should
Use extreme caution whenever mlking on the telephone and
PUET SSHTE MAQL someone it [stening to every ward

Whether ene is an intelligence officer or just an ordinary
guy, the following list of relephone sccurity rules will keep
anvone our of trouhle.

*  Daon'tever discuss any illegal activity over any telephone to
wliuch vou are known o have access. If voul must make g
call for such a purpose, make it from a public phone o =
public phone. "This means that amangements must be made
in acvance so that the person receiving the phone call will
be monitoring the public phone when it rings.

* Whenever using a pubiic phong or making sensitive calls
from a private line, either pay with coins or with a prepaid
long-distance card, which can be purchased ancoymously
in .l:.up:_-n-narki:m, drugstores, and even the post office and
cannot be mraced to yvou. (Remember that these prepur-
chased relephone cards can be used o make local calls,
albeit at long-distance charges. )

* Remember that the casiest way 1o intercept and listen in
on 3 telephone call is o pick vp an extension.

+ Don't discuss sensitive informarion, even your credit card
numbers, over any cellular, cordless, or other tvpe of phone
rhal transmits a radio signal,

= Don't use clever code words or trite phrases, such as
calling cocaine "Coca Cola”™ or talking about going on a
“hishing trip” when the planned activity is a recruiting
session with a porential spy. If you find it necessary [o
talk in any kind of code, then vou should be sending
eneryped messages through the most sophisticared
CHCTYprion systems available.

» Ifa phone must be used in an CMErgeEncy, usc a simple code o
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tell the orher party 1o go to a preamanged public or safe phone
ared stand by to receive a call or w call a prearmranged number.

Using Clomputers and Modems
for Secure Communications

Just as the awther cannot address all the issues of using
computers in data thefr, storage, and remmeval, ncither can he
explain in this buok all of the ins and outs of using compurers
for securs communications between a case officer and =
recruiced spy. Nevertheless, if both the case officer and the
recruit have access o 2 modern compurer, a modem, and a
relephone line. then the case officer will want o rake advan-
tage of the World Wide Web and e-mail.

Becawse all modem signals travel through commercial
telephone lines, they present all the same security problems
that the relephone presents. Phone lines can easily be tapped
bv law enforcement officers or anvone who has access to the
interior of the building er the phone conncction box. People
whao rap phones will have computers and modems, oo, Send
an open message by modem and they will read it before the
addressec sees it

Even so, compurers and modems can make communica-
tions much more secure than a simple phone call, provided
rhe operators understand rhe rechnology and rhe svsiems—as
will as their limirarions, -

E-Mail

The first advantage of computer communication is e-mail.
Anvong with an Interner connection or a connection to such
commercial information services as CompuServe, America
Online, or Prodigy can send anyone a message, any place in
the world, by connecting with a local number. Pen registers
and phone records will show onlv the number of the Internet
server or the information service.

No e-mail message is secure unless it is encrypred with a
seplusticated encryprion program. It can be intercepted while
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it 15 in the office nepwark, on the Tnternet, stored in the hard
drives of the computer information service, and in FANSmis-
sion. E-mail messages are also on the hard disks of every com-
purer they pass through, often for long penods, even after
they have supposedly been crased. Much of the Irangare
scandal thar so badly damaged the Reagan administration’s
public image resulted because people like Le Col. Oliver
North didn't realize how public e-mail can be and how com-
plicated it is to erase e-mail $o0 that it can never be recovercd
at any point along the line of transmission. Mo one should
ever wrnte anvthing m an open e-mail message that he
wouldn't write down on a picce of paper and rtoss our the win-
dow for anvone to read.

Despite the many security risks, e-mail does provide a
quick and easy way to post public messages, Le., MESSAZES
thar appear o be innncent but are in fact coded instructons.
Internet newsgroups, discussion groups on the commercial
services, and thousands of private computer bulletin boards
provide places where anyone can post a message a5 part of an
ongoing public discussion. Literally thousands of differcnr
subjects are continually debared in such open forums with lit-
tle or no limitation on who cin post 4 message of whar can be
sard, Lnsults are wraded back and forch, and a Tot of illogical
nonsense floats through the discussions.

To set up a system of public messages, both parties have o
do the following three things: 1) know the e-mail address or
cover name each will be vsing, 2) agree on the public discussion
group they will use and the coded wording to be used, and 3)
know the time frame for checking messages. For example, che
casc officer checks the news group alt_talk guns on a daily basis,
watching for a message posted by were.dog@supercom.com.
When he finds such a2 message and it includes the word @, he
knuews that there is a package waiting for him ar che drop site.

This is 2 much better means of posting public messages than
buving an ad in a2 newspaper and running 2 coded message or
making marks on mailboxes.
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Encrypted E-Mail

Some compurer encryption programs make it possible ro
send e-mail messages in an ¢nervpred formar that may be so
sccure that even the ™Maoonal Secunty Arpency’s CoOmMpuiers
won't he able to break the encryption. Again, any case officer
who doesn’t know a lor abour encryption should not attempt
10 usc compurer encryption in & high-risk sccuriry siruarion.
But thuse who do understand this esotenc subject can send e-
mail re anvone in the world with a reasonable ¢xpecranion rhar
the message will be read only by the recipient.

Encrepred ¢-mail messages can be sent through the Intemet,
commercial computer informarion services, private  bulletin
bosirds, of direct comparer-to-computer phone connections,

However, there is one serious problem with an encrypted
message: the mere fact chat it is encrypted will be seen as evi-
dence that both parrics are engaged in some kind of illegal.
immaral, or disloyal behavior. Il a government agency sus-
pects that an emploves 13 spying and it taps a hine and discov-
ers that he is sending encrvpred messages (o someone, the
burcaucrats will rake thar as proof of spyving.

The way to avoid this problem is o rake the same pre-
cawrions that you do to walk on the telephone, Both parties use
public phones, and if the calls are long-distance, they pay with
either coins or, better, the prepaid telephone cards. Besides
encrvprion, another advantage of computer communication 15
that both parties don’t have ro be on the line ar the same time
Lo COMMuNIcate.

A seemano such as the following might work. Earl Harden, a
real estate speculator, recruits Dennis Powers, an engineer working
for the Criry Highway Commission, to copy files out of the com-
mission s computer that describe future ciry highway construcnion
roures. On the firsr Sarurday of each moenth, Harden checks mto a
hotel under the name of Craig Beasily. He amaches the modem of
his deskrop compurer to his room telephone and sets the compur-
er software 30 that it will answer the phone when it nings. (Harden
docsn't have to wait in the hoeel moom for the call.)
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Sometime during the day, Dennis Powers takes his note-
hook compurer to the cicy airport where there 1s 2 courtesy
office for business travelers. He connects his modem 1o the
phone at a courtesy desk and, using his prepaid calling card,
calls the hotel and asks to be connected to Craig Beasily's
room. When the computer m the hotel room answers,
Dennis punches the rght commands, and his compurer
downloads the latest stolen data in encrypted formac o
Harden's computer. He then downloads a file from Hardens
compurer, which passcs on instructions for future contacts.
Later in the day, Harden picks up his computer and pays hus
hotel bill in cash.

REDUCING PERSONAL CONTACTS

Obwioushy, you should avoid personal contact as much as
possible. But ¢ven in high-risk situations, both the control offi-
cer and the recruit will occasionally have w meet face-to-face.
Sometimes, the spy may request such @ meeting to ask lor mane
money or explain why he can't produce everyrhing the case offi-
cer cxpects of him. More often, it will be the case officer who
will request the meeting, perhaps o provide some additional
training and guidance, adminiseer a polygraph 1est, or do an in-
depth interview o evaluate the honesry of the spy’s repomng.

The case officer must remain in control when it comes (o
arranging meetngs, even when it is the spy who 13 requestng
the personal contact. The case officer must decide where and
when o mest and how the recruit will travel o the meeting
place. He should pick meeting places where he is wtally famil-
iar with the layour and the ordinary traffic through the area.

Government intelligence case officers working in high-
risk situations will prefer, if at all possible, t hold meetngs
with recruited spies in a third country, preferably one in which
the local government is more friendly toward the government
who is running the spy. Remember that the Mossad seldom
puts its case agents in a hostile Arab country. Tt recruits Arabs
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as spics while they are traveling in Western countries and
holds all meetings with such spics in fnendly Western coun-
tries. 1o the case of Rick Ames, the KGB control officer would
meer with him in Colombia while Rick and his wife were vis-
iting her mother.

Even those who are engaged in private intclligence cal-
lection are well advised 1o meetr with che spies they control in
another stare, another region of the country, of cven another
countrv. The farther they are from home ternitory, the less
likely it is thar the relationship will be accidentally cxposed.

If the spy cannot travel o 2 distane place or a foreign
country, then the case officer will have to wdentity a securc
place where the meeting can be held closer to home. Tn low-
threat situations, the case officer may decide to mest in some
public place, say a park or restaurant. However, if the session
will include rraining or last a long time, the case officer will
want to arrange for a safc house.

Safe Houscs

A safe house is any private place controlied by the case
officer or his agents, which has not been identfied by any
counterespionage or secunty agency. Ir may be a rental house
on a large piece of property or an apartment, but it works ber-
ter if the apartment is not in a building thar has a doorman or
a secunty system. [lotel rooms can also be used as a safe
house. When the room is rented just before 2 mecung is
scheduled, the case officer can be reasonably cercain that the
room is secure, especially if he or one of his agents picks up
the spy at another spot and akes him to the hotel.

It is abways best if the recruit docsn't know prior to the
meeting where the safe house is. He should be picked up ar
another site and tzken to the safc house. If the case officer
mmtends o continue o use the safe house, the spy should be
blindfolded or perhaps travel in the back of a tuck or van so
he can’t see the route of ravel.

Whenever the case oflicer meets one of his spies, the case
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officer must always arrive ar the selecred sire before the
recruit. Someone working for the case officer should keep the
recruit under surveillance from the ume he departs for the
mes=ting until after he has retumed to his home or place of
business, Il the case officer or his apents spot anyone sur-
veilling the recruic, the meeting site, or the case officer, the
meeting must be abonted and the case officer should leave the
arca immediarely.

If the meeting includes a training session or a tmp to a for-
eign country, the spy must have a good cover story to cxplain
his absence to his employer and familv. Although it may never
be wsed, the cover story should include iemocent explanations
for the spy's actions at every pmint dunng the tip, from his
home or office 1o the location of the mecting.

The best cover stories are those that include several differ-
ent lavers of deception. Tn one exampie, a Colombian drog ring
had recruited an informant inside the Coast Guard office
responsible for drag interdiction on the high seas. The dmug car-
tel case officer wanted three days with the informant, a young
flight lieurenane, to train him in the use of a sophisticated com-
purer communicarion sysrem the spy would be using o send his
repurts to Colombia via the Intemet. The drug lords, chrough a
company they controlled in Mexico, ser up a rounst promotion-
al contest that offered a weck’s vacation in Cancun, Mexico,

The lieutenant entered and won the ngged contest and
took the trip, After he checked into a hotel in Cancun, he mer
a pretty Argentinean woman at the hotel bar in what would
have appeared o any surveillance o be a casual pickup. The
Argentine was an expensive intemational prostitute who had
been hired by the drug cartel but who had no idea she was
working for drug craffickers. She carricd a scaled envelope of
inscructions that she gave to the Coast (Guard officer as soon
as they were alone in a hotel room,

After spending the night with the woman, the lisutenant
called his office back home and twold his secretary thar he was
taking a car excursion to visit the ruins in the Yucatan
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Peninsula for the dav. He then rented a car and asked for a
map of the Yucatin before driving away with the Latin
American woman by his side.

Following the instructions, thev drove to a Mexican town
on the river across from Belize. The two checked into the best
hotel in rown. The lieutenant then deliberately disabled the
rental car and left it in a local repair shop to be fixed. A van
picked him up as he walked back to the hotel and took him to
a ranch several miles outside of town and on the Belize side of
the rver where the licutenant spent two davs in rraining. The
Arpentinean woman staved in the hotel room in town, order-
meg room service for two and keeping the “Do Not Disturk”
sign hung on the door. { The cartel supplied another woman,
one who spoke no English, for the lieutenant’s pleasure dur-
ing his rwo nights at the ranch.}

When the licutcnant finally returned to his hotel in
Cancun, he called his secretary and described an unfortunaie
story of his car breaking down and his spending uncomfort-
able nights in a small Mexican town. No one ever checked his
story, bur if somenne had, that person would have discovered
the lieutenant’s secret sexual escapade. but no evidence that
he had ever entered Belize from Mexico,
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Chapter Fifteen

Case Studies

r I A he following studies demonstrate the different

techniques and plots that can be used 1o recruit

a spy. Readers should ask themselves how they

would have created the scenario, what stage decorations

they would have used, how they would have approached

the target for recruitment, and how they would have led the
target into (reason.

CATCHING QADDAFI'S FLUNKY

In 1980, Khalid Al-Daraji, a Libyan munitions expert, was
working on the Libyan air defense program. His durtics some-
times required stays of several weeks in Rome as part of the
Libyan effort to buy high-tech air defense weapons from
European firms willing 1o trade technology for petro-dollars.
Khalid always left his wife and family in Libya when making
such trips. The CIA identified Khalid as a possible recruit
who might tell it something about Libyan air defenses. CIA
intelligence officers working undercover in the U.S. Embassy
in Rome designed and implemented a plan to entrap Khalid
the next time he showed up in Rome.

As was his custom, on his next trip to Rome Khalid staved
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in a small hotel apartment and ok the bus each day o his
office in the Libyan Embassy, As he was waiting one moring
at the bus stop, 4 younyg Ialian woman walked up and stood
waiting beside him. She smiled at him, but neither spoke, A
few minuees later, 4 large sedan pulled up o the curb, driven
by 2 middle-aged man dressed in a business suic the woman
got into the car, and off chey drove.

For the nexr three days, Khalid found the woman walting
lor her nde when he ammved at the bus stop. She was always
the only uther person standing there. While she always smiled
at him, and a couple of times suid good morning, the shy
Khalid never rricd to start a conversation. Each dav the man
in the ear cummee by and picked her up.

Un the fifth day, the car didn't show up ar the wsual time.
The woman didn't look wortied about the failure of her ride
o appear, and abouor five minutes larer she boarded s bus thac
always passed the stop just a fow minuces before Khalid's bus
came by,

Less than 30 seconds afrer the bus had pulled away, the
man in the car pulled up to the stop. He rolled his window
down and asked Khalid if he had seen the woman he us ually
picked up. Khalid answered that the woman had juse raken a
bus. The man thanked Khalid, and then, in what appezred to
be an afterthoughe, asked Khalid where he was going. When
Khalid told him, the man ssid he was going that way and
affered Khalid a ride into the ciry center, which he accepred.

The driver of the car, who spoke English with a Brirish pub-
lie school accent, introduced himsell as Marthew Clark, He
cxplained thar the woman, Eva, and he worked in the same
building. He gave her a ride whenever it was convenient.

For the next several davs, when Clark scopped o pick up
Eva, he also offered Khalid a ride. As they rode along,
Marthew direcred the conversation mostly ar Khalid, asking
him abour North Africa and Libyan culture. Marthew also
talked a hetle about himself and his business, which was
putting together international crade deals for 2 German trade
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consortium. By the chird day he was asking Khalid questions
ahout the Libvan economy and the possibiliies for wade
opportunities in Libya.

When the conversation drifted into 2 discussion of restau-
rants on the fourth day, Marchew asked Khalids recommen-
dation for 2 good Nomh African restaurant. When Khalid
replied that he almost never ate in restanrancts, Matthew
insisted that Khalid go to dinner with him that evening,
Ehalid accepred the invitation but suggested he would prefer
to try a good French restaurant. Marmthew ok the suggestion
a5 evidenoe that while Khalid was enjoving his new fricnd-
ship, he did not want to risk running inte anvone from the
Libvan Embassy while in the company of a European
Matthew chen asked Eva to join them as he planned on cak-
ing Martha, (It was the first time that Marthew had men-
timed he had a woman in his life)) Ar dinner, Matthew intro-
duced Martha as a business associate, slthough they acted
mote ke lovers. Khalid found Eva a very friendly dinner
partner, who was obviously interested in him as a2 man.

"Thus began a four-way friendship thar quickly became an
imporant part of Khalid’s Roman experience, but one he
never mentioned to his Libyan colleagues ar the cmbassy,
Khalid especially wanted to keep his romance with Ewva,
which had blessomed during the first dinner engagement, a
scerel from his Libyan compatnioss. Thar very night, Eva had
invited Khalid 10 her own apartment, just down the black
from Khalids apartment, and made love to him. After that,
Khalid and Eva frequently went our 1o dinner with Matthew
and Martha, with Matthew always picking up the check.

Increasingly, Mawthew focused the conversation when
they were together on possible trade vpportunities for his firm
i Libya. When Khalid talked enthusiasticaily about several
different possibilities for trade, Matthew asked if Khalid
ceuld put some of his thoughts down on paper, promising to
pav Khalid if the report proved useful in discovering possible
Libyan trade oppomunities.
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Khalid prcpared such a report, which contained nothing
of a sensitive nature. Matthew praised the information and a
day later passcd Khalid an envelope stuffed with lralian
bank notes, which he claimed was payment from his part-
ners, Khalid used most of the money to buy an expensive
present for Eva, who was now sleeping at his apartcment
almost every night. Khalid, whose circumcised wife back in
Iran found scx a painful experience that she endured as sel-
dom as possible, was gertuing the best sex of his life and
doing a lot of pillow-talk bragging about the important work
he was doing for his country.

On two more occasions, Marthew asked Khalid o write
reports on cconomic and political developments in Libva,
paying him well for each effore. The next time thar Matthew
asked for a report, he requested that Khalid jot down specific
comments on Qaddafi’s political future and the possibility of
his overthrow,

Khalid’s first attempt quoted the official Libyan line. sav-
ing only the nicest things possible abour Qaddafi. Marthew
rejected that attempt and refused to pay for it insisting that
Khalid write the truth as he knew it, not Libvan propaganda.
At the same tme, Eva was suggesting thar she and Khalid fly
to a Mediterranean resort for a weekend geraway, an expense
thar Khalid had no wav o pav for unless he could collect
another payment from Matthew.

After a couple of days, Khalid gave Marthew a report on
Qaddaf that criticized the dictator and described a number of
atrocities he knew Qaddafi had commited. Even so. the
report predicted that Qaddafi had a permanent hold on power
and that he would probably rule uniil the day he died of old
age. Khalid begged Matthew not to divulge o anvone who
had prepared the report, and Matthew promised char Khalid
had nothing to worry about. Matthew paid Khalid enough to
splurge in a big way on his weekend with Eva,

The next nme Manhew asked Khalid for more informa-
tion, he asked for information on the Libvan air defense svs-
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tem, explaining that his trade consortium hoped o outbid the
current suppliers for the Libyan government purchases,
Marthew assured Khalid that he would be serving Libya's
best interests because Marthew's consortium would be able 1o
supply better, more modern equipment at a bargain price.
However, in order to make an offer that would impress
Khalid’s bosses in the Libvan government, Matthew needed
details on what kind of equipment the Libyans had already
purchased, who had supplied the equipment, how much they
had paid for the equipment, and how the equipment was posi-
tioned to defend Tripoli and Benghazi.

Matthew promised Khalid that if his informanon made a
deal possible, he would make Khalid a secret partner and
Khalid might well make a hundred thousand British pounds
or more. Matthew suggested that in antcipation of such
weilth, Khalid cught to open a secret Swiss bank account and
gave a bit of advice on how Khalid could do that.

Both Eva and Martha listened as Matthew made his pro-
posal. As soon as she and Khalid were alone, Eva began ralk-
ing excitedly about the expecied money, and that nighe,
Khalid experienced the best sex ever. In the morning, Eva
suggested that if Khalid earned the expected money, he
might set her up in an apartment in Tripoli a5 a permanent
part of his life.

Khalid had to rewrite the report on Libyan air defenses
several times, each time adding more detail at Matthew's
insistence. By the time the report met Matthew's demands,
Khalid must have realized that he was selling his naton’s
closely guarded secrets. He no doubt continued to tell him-
sclf, however, that he was selling those secrets w people who
would never use them against Libya.

In fact, the information provided by Khalid played a key
role in the planning for the U.S. air attack on Tripoli en April
14, 1986.

Matthew Clark was a ClA case officer working under a
false flag. He was backed up by a team of a dozen agents.
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Marrha was a CIA expert on air defenses assigned to the case
to provide technical advice to the CLA case officer. Eva was a
very expensive Tralian prostiture who had no more idea of the
rrue identity of Marthew than Khalid did. The oniginal plan
was that Khalid would take the hinr ar the bus stop and stan
flirring with Eva, which in rurn would lead o a dare and then
sex. after which she would intreduce him o Marthew. When
the shv Khalid didn’t take the bait, Matthew changed the plan
and made the approach by offering Khalid a nde. From there,
things went according to plan.

WHO'S THE 5PYT

Lesrer Stapler got caught up in what is perhaps the most
convoluted spy recruicment involving a false flag ever put in
place. Srapler had been employed as a civilian intelligence
analyst For the Defense Intelligence Agency (DIA) for seven
years. Then he left the agency and started his own privale
international consulong firm.,

Waorking under contrace with a ULS. airline company, Stapher
went o Mexien City on an extended business oip. While there,
he was approached by George Bremman and Kenneth Braver,
who idencified themselves as CIA intelligenee officers artached
to the U5, Embassy in Mexivo Ciry. They said they knew about
his previous employment with the DIA and asked him for assis-
lance in seming up a scam (0 pencrrate the KGB operation in
Mexico, wlling him he would be serving his country while mak-
ing some good money. They explained they wanted Seapler to
pretend o be a financially strapped 115, businessman who
wanted to cash in on things he knew sbout the DIA by selling
informarion w the local KGB residenc

The two CIA agenrs assured Stapler that he would be
working as a contract emplovee of the CIA while performing
the service. He was given a civil service application form to fill
out, W-2 forms, and applications for insurance and dearh ben-
efits, as well as the standard security elearance update forms.
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Stressing that it was critically important thar Stapler con-
vince the Sovier resident thar he had information worth sell-
ing, George and Ken told Swapler wo give the Sovicragent for
of derail about his work at the DTA. When Swapler expressed
some hesitarion in doing that, fearing he might ler slip some
secrers, the thiee men spent several days in a hotel room
going over what Stapler could tell the Soviet agent about his
previous employment and what he shouldn’t mention.

Diuring those long sessions, the two CIA men had Srapler
describe in detail what he did during his seven-year career at
the DIA. They drafted several dozen diflerent messages o the
(1A headquarters asking for speailic clearance for what things
Stapler could release and whar things he should not mention.

The rwo CIA men alse gave Stapler a direct phone num-
her ar the embassy where he could contact them, Stapler
called the number several times. The phone was always
answered by a female scoretary speaking American-seyle
English with 1 slight Mexican accent and telling the caller he
had reached the U5, Embassy.

During the long sessions in hotel rooms, the two inrelli-
rence officers frequently talked on the wlephone with some-
ane at the embassy while Stapler listened o their side of the
conversaton. They also showed Stapler the answers the
messages they had sent to Washington.

The three men eventually developed a playbook of spe-
cific things that Stapler could tell the Soviet case agent once
contact had been made, The final script ended up being so
bland that Stapler expressed some concern that it wouldn't be
enough to satisfy the Soviet officer. Nevertheless, the two
(1A men insisted that once contact had been made, Srapler
would ot give the Soviet agent anything he wasn't autho-
rized by Washingron to give,

When the two CIA agents were satisfied that Stapler was
ready, they directed him o make contact with the Soviet
apent, pretending 10 be a walk-in. Stapler walked into the
Soviet Embassy in Mexico and gave the story abour wanting
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to sell secrers, He was soon talking ro an agent who called
himself Bons. Stapler followed the scnpt approved by the
1A headguarers and reported back to Brennan and Braver
afrer the meenng. The rwo CIA agents were ecseatic, telling
Stapler that he had met with Bons Komplektov, one of the top
KGB case officers in Mexico,

Stapler met several more tmes with Bons, who insisted
with mncreasing agitation thar Stapler provide more sensitive
information as proof of his sincenty. Boris® demands for more
detailed information resulted in more long discussions with
the two CIA men over what Stapler might tell the Soviet
arent. The two CLA men drafred more cables and a dav later
showed Srapler the replies, which denied permission to give
any more sensitive information o the Sovict intelligence offi-
cer than whart Langley had already approved.

Srapler mer once more with Boris, who abruptly terminac-
ed the conversation and told Stapler that the information he
was rrying o peddle was worrthless. When Swapler reported
back to Georpe and Kenneth, they thanked Stapler for his
cooperation, agreeing with Stapler that che ploy hadn't
worked becawse of the CLAS wnwillingness to throw more
truth into the equation.

The two CIA men did insist thar all had not been lost
they had at least learned a few things about how the KGB
handled a walk-in. They stressed the imporance of keeping
the whole thing secret and showed Srapler a request they
were submitting for a substantial bonus for Stapler’s services,
They promised Stapler thar the L5, Treasury Depanmment
would issue a check, which would be mailed o his US. bank
account. Stapler’s next bank statement showed che money
had been deposited as promised.

This mighrt have ended the whole affair, except that sev-
eral weeks later when he was back home in the States, Stapler
read a news article reporing that che [1.5. Embassy in Mexico
City had an office of the FBI that monitored Americans seen
entering the Soviet Embassy, which was suspected of being a
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favonie spot for wounld-be spies o make contact with Sovier
mtelligence officers.

Based on his own cxperience working in the U.S. intelli-
pence communicy, Stapler was only too aware of how innera-
gCncy competition sometimes kept the night hand from learn-
ing what the left was doing. Increasingly concerned thar the
FBI might have seen him talking to the Soviet agent and that
the CIA may not have bothered to tell the FBI about its litte
attempt to entrap 8 KGB officer, Stapler tied to contact
{George Brennan and Kenneth Braver, using the embassy
number they had given him.

A recording in Spanish told him that number was no
longer in service. Stapler found the listed number for the 115
Embassy, called i, and was told no one by those names was
nuw or ever had worked in the embassy. Stapler then decided
o g0 to the FBI, describe whar had happencd, and make sure
he wasn't on some FBI hist of potential spies.

He immediately found himself accused of spying, based
on s mterview with the FBI in which he admatted having
met with Boris in Mexico Ciry. The FBT did have a record of
his visits with Boris, and the FBI agents assumed that Stapler,
having realized that the FBI must have been watching, was
trving o divert suspicion by claiming he was working for the
CIA. The FBI insisted that they had checked with the CLA,
which denied having any employees named George Brennan
and Kenperth Brauer.

It took several years for the case to work through the court
system. | he CIA insisted in response oo courm summonses
that they had no emplovees by the name of George Brennan
and Kenneth Braver, nor did they have any record thar Lester
Srapler had every performed any service for the CIA while in
Mexico City. A belated check wich Stapler’s hank uncovered
rhar the payment he had received had been a cashier's check
drawn on a Mexican bank and the source could not be traced.

While the FBI remains convinced thar Stapler was a walk-
in whom the KGB rejected, others in the intelligence game
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have concluded rhar Stapler was the victim of a very clever
alse-flag setup.

The men Stapler knew as George Brennan and Kenneth
Brauer may have been Sovier intelligence casc officers, or
they could have been case officers working for any of 2 dozen
ather intelligence services. They could have even becn spy-
g bor one of the several different anogovernment gronps
thar are constantly criticizing .5, intclligence agencies.

Whoever they were, they had no doubt targeted Stapler
with the intenr of learning evervthing he might tell them
abour his work with the DA, When thev discovered he was
going to Mexico City on a business trip, they saw it as the per-
fect opportunity. Using falze 11, thev had ser wp an office
where they could produce whart looked to Stapler like official
embassy telegrams. The suppnsed embassy number they
gave Stapler was a front manncd by some woman whe had
probably never been near the real 11.5. Embassy. The long
sessions in which Srapler thoughr he and the two ClA han-
dlers were determiming what he could and couldn’ tell a
Soviet intelligence agent abour his previons work were really
opporrunitics for the two fake CIA case officers to learn just
about everything about DA analvsts that they could.

WHY RECRUIT A HOTEL MAID?

Somerimes access agents can be as important as a primary
agent omight be in other circumstances. Charlens Brevis was che
might housekeeper for a commercial hotel in 2 major midwest-
crn city. Charlene was also a single mother who had three
teenaged children. When her only son died as an innocent vic-
tim in a drug shoot-out, Charlene joined a parents’ organization
that was campaigning for sriceer enforcement of drug laws.

Abour six months later, a man named Rav Kelleher seart-
ed attending the meetings and incroduced himself 1o
Charlene. After a couple more meetings, Ray focused the
kind of attention on Charlene char suggested a possible
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rumance., Rav didn't ralk much about himself bur did listen
sympathetically as Charlene talked about her dead son and
her hopes for college educations for her two dauphiers.

The night they became lovers, Ray told Charlene that he
was an undercover agent for the stare police narcotics squad
but asked her ro keep that information confidential. As their
romance blossomed, Ray often talked abour the frustrations of
his job and how difficulr it was o get evidence on kingpin
drug dealers. Tle confided thar he and his colleagues had
learned that several big drug dealers often checked into the
hotel where Charlene worked, Ray was cerrain chat the deal-
ers were discussing major deals in their hotel rooms, Ray sug-
gested rhar if there was only some way 1o sncak into the rooms
where the drug dealers staved, he might be able to find evi-
dence or plant a microphene to gather such evidence. Unfor-
tunately, withoor doing thar, he couldnt even garher enocugh
cvidence o ask for a legal search or phone tap warmrant.

Because of Charlene’s anger about drug dealers, Ray
didn’t have too much trouble convincing her duning the next
several weeks that she could do a real service for the war on
drugs if she would provide Ray with pass keys, which would
allow him access to any room in the horel that he suspected
wus being used by drug dealers.

Although Ray wamed Charlene that she must keep her
help a secrer, he also told her he had arranged with his supe-
rinrs to list Charlene 25 a confidential informant and she
would be well paid for her assistance. Charlene began loaning
Ray a ser of pass keys almost every night, and she also started
putting substantial amounts of money into a special bank
account thar would eventually help ensure her two daughters
got a chanee 1o go vo college.

Scveral weeks later, Ray showed Charlene a newspaper
story reporting the arest of 2 major group of Colombian drug
traffickers engaged in a money-laundering scheme. Ray
claimed the arrest was the direct result of information he had
collected from the hotel room where one of the conspirators
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had staved. After that, Bay continued to point out occasional
news storics of big drug busrs, which he claimed had resuloed
from Charlene’s cooperation.

Ray Kellcher’s real name was Steven Kissman, and he was
not a police officer. In fact, he had a police record as a confi-
dence man. The only thing he knew about the drug cases he
claimed to have helped solve was whar he rcad in the papers.
He and several other colleagues had found & new profession
in industnal and commercial incelligence. Whart he really was
after was access to the notebook computers 5o many business
exccutives carry with them whenever they travel.

Rav would use the pass keys Charlene provided wo
enter the horel rooms of busincss rravelers while they were
diming, taking in the city’s entertainment, or even sleeping
in their horel rooms in the caly morning hours, Ray carried
his own notebook computer along on his forayvs, which he
would use ro download the conrenrs of anvy notcbook com-
puter he located in a guest’s bedroom. On chose occasions
when the businessman was sleeping in his bed, Ray would
ke the computer out of the ro0m tw an cmpty room where
he would cruise through the files and download key daea
before rerurning the compurer o the owner's room. Ray
and his colleagues would then go over the data, identifving
information thar conld be sold o foreign comperitors of the
U5, business corporations.

Eventually, Ray’s luck ran out: one of his vicoims woke up
while he had her compurer in another room. Finding thart she
couldn go buck to sleep, the woman deaded to do sume
work and discovered that her computer was missing. The city
police investigated the thelt, and Charlenes company spent
significant amounts of money on private detectives bur were
unable to recover the computer or discover who had taken in

Charlene, however, immediately figured out who musc
have srolen the compurter. When she conflronted Rav, he
admatted that he had aken it but pointed out chat if he were
caughr, she would go down with him. The sizable bank
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account Charlene had accumulated would convince any jury
that she was pam of the gang.

Charlene still works for Ray, but no longer shares her bed
with the lover-turned blackmailer. He stll pays her tor her
serviees, bur not nearly as much as when she thoughr she was
working with the narcs. She is not the only hotel employee in
the city working for Ray and his partners. In each case, the
ream used a differcnr scheme in recruiting someone who
could give them access to the rooms of businessmen uaveling
wirh norehook computers filled with data.

CATCH A MAN WHEN HE'S DOWN

Wilber H. Schou worked as an engincer for Eden
Electronics Producton, a large povernment wedpons COontric-
ror. Schote, whose work involved the design of such high-tech
weapons-guidance systems as those demonstrated dunng the
Culf War, had a rop-secrer 115, government secunty clear-
ance, Afrer 20 years on the job, Schow failed to ger the pro-
motion he had expected, mainly becavse his personal life was
falling apart and impacting his work performance.

In his carly 50s, Schott soun found himself newly divorced
with financial troubles that forced him o file personal bank-
ruptey. Redueed o living in a rented efficiency apartment
while he worked at a job with little hope of promotion, his
only recreation was an occasional game of tennis played on
the spartment complex’s tennis court. Tt was there he met
Jerzy Kwasnicwski, 2 Polish businessman. Kwasniewski
played ar about the same level as Schott, although Schott reg-
ularly won about two out of three games.

After a couple of weeks, Schott invited Kwasniewski up o
his apartment after 2 game for a couple of beers. From there,
their relationship developed into a friendship with lots of ech-
nical talk abour developments in electronics and the efforts of
Poland ro find potential customers for some of the new prod-
ucts Polish industry was manufacturing. When Kwasniewski
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asked Schotr to write down a list of possible ULS. custemers to
whom Kwasniewski might try to sell, Wilber agreed oo do so.

A couple of weeks later, Kwasniewski knocked on
Schott’s door and excitedly announced that the informanon
Schott provided had resulted in 2 substantial sale.
Kwasniewski then insisted on paving Schotr a finder's foe for
the information that had made the szle possible.

Schott had been trained as par of his emplovment 1o rec-
ognize hosale intelligence activity. Ile chose to ignore the
obvious signals and happily accepted the cash pavmcnt,
which he spent on back rent and a couple of much-needed
mew suits, Over the next several months, Kwasmiewski paid
Schotw fees for similar kinds of inconsequenmal information
and reports on six different occasions. Each time the fees
increased in size. Ininally, Schott used the money o pay for
necessitics, but eventually he had a bic beft over to pav for hux-
unies, including a return o the dating game.

Shorrly after Schotr began seriously daring a woman wich
rwo voung children, Kwasniewsks asked to see some unclass-
fied bur sensiove marenal on radar fire conorel for tanks o
which Schott had access. Claiming he wanted the informarion
s0 he could advise his home office on possible areas in which
it should direcr rescarch projecrs, Kwasniewski promised a
substantial pavment as g consulting fee for good information.

Schort thoughe it over for a few davs, then copied the
mareral from company hles and passed the informanon on oo
kwasniewski. The payment he earned was enough to allow
Schotr to buy a small engagement ring and propose marriage
to the new woman in his life.

From that poing, it was an easy task for Kwasniewski o
ask for confidenrial and eventually secrer informartion. Schort
knew what he was doing but kept telling himself that as soon
a8 he gor set financially, he would cur the relation with
Kwasniewski, who was already talking about an expected
ransfer back ro his hoeme office in Poland, a wansfer char
Schott assumed would end the relationship.
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When Kwasniewski did ger the promised transfer, he pro-
posed thar he give Schote and his new wife a belaced honey-
moon tmip o Innsbruck, Austria, in apprecianion for the great
help thar Schorr had given him during his stay in the United
Stares. In Innsbruck, Kwasniewski spent three days showing
Schott and his wife the tourist sites.

On the fourh day, Kwasniewski invited Schot m a final
tennis game at a local club while Scher's wife went shopping,
While they were playing on a private court, a man whom
Kwasniewski introduced as the person who would be replacing
him a5 Schot's contact appeared. When Schorr discovered that
Kwasniewski expected that he would conoinue to turn over
classified information on weapons systems (o the new control,
Sehoee angrily insisted that he had no intention of doing so.

At that point, the new control officer, who had none of
Kwasniewski’s subtlery, pulled our of his pocket an envelope
and spread our a collection of pictures showing Schott's new
stepchildren. The firse pictures had been taken as the chil-
dren walked away from the home of a neighbor where they
were staying while their mother and new stepfacher enjoyed
the sights of Austria. ‘The scrics of pictures followed rhe
reenaged children o school and to some exoracurncular active
ittes after school.

The new control officer then grimly announced thar not
only was Scherr going to continue providing informanion, but
that he was going to spend the last owo days of his Innsbruck
vacation undergoing some intensive mmaining to make him 2
more useful spy. The new control officer suggested that
Schorr suddenly suffer a flu amack. Kwasmewsk: would then
take the wife on some tours while Schott stayed in the hotel
ronm and “nursed his flu” while the tminmg took place,

Az the end of the training session, the new control officer
rewarded Schott with a $7,000 payment for his good behavier
just before the Schotts boarded the plane to return home. He
alsn provided Schott with derailed requests for specific infor-
mation he wanted, as well as instructions for how to pass such
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information on through. Schott continued to pass inlormarion
to the Polish inzellipence service for several years. He was
paid well for the information he provided, but he was spying
more out of fcar than greed.

Schore fir all the classic profile characreristies of a highly
recruitable spy: marital problems that ended in divoree, finan-
cial problems, job dissatisfaction, an open friendship with a
Soviet bloc national—all followed by sudden, unexplained
wealth and frequent foreign travel, (He, his wife, and some-
times the two teensgers made several more trips to Innsbrock
over the next few years)) But no ULS, spy-carcher unearthed
him. A Polish defector eventuvally rumed Schote in.

KNOCK HIM DOWN AND PICK HIM UP

After 15 vears with the DEA, Wayne Kramer considered
himself 1o be a hard-charging special agent on the promoeton fast
track. Assigned o a special monev-laundering task force in
South Florida, Wayne was tasked wirh dealing with a number of
state law enforcement officials as well as several high-ranking
executives in the banking communicy who were cooperating
with law enforcement to spot moncy-laundering operanons.

In his spare time, Wavne and his wife were also active in a
church group engaged in divg-cducanon actvities auned ax
high schoel students. While working with the church group,
Wavne met Robert Shanklin, who had recendy moved m
Florida after retring from 2 julb a5 a depury prosecuning attorney
in a northern state, Despite the differences i ther ages, the
rwo men developed a mutual friendship because of Shanklin's
strong advocacy of federal drug-enforcement programs.

Dwunng one of their conversations, Wayne confided in the
older Shanklin that he was expecting 10 be promored oo the posi-
ton of task force direcror when the current dircetor got his
expecred promotion o the DEAs Washington headguarters.

A month belore the expected promotion was m be
announced, a Florida State Police agency discovered evi-
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dence while investigating one of their cases that implicared
Wayne Kramer in 2 money-laundering scheme, Kramer angri-
lv proclaimed his innocence, but the invesuganon into the
charges twok several monrhs, during which ume Kramer was
placed on administrative leave. Another officer got the pro-
morion that Kramer thought would be his.

The federal investigation failed to find enough evidence
to convice Kramer, and he was evenmually returned to full dury
with no loss of pay. Kramer and his wife, however, had o take
out 2 sccond mortgage on their home to pay for the legal ser-
vices Kramer emploved to help prove his innocenee.

As i5 50 often the case in such situations, upon his feturn
to ducy, Kramer foond thar many of his colleagues sall
thought he was guilty. Although he still had a job on the task
force, Kramer was working for 2 supervisor he considered
incompetent. Worse, he knew he would never get another
promotion. The only reason he stuck it our was because he
wnuld he eligible for early retirement in seven years.

Through the hard times, the one friend who stuck with
Eramer was Robert Shanklin. Shanklin not only insisted that
he belicved Kramer to be innocent, he lnaned Kramer money
for lezal fees and helped him find the atormey who eventual-
Iv got the charges dropped.

Shortly after Kramer returned 1o dury, Shanklin suggested
that the person who had tried to frame Wavne was probably a
jcalous colleagne who had sold out ro the drug lords. Shanklin
proposed that he (Shanklin) begin his own private investiga-
rion, using his considerable experience as a prosecutor o find
vut what happened.

At Shanklin’s suggestion, the two men started cxamining
every one of Kramer's collcagues who had worked on the rask
force prior to the discovery of the evidence thar seemed to
implicare Kramer in a drug deal. Shanklin assured Kramer
chat if they kept digging into cach person’s caseload, they
wiild evenmally discover something that didn't march up—
perhaps a sure case that suddenly fell apart, an investigation
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that rumned sour, or cven some evidence of uncxplained
wealth by a colleague.

Kramer knew that he was sharing with Shanklin 2 grear
deal of information on DEA personnel, ongoing investiga-
tions. and oven the identity of confidential informants, bur
Kramer was so determined to discover who had framed him
that he felt justified in accepung Shanklin’s help and provid-
ing him all information nceded for the investiganon.

After several months of such activity, Shanklin teld
Kramer that he was increasingly convinced that the colleague
who had =otten the promotion Kramer had lost was a dirry cop
whe had deliberately framed Kramer so he could cover his
own tracks a5 well as get the promotion. Shanklin suggested
that the dirty cop was now using his positicn as the director of
the task force to protect the crooks who paid him off while
taking the competiticn out of circulation.

Kramer did not immediatcly go tw his superiors with
Shanklin's evidence; inscead Shanklin and he started planning
how thev would catch the new rask force dircertor with his hand
in the tifl. Looking for a scheme that would trap the suspected
dirty cop. Kramer shared cven more confidential information
on active cases, hoping to spot a case where the dirty colleague
had ripped off one of the drug dealers of a pending arrest.

Suddenly, in a single weck, severl of the rask foree’s
major cases went sour. Three prime witesses, including a
high-ranking bank officer, were gunned down in gang-style
killings, five suspects targered for arrest suddenly left the
country, and when the task force served a search warrant that
was supposed to catch major evidence based on wiretap infor-
marion, they found nothing.

Every agent on the task force suddenly found himself
answering tough questions as the supervisors wied o identify
the source of a major information leak. Wayne, assurming that
somehow his “crooked” supervisor had discovered the plan
that Shanklin and he were about to put inte play, med ww con-
tace Shanklin to discuss what they could do next. Shanklin
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didn't answer his phone, and when Kramer checked out che
condo where he lived, no ong answered the door.

Badly shaken, Wavne found himself once again a primary
suspect in rthe investigation. When Wayne failed a he-detec-
tor test question about whether he had ever revealed confi-
dential information to an unauthorized source, he med w
explain o one of the DEA's inecrnal affairs investigators
exactly what Shanklin and he had been doing, A subsequent
investigation discovered that there was no such person us
Robert Shanklin and certainly no evidence thar the new cask
force supervisor had been dealing with criminals.

The investigators eventually concluded thar Robert
Shanklin was working with 2 major Colombian drug traffick-
ing group, which had deliherarely set out to infilrare che
DEA money-laundenng task force. Shanklin, or semeone
with whom he was working had probably planced the ewi-
dence thar cost Wayne Kramer his promotion—probably
because at thar time Kramer and those under his supervision
were all found to be incormptble. Then Shanklin—who
already had Kramer convineed of his false identty—moved
in, pretending o be the friend in need. .

Shanklin's skill in pretending o be a retured prosecutor
sugpests that he may well have worked as a prosecutor at
some time under another identity. He had likely been recruic-
ed by the drug carel at that point and had contmued to work
for them after reurcment

Shanklin didnt share the information he tricked out of
Kramer with everyone, only with a sclecr group of maffickers
and money launderers whe worked for one segment of the
Cali Cartel, {The rask force still gor a number of convictions, )
In effect, the cartel got a double bonus: they cscaped prose-
cution and put the competition out of business and in the can.

Kramer's supervisor decided that rather than go public
with what Kramer had done and prosecute him for leaking
confidential informarion, the task force would rake the credit
for the drug dealers and money launderers they did carch and
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not tell anyone about the bigger fish thar gor away becanse a
clever drug cartel intelligence agent first knocked Kramer
down and then picked him up.

Kramer was even permined o stay on with the agency,
although he was transferred to s small office along the
California/Mexico border. Six months afrer his cransfer, Kramer
was killed while working undercover in a buy-bust investigation.
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Conclusion

The Successtul Spy

ou will never read about suocessful spies i the

newspaper or watch them being interviewed on

TV talk shows. Only failure makes a spy famous.
Success guarantees that the public will never know the spy’s
name—and neither will the victims who suffered the results
of his cfforts.

Around the world, every day, thousands of men and
women go to work planning to steal the most valued thing
with which they are entrusted: the secrets of their employ-
ers, fellow citizens, and friends, Their victims often believe
these traitors to be exemplary employees, loyal confeder-
ates, and faithful friends. Most of the time, the traitors will
spy for years, even decades, without ever being discovered
or even suspecred.

The vast majority of thuse who become successful spes
never planned or expected o become traitors. They took the
jabs that positioned them so thar they had sccess o valuable
secrers, expecting to work their careers our as loyal and hon-
st employees, Many will even deny the accusation of trea-
son, insisting that they were forced to take the only course of
action possible because others berraved them, took advantage
of them, or denied them a fair shake in life. Even those who
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admir rhat they have turmed traitor will offer complicared
excuses for why their actions are juscified.

"T'he case officers who turned them into traitors knew how
ro help them find that justification. Behind every successful
spy is a successlul intelligence case officer who deliberately
conned the person into becoming a spy. Good case officers
never see their names in the newspaper either,

Yer, the key to spying success is not the spy or the casc
officer who recruits the spy. In the final analysis, every suc-
cessful spy owes his success to the persun upon whom he 15
spying. Just like thieves thrive when people are careless with
how they protect their valuables, so, too, do spies thrive when
people are careless with the way they protecr their secres.

Most readers will never have any resson to recruit a spy.
Intelligene, stromg, self-reliant, courageous, and competent
people don't have 1o steal secrets to survive and prosper while
defending themselves from aggressors. If von have an enemy
on the border, the way to make sure he never awacks 15 noe to
seeal his plan of attack. Instead, you must arm and prepare 10
defear any attack that the aggressor might launch and then let
him know exactly how strong vou are. If vou don’t prepare
that kind of defense, then stealing every one of your enemy’s
sCCrers won't save you from disaster.

IT a business competitor is ourperforming you, the answer
15 not o steal his secrets; I0s 10 berier serve your custmmers
and keep them coming back. If you want to beat a political
opponent, the answer s not waging dirty ticks, lving cam-
paigns, or hinng petty criminals o break inte your rival’s
office; s taking a logical stance on issues, offering simple
explanations, good advertising, and the courage o be honest
with the vorers. If you have a personal relatonship with a
lover or 2 partner that has degenerated o the point that you
must spy on rhar person—or worse, you fear that he may be
spying on you—it has already failed and the best thing vou
can do 15 cnd it as quickly as possible.

The paradox is that the more competent, clever, and suc-
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cessful you become in business, social relations, government,
politics, or your personal life, the more Likely it 15 that some-
one will set out to steal vour secrers of suecess and use that
infermanion to destroy you. If vou are really good at whar you
do, your enemy will not succeed in defearing vou, even if he
succeeds in stealing vour secrets. Maore likely, you won't have
any secrers worth stealing. The strongest, most specessful
people in the world live their lives as open books, caring not
a whir abour keeping secrets. Indeed, they want the world o
know how strong they are.

However, many of you may not have that strength of char-
acrer, and you do have scerers you think vou need tw keep, If
your encmics succeed in learning what you want o keep hid-
den from the world, their svceessful spying will cost you
MONey, pain, worry, frustration, and even defear. Ir is for you
that this book is really writcten. The more you know abour
how spies are recruited, the better prepared you will be to rec-
venize the spics within your own ranks and neutralize them or
even turn them against the people who recruired chem.

The person who successfully spies on you will pot be
some funny-looking stranger or someone who openly chal-
lenges your authority or makes his dislike for you obvious.
The person who spies on you will be someone you trust. It
mav he your secretary, vour most faithful employee, your good
friend, or even your lover.

If vou have a traicor in your midst, the thing you rmust
understand is that something went wiong long before the spy
master came along and convinced that person to betray you.
Gond case officers must have human marenal o work wath.
The best way to protect against the spy is to make sure that
the only people who have access o your secrets are people
who have as much to gain by keeping those secrers as vou do.

Whether you are running a counery, 2 business, a criminal
cnterprise, or 2 political movement, or just living well on your
own hard work, here are a few things you can do to make sure
someone you trust docsn't listen o the siren call of reason.

THE SUCCESSFUL S8y 203




Neper accept peaple based on what they, or others, say they are.
Find out what they have done. Whether you are hiring an
emplovee, acceprng volunteer help in a polical acuon
group, or starting 2 {riendship or a love affuir, thoroughly
check out the background of everyone you muss rust. Lhe
things that count are not lerers of recommendation, the
praises of peers, or the fawning adulation of rheir friends,
but credit records, school records, court and criminal
records (or, better zaid, the lack of such records), and past
successes or farlures in sports, business, employment, and
personal living.

Past behavior is mo guarantee of feture belgvior. No matrer
how sterling someonc’s background or past work perfor-
mance, watch for evidence that docsn't rack with whar
vour already know, Decide based on what people do wday,
not what they did yesterday, and certainly never what they
say they will do tomorrow:

Do not rely on guick fixes such a5 polygraph examinations,
scheduied security dlearance updates, surprice gudits, surveil-
lawce cameras, or electronic savesdropping as a means af
revealing spie;.

Be security conscions and educate those you trust on Row anlelli-
gence case offtcers recruis spies. Offer substantial rewards for
anvone who reporss 2 possible approach by an encmy
espionage officer.

Dan's tdentify your own cosmierespionage offieers. (You don't
have a countcrespionage officer? Il you keep valuablc
secrets, vou want someone on the payroll whoese job it is o
guard those secrets.) Don't pur those charged with coun-
terespionage in the scounty office thar looks afrer che
physical and personal security of the building and the
employees, Countercspionage officers should work under
cover as personnel officers, special assistants, legal aids,
maorale officers, or anv other atle that allows them o move
easily among your emplovees and gather information with-
out anvone suspecting what they are really doing.
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[earm as muck abous your employess who bave gooess fo your
secrels g any enemy case officer cowld fears. Your counterespi-
onage officers should look at everv emploves with access
to secrers on & regular (but random) basis by using the
same techniques thar a recroiting case officer would wse.
That means secret surveillance that neither the employee
nor anyone ¢Xcept vou and the counterespionage officer
knows is going on. (Sure, that’s expensive, but if the CIA
had been doing thar instead of trusting in lie detectors,
Rick Ames would have been caught in the first vear he
started spending the exra money he earncd by spying for
the KGB.)

Don'r Feep thinps secrer Bhal don'’s hove o be fepr seoret. Know
what is viral incelligence that must be protected and
restrict access to such information only to those who need
oo koo,

Develop sound personnel proctices that reaard effort, creatronty,
and loyalty. Make sure they reach down to the litde people
who are such an arrractive rarget for spy recruiters. Anyone
with access to secret material or arcas where scoret mater-
1al is held should be paid excra money for the trust vou
place in them. Sccretarics who rype up secret documents
should make as much as college-educated company exec-
utives and should be creared wich the same respect.

Dor't keep disgruntled employees on the payrell, especially
emplovees who feel they haven't been treated farrfy. 1f you can't
promote the man who thinks he deserves a promotion, fire
him, Don't leave him in place.

Dot beep any employee in a position shar groes fim aocess fo
secrets if ke develops any vices or kabits suck as alcodol or drug
abuse, credit problems, dangerows or offensioe secnad defatror, or
personality desorders, (This flies in the face of the modern
idea of vice as a disease, but tolerance for bad behavior 15
one of the primary reasons why American intelligence
agencies lost the spy war.)

Be tolerant of unusual or different belbauior that does mot impact
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n# fob perfarmance or the employees personal relasions. Don't
fire the open homosexual who hives quietly with a partner.
Do fire the married man who cheats on his wife cvery
chance he gets, lies to her and his colleagues about what he
is doing, and uscs his work as 2 cover to get away with i,

Of course, following these rules will nor guarantee that no
one will ever steal your secrets. Bur real life has no guaran-
rees—something that every good case officer knows. He takes
the human marerial he finds, and he manipulates it into some-
thing he can use. You can do the same, whether your are try-
Ing [0 recruit a spy of make sure vour employvees, fnends, and
lovers stay faithful to vou.

Mg Roommir a RING OF SFIES




	Front and back cover
	Inside page and Toc1
	Toc2 and page1
	02-3
	04-5
	06-7
	08-9
	10-11
	12-13
	14-15
	16-17
	18-19
	20-21
	22-23
	24-25
	26-27
	28-29
	30-31
	32-33
	34-35
	36-37
	38-39
	40-41
	42-43
	44-45
	46-47
	48-49
	50-51
	52-53
	54-55
	56-57
	58-59
	60-61
	62-63
	64-65
	66-67
	68-69
	70-71
	72-73
	74-75
	76-77
	78-79
	80-81
	82-83
	84-85
	86-87
	88-89
	90-91
	92-93
	94-95
	96-97
	98-99
	100-101
	102-103
	104-105
	106-107
	108-109
	110-111
	112-113
	114-115
	116-117
	118-119
	120-121
	122-123
	124-125
	126-127
	128-129
	130-131
	132-133
	134-135
	136-137
	138-139
	140-141
	142-143
	144-145
	146-147
	148-149
	150-151
	152-153
	154-155
	156-157
	158-159
	160-161
	162-163
	164-165
	166-167
	168-169
	170-171
	172-173
	174-175
	176-177
	178-179
	180-181
	182-183
	184-185
	186-187
	188-189
	190-191
	192-193
	194-195
	196-197
	198-199
	200-201
	202-203
	204-205
	206-207

